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CHAPTER 1. Introduction

CHAPTER 1

Introduction

The QIMEN (Quaternion and Isogeny Machinery over ENdomorphism ring) cryptographic
suite represents a comprehensive, next-generation framework designed to secure digital in-
frastructures against both classical and quantum adversaries. The suite is composed of two
primary building blocks: a key-encapsulation mechanism, designated as QIMEN-PIKE, and
a digital signature scheme, designated as QIMEN-PRISM. Both schemes are constructed
upon the foundational hardness of the supersingular isogeny path and endomorphism ring
problems, which have emerged as resilient mathematical paradigms within post-quantum
cryptography. There are many sections that are aligned between the specifications of
QIMEN-PIKE and QIMEN-PRISM, as they are common building blocks to both.

This document describes the key-encapsulation mechanism QIMEN-PIKE.

1.1 Design rationale
QIMEN-PIKE is based on the quantum-safe isogeny-based ElGamal-type public-key en-
cryption scheme PIKE [CCLL26](accepted at PKC’26), which itself builds on POKÉ [BM25].
It follows the same mathematical hardness assumption and protocol architecture.
Mathematical problem. The core hard problem underlying QIMEN-PIKE is a masked
variant of the supersingular isogeny problem with torsion-point information. Let E and
E′ be supersingular elliptic curves, let φ : E → E′ be a secret isogeny whose restriction
to E[N ] is an isomorphism, and let (P,Q) be a basis of E[N ]. For a prescribed masking
group Γ ⊆ GL2(Z/NZ), the masked torsion isogeny problem is, given

E, E′, (P,Q), M

(
φ(P )
φ(Q)

)

for an unknown matrix M ∈ Γ, to recover φ. The unmasked case M = I2 is the supersin-
gular isogeny problem with torsion-point information underlying SIDH and SIKE [JD11,
JAC+22].

QIMEN-PIKE • 1



CHAPTER 1. Introduction

E0 EA

EB EAB

φ

φ′

ψ ψ′

Figure 1.1: Design rationale of isogeny-based ElGamal-type public key encryption. The
receiver’s secret isogeny φ defines the public key EA. With sufficient auxiliary information
attached to EA, the sender can derive a compatible green isogeny path ψ′ and obtain EAB

as the target curve for encrypted delivery.

The unmasked torsion images published in SIDH/SIKE enabled polynomial-time key-
recovery attacks [CD23, MMP+23, Rob23]. These attacks rely essentially on the algebraic
relations exposed by φ(P ) and φ(Q), and therefore do not directly apply when the tor-
sion images are hidden by an unknown masking matrix M . Since the fall of SIDH/SIKE,
the masked isogeny problem has been proposed as a core hardness assumption in isogeny-
based cryptography, and has been used in the design of numerous protocols such as M-
SIDH [FMP23], FESTA [BMP23], QFESTA [NO24], LIT-SiGamal [MS25], among others.
Cryptanalysis work has also been done towards this variant of the isogeny problem includ-
ing [CV23] and [DFP24]. However, for the masked-torsion instances used in QIMEN-PIKE
and aforementioned schemes, no polynomial-time recovery algorithm is currently known,
and the best known applicable algorithms remain of exponential complexity.
Core design idea. QIMEN-PIKE follows the isogeny-based ElGamal-type architecture
illustrated in Fig. 1.1. The receiver samples a secret isogeny φ : E0 → EA and publishes EA

together with masked images of several torsion points under φ. The sender then samples an
ephemeral smooth-degree isogeny ψ : E0 → EB and uses the published torsion information
to construct its pushforward ψ′ : EA → EAB. This yields a commutative diagram satisfying
φ′ ◦ψ = ψ′ ◦ φ, while the masking prevents the sender from recovering the receiver’s secret
isogeny.

Once the commutative diagram is established, QIMEN-PIKE derives the shared secret
from a pairing value. The sender transmits one masked D-torsion point on EB and one on
EAB. Using the secret masking information, the receiver evaluates a single two-dimensional
isogeny to obtain the corresponding points on an intermediate curve and computes their
pairing. By the compatibility of pairings with isogenies and the commutativity of the
diagram, this recovers the same pairing-derived value computed by the sender.
FO Transform. Following the standard Fujisaki-Okamoto transform [FO99], the IND-
CPA-secure public-key encryption scheme described above is transformed into an IND-
CCA2-secure key-encapsulation mechanism. The encapsulation algorithm samples a ran-
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CHAPTER 1. Introduction

dom message and hashes it together with the public key to derive both the key material
and deterministic encryption randomness, before encrypting the message using QIMEN-
PIKE.PKE. During decapsulation, the receiver decrypts the ciphertext and re-encrypts
the recovered message to validate it. A valid ciphertext yields the same shared secret,
while an invalid ciphertext is handled through implicit rejection [Per12] using a secret fall-
back value. The IND-CCA2 security of the resulting KEM follows from the IND-CPA
security of QIMEN-PIKE.PKE in the random oracle model.
Parameter selection and failure analysis. The three parameter sets of QIMEN-PIKE,
denoted by NGCC-1, NGCC-2, and NGCC-3, target classical security strengths of 128,
256, and 512 bits, respectively, and quantum security strengths of 80, 128, and 256 bits.
For all three parameter sets, the overall failure probability is bounded above by 2−128. In
Section 8.4, we justify the parameter choices for each security level in accordance with the
NGCC submission requirements. A detailed analysis of the failure probabilities is provided
in Chapter 9.

1.1.1 Improvements over PIKE

While building on the core design of PIKE [CCLL26], QIMEN-PIKE introduces several
theoretical and engineering innovations that distinguish it from prior academic prototypes.
These differences are summarized as follows.

• New parameters and optimized procedures. We instantiate QIMEN-PIKE
with a new set of security parameters specifically tailored to meet the diverse security-
level requirements of the NGCC submission. Furthermore, we deploy targeted elliptic
curve arithmetic optimizations, including accelerated scalar multiplications and an
improved three-point ladder algorithm tuned to these chosen parameters. These
low-level algorithmic refinements significantly reduce the total number of underlying
field operations, ensuring that QIMEN-PIKE not only meets the rigorous NGCC
security standards but also achieves state-of-the-art computational efficiency across
all targeted categories.

• Tailored public-key/ciphertext compression. We propose two optimization
techniques to optimize the sizes of the public key and ciphertext in QIMEN-PIKE.
The first technique mitigates storage requirements via point combination. The sec-
ond technique achieves strictly higher compression by encoding the points as scalar
representations with respect to fixed torsion bases, thereby trading computational
efficiency for a reduced representation size. Accordingly, we develop two distinct im-
plementations: an uncompressed variant and a compressed variant. Although the
compressed implementation is less efficient than the uncompressed one, it yields a
significantly more compact public key (by ≈ 37%) and ciphertext (by ≈ 25%).

• Assembly-level field arithmetic kernels. Our implementation incorporates hand-
optimized assembly routines that leverage x86-64 BMI2 and ADX instructions. By
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refining the unsaturated-radix limb representation and minimizing carry-propagation
overhead during modular multiplication, the cryptographic suite achieves runtime
reductions of over 10% compared to generic multiprecision baselines.

1.2 Feature Statements

1.2.1 Innovativeness

Most existing isogeny-based public-key encryption schemes developed after the attacks
on SIDH rely on higher-dimensional isogenies and auxiliary torsion-point information, as
exemplified by [BMP23, NO24, BM25, MS25]. Among these constructions, POKÉ [BM25]
forms the principal basis of PIKE [CCLL26] and QIMEN-PIKE, deriving the shared secret
from the images of a torsion basis under the shared isogeny.

In contrast, PIKE, and consequently QIMEN-PIKE, follow a distinct pairing-assisted
encryption architecture. The principal innovations lie in the specific shared-secret relation
and decryption mechanism introduced within this paradigm. In the following, we refer
to QIMEN-PIKE throughout, while noting that these protocol-level innovations originate
from PIKE.

• Pairing-derived shared-secret relation: QIMEN-PIKE is the first isogeny-based
public-key encryption scheme in which the shared secret is derived from a pairing
value rather than from the j-invariant of an elliptic curve or the images of a full torsion
basis [BMP23, NO24, BM25, MS25]. The sender evaluates a pairing on D-torsion
points related through the commutative isogeny diagram and uses the resulting value
to mask the message. The mechanism accelerates the decryption by a factor of 1.24.

• Relaxed smoothness requirement on rational torsion using pairings. To the
best of our knowledge, QIMEN-PIKE is the first isogeny-based public-key encryption
scheme to use pairings to relax the smoothness requirement on the order D of the
Fp2-rational torsion used for shared-secret recovery. Since the receiver recovers the
shared value directly from a pairing, decryption does not require solving a discrete
logarithm in a group of order D. Consequently, D need not be smooth, relaxing the
required form of the field characteristic and allowing a smaller prime p to be selected.
The shorter prime accelerates the keygen, encapsulation, decapsulation by another
factors from 1.24 to 1.3.

Together, these features establish QIMEN-PIKE as an independent pairing-assisted isogeny-
based encryption architecture rather than a known modification or parameterization of
prior works.

QIMEN-PIKE • 4
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1.2.2 Simplicity

A central design advantage of QIMEN-PIKE is the simplicity of its decryption pathway.
Earlier higher-dimensional isogeny-based PKEs in the POKÉ family [BM25] derive the
shared secret from torsion-point images, which forces the receiver to reconstruct a commu-
tative diagram through an application of Kani’s Lemma and to resolve a smooth discrete
logarithm in order to recover the message. QIMEN-PIKE dispenses with this machinery
entirely: by transporting the shared secret through pairing values rather than basis images,
decryption reduces to evaluating a small number of pairings and a single inversion, with
no Kani gluing step and no smooth discrete-logarithm computation on the receiver side.
The protocol retains the clean ElGamal-type structure of a single secret isogeny defining
the public key and a sender-side isogeny producing the ciphertext (see Figure 1.1), which
keeps both the specification and the security argument compact. The same simplification
also relaxes the arithmetic constraints on the underlying prime, so that the field can be
chosen smaller and the implementation kept correspondingly lean.

1.2.3 Flexibility and Compatibility

The modular structure of QIMEN-PIKE provides flexibility across diverse engineering en-
vironments and compatibility with standard KEM transforms:

• Standard KEM transform. QIMEN-PIKE.KEM is obtained from the underly-
ing public-key encryption scheme QIMEN-PIKE.PKE through a standard Fujisaki-
Okamoto-type transform, yielding IND-CCA2 security in the (quantum) random
oracle model from the IND-CPA security of the PKE. The transform is applied as
a self-contained wrapper, so the core encryption and decryption routines remain un-
changed across security levels.

• Extensible hash/XOF backends. The protocol separates the high-level hashing
and key-derivation routines from the underlying extendable output function (XOF).
For standard global deployments it natively supports a SHAKE256 instantiation,
while for compliance with national commercial cryptography standards it can be
driven by an SM3-based construction. This allows the same protocol machinery to
be compiled for different regulatory domains via simple build-time switches.

• Flexible point compression modes. The representation of the public key and
ciphertext can be tailored to the bandwidth and computational profile of the target
platform. QIMEN-PIKE supports an uncompressed, coordinate-centric mode (ideal
for minimized computation) as well as a compressed, basis-coefficient mode that
encodes points as scalars with respect to fixed torsion bases, trading a modest amount
of computation for significantly smaller transmission sizes.

QIMEN-PIKE • 5
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1.2.4 Extensibility

The ElGamal-type structure of QIMEN-PIKE makes it a convenient building block for
larger protocols. Because the shared secret is transported through pairing values on a
public commutative diagram rather than through scheme-specific auxiliary data, the same
key-generation and encapsulation interfaces extend naturally to related functionalities:

• Well-formedness proofs. QIMEN-PIKE supports efficient proofs of well-formedness
for both public keys and ciphertext [LM26]. These proofs allow a receiver or a sender
to demonstrate that a public key or a ciphertext are valid without revealing the un-
derlying information. This property facilitates the secure use of QIMEN-PIKE as a
building block in more advanced cryptographic protocols, where malformed public
keys or ciphertexts could otherwise invalidate the security analysis.

• Public-key encryption and key encapsulation. The same underlying construc-
tion yields both a public-key encryption scheme (QIMEN-PIKE.PKE) and a key-
encapsulation mechanism (QIMEN-PIKE.KEM), so applications needing either prim-
itive share a single, well-analyzed core.

• Static and ephemeral deployments. The clean separation between the receiver’s
long-term secret isogeny and the sender’s per-message isogeny supports both static
keys (for repeated encapsulation to a fixed recipient) and ephemeral keys (for forward-
secret session establishment) without changing the protocol logic.

• Composable compression layer. The point-compression layer is decoupled from
the protocol layer, so future compression techniques or alternative point encodings
can be substituted without affecting correctness or the security reduction.

1.2.5 Performance

• Compact public keys and ciphertexts. QIMEN-PIKE is particularly attrac-
tive for applications in which public-key must be transmitted or stored under tight
communication and memory constraints. Examples include constrained IoT devices
communicating over low-rate networks, smart cards and contactless devices with lim-
ited transmission capacity, intermittently connected embedded systems, and satellite
or remote telemetry links. In these settings, reducing public-key and ciphertext sizes
helps decrease transmission time, packet fragmentation, storage requirements, and
retransmission overhead. At NIST security level 5, the public key and ciphertext of
QIMEN-PIKE with NGCC-2 require only 595 B and 882 B, respectively. As shown
in Table 1.1, these are approximately 2.6× and 1.8× smaller than those of ML-KEM-
1024 (Kyber) [SAB+20], and approximately 12.2× and 16.4× smaller than those of
HQC-256 [AAB+22], respectively.

• Reasonable encapsulation and decapsulation latency. Although QIMEN-
PIKE is slower than ML-KEM and HQC, its encapsulation and decapsulation latency
remains within tens of milliseconds. For example, at the NGCC-1 security level, our
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Table 1.1: Comparison of public-key and ciphertext sizes, in bytes, for NIST-standardized
or selected-for-standardization post-quantum KEMs at security level NIST-5, which is the
same as QIMEN-PIKE with NGCC-2.

Scheme Public key Ciphertext

QIMEN-PIKE (NGCC-2) 595 B 882 B
ML-KEM-1024 (Kyber) 1568 B (2.6×) 1568 B (1.8×)
HQC-256 7245 B (12.2×) 14 469 B (16.4×)

optimized 64-bit implementation requires approximately 18 ms for encapsulation and
29 ms for decapsulation on an Intel Ultra 9 CPU running at 2.7 GHz (see Table 7.4).
These results show that the substantial reduction in communication size is achieved
without incurring prohibitive online computation costs.

1.2.6 Diversity of assumptions

QIMEN-PIKE relies on isogeny-based assumptions, which are fundamentally different from
those underlying lattice-based and code-based constructions. Therefore, QIMEN-PIKE
contributes to the diversity of the quantum-safe cryptographic portfolio for the quantum-
safe infrastructure. The endomorphism ring problem enjoys a simple worst-case to average-
case self-reduction for the uniform distribution. QIMEN-PIKE public keys are at small
statistical distance to the uniform distribution, hence the security of the scheme is sup-
ported by the worst-case endomorphism ring problem.

Star superscript

Isogeny-based cryptography is a highly involved field, with many protocols that build on
previous material. As such, much of the lower-level arithmetic for finite fields, elliptic
curves, and quaternions is standard and shared between implementations and documen-
tation, to achieve consistency with the prior work upon which such schemes build. To
ensure consistency, we have chosen to reuse parts of the detailed documentation from
SIKE [JAC+22] and SQIsign [AAA+25] for these building blocks, as the main contribu-
tions of QIMEN-PIKE lie in the protocol level. To clearly indicate reuse of material, we
append a superscript ∗ to these sections.

Pseudocode conventions and exception handling

For clarity of exposition, this specification uses exceptions to describe error handling in
pseudocode. An algorithm may raise an exception when a required randomized search or
structural check fails. If a subroutine call raises an exception and the calling algorithm does
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not enclose that call in a try/catch block, the calling algorithm raises the same exception;
equivalently, uncaught exceptions propagate to the next calling algorithm. When a catch
block is present, the exception is handled as specified in that block.

Algorithm 1 Exception-handling convention
1: try
2: Execute instructions that may raise an exception.
3: if an error condition occurs then
4: raise Exception("Description of the error")
5: catch
6: Recover from the exception, derive an implicit-rejection fallback key, retry the ran-

domized procedure, return false, or reject the input, depending on the algorithm.

We also use the standard loop-control convention that, inside a loop, the statement
continue skips the remaining instructions of the current iteration and proceeds with the
next iteration.

QIMEN-PIKE • 8
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Table 1.2: Notation and parameters of the QIMEN-PIKE.
Elementary Objects

Z/dZ Ring of integers modulo d for some integer d.
Fp Finite fields with p elements.
Fq Finite fields with q = pk elements.
Fp2 Finite fields with p2 elements.
Fp Algebraic closure of Fp.

GLn(q) Group of invertible matrices of size n and elements in Fq.

Elliptic Curve Objects
E An elliptic curve over some field Fq.

E × E′ A product of two elliptic curves E and E′.
A An abelian variety over some field Fq.

Jac(C) The Jacobian of a hyperelliptic curve C.
EA,B An elliptic curve in Montgomery form with parameters

A,B ∈ Fq.
0E The point at infinity of an elliptic curve or abelian variety

E.
E(Fq) The points on E with coordinates in Fq.
E[n] The n-torsion on E.

hintgeni Hints to generate a basis for E[2f ].
j(E) The j-invariant of the elliptic curve E.

xP and yP The x- resp. y-coordinate of a point P ∈ E.
ϕ : E → E′ An isogeny between elliptic curves.
Φ : A→ A′ A higher-dimensional isogeny.

End(E) The endomorphism ring of an elliptic curve E.
tn(P,Q) The degree-n Tate pairing evaluated at P,Q ∈ E[n].
en(P,Q) The degree-n Weil pairing evaluated at P,Q ∈ E[n].

Quaternion Objects
Bp,∞ A quaternion algebra, ramified at p and ∞.
B?

p,∞ The space of linear functions Bp,∞ → Q.
O An order in Bp,∞.
O0 The special extremal maximal order satisfying End(E0) ∼=

O0.
OL(I), OR(I) The left, resp. right, order of an ideal I ⊂ O.

tr(α) The trace of an element α ∈ Bp,∞.
nrd(α) The norm of an element α ∈ Bp,∞.
nrd(I) The norm of an ideal I ⊂ O.

[I]∗ The pullback by an ideal I.
[I]∗ The pushforward by an ideal I.

QIMEN-PIKE • 9
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Table 1.3: Notation and parameters of the QIMEN-PIKE.
Security Parameters

λc Target classical security strength, in bits.
λq Target quantum security strength, in bits.
λ Internal security parameter, set to 2λq.

Public Parameters
pp Public parameters, including p, a, C, C1, C2, D, E0, the torsion

bases, and w0.
p Field characteristic.
a Power-of-two torsion parameter appearing in p + 1 = 2aC1D.

C1, C2, C Odd torsion parameters with C = C1C2, C1 | p + 1 C2 | p − 1,
and gcd(C1, C2) = 1.

D Torsion order used for the pairing-derived shared value.
(P0, Q0) Basis of E0[2a].
(R0, S0) Basis of E0[C].
(X0, Y0) Basis of E0[D].

w0 Tate pairing value tD(X0, Y0).

CPA-PKE Objects
ΠCPAPKE IND-CPA public-key encryption scheme QIMEN-PIKE.PKE =

(QIMEN− PIKE.PKE.KeyGen, QIMEN− PIKE.PKE.Encrypt, QIMEN− PIKE.PKE.Decrypt).
QIMEN− PIKE.PKE.KeyGen Key-generation algorithm for QIMEN-PIKE.PKE.
QIMEN− PIKE.PKE.Encrypt Encryption algorithm for QIMEN-PIKE.PKE.
QIMEN− PIKE.PKE.Decrypt Decryption algorithm for QIMEN-PIKE.PKE.

q Secret integer used to define the key-generation isogeny degree
q(2a−2 − q).

α2, β2, δD Secret masking scalars stored in the PKE secret key.
γC Masking scalar for the C-torsion images, sampled from (Z/CZ)×;

not stored in the secret key.
pk Public key (EA, (PA, QA), (RA, SA), XA).
sk Secret key (q, α2, β2, δD) for QIMEN-PIKE.PKE.

Encryption and Decryption Objects
r Encryption nonce defining the degree-C isogenies through R0 +

[r]S0 and RA + [r]SA.
ω2 Masking scalar for the transmitted 2a-torsion images.

ηD and ζD Masking scalars for the transmitted D-torsion images.
EB and EAB Codomain curves produced during encryption.

EM Intermediate curve used during decryption to recover the pairing
value.

pad Pad derived from H(KDF‖Tr(w′)) and xored with the message.
ct Ciphertext containing EB , EAB , the masked image points, and

pad⊕msg.

CCA-KEM Objects
QIMEN-PIKE.KEM CCA-secure KEM obtained from QIMEN-PIKE.PKE through a

Fujisaki–Okamoto-style transform.
Enc.Det Deterministic encryption algorithm used in the KEM re-

encryption check.
Hpk Hash of the public key.
Hct Hash of the ciphertext transcript.
G Hash-and-expand function producing (K̄, ρ).

KDF Key-derivation function for the final shared secret.
ρ Seed used to deterministically derive encapsulation coins.
z Fallback secret stored in the KEM secret key for implicit rejection.
K Final shared secret output by encapsulation and decapsulation.
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CHAPTER 2

Mathematical foundations*

2.1 Finite fields

We follow the presentation in [JAC+22] and [AAA+25]. A finite field is a finite set of
elements equipped with addition and multiplication operations that satisfy the natural
rules for arithmetic. In particular, addition and multiplication are closed, there exist
additive resp. multiplicative neutral elements 0 resp. 1, and additive resp. multiplicative
inverses of each element, except for the non-multiplicatively-invertible element 0.

Finite fields of cardinality q exist if and only if q is a prime power, i.e., q = pr for some
prime number p and positive integer r. Such finite fields of cardinality q have a unique
representation up to isomorphism, and are denoted by Fq. We denote their multiplicative
group, i.e., Fq \ {0}, by F×q . For q = pr, we call char(Fq) = p the characteristic of Fq.
QIMEN-PIKE uses fields of special characteristic that satisfy p ≡ 3 (mod 4), so that we
can always represent elements of Fp2 as a+ bi with a, b ∈ Fp. We give more details on the
specific primes p in Chapter 5.

We refer to the union of all finite fields of characteristic p as the algebraic closure of Fp,
denoted Fp. This is a field in itself, though no longer finite. When L is a field containing
a smaller field K, while preserving addition and multiplication, we say that L is a field
extension of K. Common examples include Fp2 as an extension of Fp, or more generally
Fq of Fp.

2.1.1 The finite field Fp

We uniquely represent the elements of the finite field Fp by the integers {0, . . . , p−1}. The
algebraic operations are defined as follows:

Addition. For a, b ∈ Fp, the sum c = a + b is given by the unique integer c ∈
{0, . . . , p− 1} satisfying c ≡ a+ b (mod p).

Additive inverse. For a ∈ Fp, its additive inverse −a is given by the unique integer
−a ∈ {0, . . . , p− 1} satisfying a+ (−a) ≡ 0 (mod p).
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Multiplication. For a, b ∈ Fp, the product c = a · b is given by the unique integer
c ∈ {0, . . . , p− 1} satisfying c ≡ a · b (mod p).

Multiplicative inverse. For a ∈ F×p , its multiplicative inverse a−1 is given by the
unique integer a−1 ∈ {0, . . . , p− 1} satisfying a · a−1 ≡ 1 (mod p).

Quadratic residuosity. Let a ∈ F×p . We decide whether a is a square, i.e., whether
there exists b ∈ F×p with b2 = a. This is done by computing the Legendre symbol
a

p−1
2 , which equals 1 if a is a square, and −1 otherwise.

Square root. Let a ∈ Fp be a square in Fp. Since we restrict to primes satisfying
p ≡ 3 (mod 4), we compute the canonical square root of a as

√
a = a

p+1
4 (mod p). (2.1)

Additionally, we define an ordering on elements of Fp by lifting them to the interval
[0, p− 1] and comparing integers.

2.1.2 The finite field Fp2

Since we will only use fields of characteristic p ≡ 3 (mod 4), we can define the field exten-
sion Fp2 as Fp(i) with i2 +1 = 0. We uniquely represent the elements of Fp2 as a = a0 +a1 ·i
with a0, a1 ∈ Fp. The algebraic operations are defined as follows:

Addition. For a, b ∈ Fp2 , their sum is given by c = c0 + c1 · i with c0 = a0 + b0 and
c1 = a1 + b1, using additions in Fp.

Additive inverse. For a ∈ Fp2 , its additive inverse −a is given by −a = (−a0) +
(−a1)i, using additive inverses in Fp.

Multiplication. For a, b ∈ Fp2 , their product is given by c = c0 + c1 · i with
c0 = a0b0 − a1b1, and c1 = a0b1 + a1b0, using additions, additive inversions, and
multiplications in Fp.

Multiplicative inverse. For a ∈ F×p2 , its multiplicative inverse is given by a−1 =
(a0N

−1) + (−a1N
−1)i, where N = a2

0 + a2
1 ∈ Fp, using additions, additive inversions,

multiplications, and multiplicative inverses in Fp.

Quadratic residuosity. Let a ∈ F×p2 . We decide whether a is a square. This is the
case if and only if ap+1 = a2

0 + a2
1 ∈ Fp is a square in Fp.

Square root. Let a ∈ Fp, then a is always a square in Fp2 . If a is a square in Fp, we
define its square root in Fp2 as in Eq. (2.1); otherwise −a is a square in Fp, and we
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Algorithm 2 NormalizedDlog(a, ζ0, ζ1)
Input: A positive integer a and two values ζ0, ζ1 ∈ µ2a , with a ≤ e and ζ0 of order 2a

Output: The value k ∈ [0, 2a] such that ζ1 = ζk
0

1: if a = 1 then
2: return k such that ζ1 = ζk

0 by exhaustive search
3: a′ ← ba/2c
4: ζ ′0 ← ζ2a−a′

0
5: ζ ′1 ← ζ2a−a′

1
6: k′ ← NormalizedDlog(a′, ζ ′0, ζ ′1)
7: ζ ′′0 ← ζ2a′

0
8: ζ ′′1 ← ζ1/ζ

k′
0

9: k′′ ← NormalizedDlog(a− a′, ζ ′′0 , ζ ′′1 )
10: return k = k′ + 2a′

k′′

define
√
a =
√
−a · i. Finally, let a ∈ Fp2\Fp be a square in Fp2 . We define a canonical

square root of a as

√
a = (−i)

1−χ
2 S(a+δ), where δ =

√
a2

0 + a2
1, S =

(
2(a0 +δ)

) p−3
4 , χ =

(
2(a0 +δ)

) p−1
2 .

(2.2)
Additionally, we define a lexicographic ordering on elements of Fp2 by

a0 + a1 · i < b0 + b1 · i iff a0 < b0 or (a0 = b0 and a1 < b1). (2.3)

2.1.3 Discrete logarithm in finite field

Given a finite-field element ζ ∈ F×p2 and a power ζk for an unknown k ∈ Z, the discrete
logarithm problem (DLP) asks to recover k. When the order of ζ is smooth enough, this
problem can be solved efficiently.1 Let µn denote the group of n-th roots of unity, that is,

µn := {ζ ∈ Fp | ζn = 1}.

Several algorithms exist to solve such discrete logarithms in µ2a , all tracing back to
Pohlig–Hellman [PH78], and in general one can solve discrete logarithms as long as the
order is smooth. In our implementation, we use the iterative algorithm NormalizedDlog,
shown in Algorithm 2, to compute this discrete logarithm between two elements using the
Pohlig–Hellman algorithm. QIMEN-PIKE only applies this algorithm to the output of
pairing computations, see Section 2.3.2.

1When the order of ζ is a large prime, this problem is suspected to be hard for classical computers, and
underlies the security of traditional Diffie–Hellman cryptography.
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2.2 Elliptic curves

In the following, we assume that Fq is a finite field with char(Fq) > 3. Every elliptic curve
over Fq can be given in a short Weierstrass equation y2 = x3 + ax+ b with a, b ∈ Fq, and
we take this to be the definition of elliptic curves.

We recall here some key facts on elliptic curves in Montgomery form necessary for the
implementation of QIMEN-PIKE. For an extensive review of Montgomery curves and their
properties, see [CS18].

2.2.1 Montgomery curves

Let A,B ∈ Fq such that B(A2− 4) 6= 0. The Montgomery curve EA,B over Fq is an elliptic
curve defined by the equation

By2 = x3 +Ax2 + x. (2.4)

That is, it consists of the set of points P = (x, y) that satisfy the curve equation for
x, y ∈ Fq, and the point at infinity 0E . We often write EA,B/Fq to emphasize that the
curve is defined over the field Fq, and we write EA,B(Fq) to refer to the set of points (x, y)
with x, y ∈ Fq, plus 0E . When B = 1, we write simply EA and we write E for a generic
Montgomery curve. We call the coefficient A the Montgomery coefficient.

Two Montgomery curves E and E′ are said to be isomorphic over Fq if there is a linear
change of coordinates (x, y) 7→ (Dx + R,Cy), with D,C ∈ F×q and R ∈ Fq, mapping E
to E′. Two Montgomery curves EA,B and EA,B′ are isomorphic when B/B′ is a square in
Fq, Let N be the cardinality of E(Fq), that is, the number of solutions to Eq. (2.4) plus
the point 0E . When N ≡ 1 mod char(Fq), we say that EA,B is supersingular. We are only
interested in supersingular curves defined over Fp2 with p ≡ 3 mod 4. In this case, any
supersingular curve EA/Fp2 with B = 1 has exactly (p+ 1)2 points, whereas its quadratic
twists EA,γ/Fp2 , where γ is an arbitrary quadratic non-residue in Fp2 , have exactly (p−1)2

points and are all isomorphic. We refer to a curve with (p+ 1)2 points as maximal, and to
curves with (p− 1)2 points as minimal.

2.2.1.1 Isomorphisms between Montgomery curves

For a Montgomery curve EA,B, we define its j-invariant

j(EA,B) = 256(A2 − 3)3

A2 − 4
. (2.5)

The j-invariant characterizes isomorphism classes of elliptic curves over the algebraic clo-
sure, i.e., two curves have the same j-invariant if and only if they are isomorphic or twists
of one another. Given two curves EA,B and EA′,B′ that are isomorphic, the change of
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coordinates (x, y) 7→ (Dx+R,Cy) that maps the former onto the latter is given by

D = λ2B
′

B
, R = λ2AB

′

3B
− A′

3
, C = λ3B

′

B
, λ :=

√
B(2A′3 − 9A′)(3−A2)
B′(2A3 − 9A)(3−A′2)

. (2.6)

The formulas are implemented by the IsomorphismMontgomeryCurves algorithm de-
scribed in Chapter C.

2.2.2 The group law

In this section we define the addition operation on the set of points of a Montgomery curve,
so that EA(Fq) forms an abelian group. Under this addition law, 0E is the identity element,
and each point P = (x, y) has a unique inverse −P = (x,−y) such that P + (−P ) = 0E .

In what follows, for a point P 6= 0E , we refer to its x-coordinate as xP , and to its
y-coordinate as yP , i.e., P = (xP , yP ). Note that optimized implementations typically use
projective coordinates (X : Y : Z) with x = X/Z and y = Y/Z in order to avoid inversions
in the point addition and isogeny formulas below (see, e.g., [CS18]). Furthermore, we
mostly use x-only arithmetic and represent points only as P = (XP : ZP ), which means
that points are only defined up to the sign of their y-coordinates.

2.2.2.1 Point addition

Let EA,B/Fq be a Montgomery curve, and let P = (xP , yP ) and Q = (xQ, yQ) be points on
EA,B with P 6= ±Q. Then we compute their sum R = P +Q with R = (xR, yR) as

xR = Bλ2 − (xP + xQ)−A, (2.7)

and
yR = λ(xP − xR)− yP , (2.8)

where λ = (yP − yQ)/(xP − xQ).
To double a point P = (xP , yP ), we use the same formulas with λ replaced with

(3x2
P + 2AxP + 1)/(2ByP ). Furthermore, if P = −P , then [2]P = P +P = P + (−P ) = 0E .

The point at infinity is the neutral element of the law, so P + 0E = 0E + P = P .

2.2.2.2 Scalar multiplication

Using the abelian group law, we can define a scalar multiplication [k] : E → E for k ∈ Z:
for a point P ∈ E we denote [k]P = P + P + · · ·+ P (k copies of P ). For negative k, we
set [k]P = −[|k|]P . For k = 0, we set [0]P = 0E . For efficiency, a scalar multiplication
is usually performed as a sequence of point doublings and point additions. Using the
Montgomery ladder (see, e.g., [CS18]), the number of elliptic curve point operations is
logarithmic in k. For a point P ∈ E, we call the smallest positive integer m such that
[m]P = 0E the order of P .
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2.2.2.3 Point difference

Given the x-coordinates xP and xQ of two points P,Q ∈ E(Fp2), we can deterministi-
cally compute the set {r+, r−} = {xP−Q, xP +Q} using the following formula from [RS17,
Prop. 3]:

r± =
BXZ ±

√
B2

XZ −BZZBXX

BZZ
, (2.9)

where
BXX = (xPxQ − 1)2,

BXZ = (xPxQ + 1)(xP + xQ) + 2AxPxQ,

BZZ = (xP − xQ)2.

(2.10)

As xQ = x−Q, we cannot determine which of r+ and r− is xP−Q and which is xP +Q based
on x-coordinates alone. However, in practice we are also free to replace Q by −Q and so
it suffices to deterministically choose one of the two. We make this choice by always using
the formula for r+, with the choice of square root described in Section 2.1.2. This routine
is referred to as ProjectiveDifference, since in practice it is implemented in projective
coordinates, see Section C.2.

Coefficient recovery. Given the x-coordinates xP and xQ as well as the coordinate xR of
R = P −Q of three points P,Q,R ∈ EA, we are able to recover the Montgomery coefficient
A by rewriting Equation (2.10). The resulting algorithm is given in RecoverCodomain,
see Section C.2.

2.2.3 Torsion subgroups and deterministic basis computation

In QIMEN-PIKE, we precompute several torsion bases on the public curve E0. As discussed
in Section 3.1.1, we generate bases for E0[2a], E0[C] and E0[D], respectively. Since they
are precomputed, we do not discuss in detail how they are generated in this specification.

2.3 Pairings
This section introduces the Weil and Tate–Lichtenbaum pairings of level n, which we use
to efficiently compute discrete logarithms between points and for torsion basis generation:
Pairings allow us to translate the elliptic-curve discrete logarithm problem into a finite-
field discrete logarithm problem, which can then be solved efficiently with a function like
NormalizedDlog whenever the order is smooth. This approach is particularly attractive
in the context of QIMEN-PIKE, as we are primarily concerned with discrete logarithm
computations of points belonging to E[2a], where a ≤ e. As E[2e] ⊆ E(Fq) for the curves
we work with, such pairing computations are efficient.
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2.3.1 Pairings on elliptic curves

Pairings are bilinear maps A×B → C between abelian groups A, B, and C. Most relevant
for cryptography are the Weil and Tate–Lichtenbaum pairings of level n, where A and B
are subgroups or quotient groups of E[n] and C is the group of n-th roots of unity µn ⊂ F×p2 .

The Weil pairing. Let E be an elliptic curve over Fq, and let n ∈ Z be coprime to
char(Fq). The Weil pairing of level n, introduced by Weil [Wei40], is a map

en : E[n]× E[n]→ µn,

which is bilinear, alternating, and non-degenerate.

The Tate–Lichtenbaum pairing. The Tate–Lichtenbaum pairing is a pairing defined
by Tate [Tat62] for abelian varieties over local fields, with Lichtenbaum [Lic69] showing
its efficient computation for Jacobians of curves. Frey and Rück [FR94] showed its cryp-
tographic application, including an efficient algorithm over finite fields. Assume n | q − 1.
We define the unreduced Tate–Lichtenbaum pairing as

Tn : E(Fq)[n]× E(Fq)/nE(Fq)→ F×q /(F×q )n.

As a result, Tn(P,Q) is unique up to n-th powers. In a cryptographic context, we prefer
a well-defined value, which we can achieve by raising the result to the power (q − 1)/n.
This ensures that the final result is a unique value in µn. Thus, we get the reduced Tate–
Lichtenbaum pairing

tn : E(Fq)[n]× E(Fq)/nE(Fq)→ µn.

Both the reduced and unreduced Tate–Lichtenbaum pairing are bilinear, non-degenerate,
and Galois invariant. When E/Fp2 is a maximal supersingular curve and n | (p+ 1), then
the reduced Tate–Lichtenbaum pairing is alternating.

2.3.2 Use of pairings in QIMEN-PIKE

In QIMEN-PIKE, pairings are used crucially in the design of the protocol to derive a shared
secret between encryption and decryption. Specifically, for an integer D and a specified
basis (X0, Y0) of E0[D], which are scheme parameters specified in Section 5.1, we define the
value w0 := tD(X0, Y0) as a protocol parameter pp, where tD is the degree-D Tate pairing.
Later, in decryption, we compute w = tD(−XM , YM ) for a similar basis (XM , YM ), and a
specific relation between w0 and w allows us to recover the same value w′ as a power of
either w0 or w, which is the crucial shared secret required to encrypt and decrypt.
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2.4 1-Dimensional isogenies
For two elliptic curves E1 and E2 over Fq, an isogeny is a non-constant map ϕ : E1 → E2
defined coordinate-wise by polynomial fractions over Fq, that satisfies ϕ(0E1) = 0E2 . In
particular, ϕ is a group homomorphism ϕ : E1 → E2. Such curves E1 and E2 that are
connected through an isogeny are called isogenous. A characterization for this property is
given by the group orders: two curves E1/Fq and E2/Fq are isogenous over Fq if and only
if #E1(Fq) = #E2(Fq). We denote composition of isogenies by ◦.

Every isogeny ϕ has a finite degree, denoted by deg(ϕ). Concretely, ϕ induces a pullback
map on rational functions ϕ∗ : Fq(E2) ↪→ Fq(E1), and deg(ϕ) is the degree of the field
extension [Fq(E1) : ϕ∗Fq(E2)]. Its kernel is the finite subgroup of geometric points ker(ϕ) =
{P ∈ E1(Fq) | ϕ(P ) = 0E2}. The isogeny ϕ is called separable if # ker(ϕ)(Fq) = deg(ϕ).
For supersingular curves, this is the case precisely for isogenies whose degree is coprime to
p.

A separable isogeny can be almost uniquely characterized by its kernel. Concretely,
given a subgroup G ⊂ E1 of cardinality N , there is, up to post-composition with isomor-
phisms, a unique elliptic curve E2 and isogeny ϕ : E1 → E2 of degree N with ker(ϕ) = G.
Thus, given a generator Q of G, we can represent isogenies with kernel G = 〈Q〉 by a
single point. Furthermore, for each isogeny ϕ : E1 → E2 there is a unique dual isogeny
ϕ̂ : E2 → E1 of the same degree N , such that the composition ϕ̂◦ϕ resp. ϕ◦ ϕ̂ is the scalar
multiplication map [N ] on E1 resp. E2. When two isogenies φ : E → E1, ψ : E → E2 have
a coprime degree, we may push the kernel of one isogeny, say K = kerψ forward through
the other isogeny to get a third isogeny ψ′ : E1 → E3 with kernel φ(K). We call this the
pushforward of ψ by φ, and denote this by [φ∗]ψ.

For the explicit computation of an isogeny ϕ over Fq, we can write it as a pair of
rational maps f(x) and g(x) over Fq, such that ϕ((x, y)) = (f(x), y · g(x)). We can express
these functions as ratios of coprime polynomials over Fq, e.g., f(x) = f1(x)/f2(x). In this
representation, the degree can be read as deg(ϕ) = max{deg(f1), deg(f2)}.

Given a point Q of order N , Vélu’s formulas [Vél71] provide a way to compute these
rational maps for the corresponding isogeny ϕ with ker(ϕ) = 〈Q〉. Vélu’s formulas and
variants have complexity Õ(

√
N), thus they are only practical for relatively small values

of N . When N is large and composite, we decompose ϕ into smaller-degree isogenies: let
N =

∏
`ei

i be the prime factorization of N . Then we can compute ϕ as a composition of
`1-isogenies of degree `1, `2-isogenies of degree `2, etc. In particular, we compute ϕ through
ϕ = ϕE ◦ · · · ◦ϕ2 ◦ϕ1, where E =

∑
ei. Since each isogeny ϕi has some prime degree `i | N ,

this is computationally feasible if the degree N is smooth, i.e., if N contains sufficiently
small prime factors `i.

In QIMEN-PIKE, we compute `-isogeny chains for ` ∈ {3, 5, 7, 11, 13} using the spe-
cialization of Vélu’s formulas to Montgomery curves [CH17], which apply for an isogeny
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φ : EA → EA′ of prime degree ` 6= 2. In general, such isogenies can be written in the form

φ : (x, y) 7→ (f(x), c · y · f ′(x)),

for some constant c ∈ Fp2 and a rational function f(x) with derivative f ′(x). Let P be the
generator of the kernel kerφ, then we can derive both c and f(x) from P by

c :=
∏

0<s< `−1
2

x[s]P , f(x) := x ·
∏

0<s<`

x[s]P · x− 1
x− x[s]P

.

These formulas can be optimized for degree and x-only arithmetic, as we only need xφ(Q)
for Q ∈ EA for most applications in QIMEN-PIKE. We provide the details of the imple-
mentation of these isogenies in OddIsogenyChain.

2.5 2-Dimensional isogenies
In QIMEN-PIKE, we use isogenies in dimension 2 as a tool to efficiently compute isogenies
between elliptic curves of non-smooth degree. In this section, we introduce the necessary
background for their computation.

Principally polarized abelian surfaces (PPAS) are a natural generalization of elliptic
curves (see Section 2.2) to two dimensions. In particular, PPAS are geometric objects
defined by polynomial equations to which we can associate a group whose group law is
given by rational functions, i.e., fractions of polynomials. Over an algebraically closed field
such as Fp, PPAS are isomorphic to either one of the following [Wei57]:

1. A Jacobian Jac(C) of a genus-2 hyperelliptic curve C,

2. A product of elliptic curves E1 × E2.

The arithmetic on the Cartesian product E1×E2 of elliptic curves E1, E2 follows immedi-
ately from the arithmetic on the curves E1 and E2 themselves: addition (P1, P2), (Q1, Q2) ∈
E1 × E2 is defined as

(P1, P2) + (Q1, Q2) := (P1 +Q1, P2 +Q2), (2.11)

where the addition of P1 and Q1 happens on E1 and the addition of P2 and Q2 happens
on E2. On E1 × E2, the neutral element is (0E1 , 0E2).

Jacobians. We briefly detail the Jacobian type of PPAS. Every hyperelliptic curve of
genus 2 defined over Fp2 can be written in the form

C : y2 = f(x), (2.12)
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where f is squarefree polynomial over Fp2 with deg(f) = 5 or 6, when p > 5. Unlike elliptic
curves, the curve C does not form a group under point addition. Instead, we construct the
Jacobian Jac(C) [Mil86], which is an abelian group associated to the curve C. Note that
in the case of an elliptic curve E, we have Jac(E) ' E, which is why the construction of
the Jacobian can usually be avoided. The group law on Jac(C) can be computed using
Cantor’s algorithm [Can89]. We denote the neutral element as 0J , or 0A when we talk about
a general PPAS A. Henceforth, when we write Jac(C), we always mean the Jacobian of a
genus-2 hyperelliptic curve C.

Isogenies. An isogeny Φ : A1 → A2 between PPAS is a surjective map defined coordinate-
wise by rational fractions which is also a group homomorphism. There are four types of
isogenies Φ we work with, depending on what type of PPAS A1 and A2 are:

• An isogeny Φ : E1 × E2 → Jac(C) is called a gluing isogeny,
• An isogeny Φ : Jac(C)→ E1 × E2 is called a splitting isogeny,
• An isogeny Φ : Jac(C)→ Jac(C ′) is called a generic isogeny,
• Otherwise, an isogeny Φ : E1 ×E2 → E3 ×E4 of the form Φ(P,Q) = (φ1(P ), φ2(Q)),

where φ1 : E1 → E3 and φ2 : E2 → E4, is called a diagonal isogeny.
Similar to elliptic curve isogenies, isogenies between PPAS have a finite kernel

ker(Φ) = {P ∈ A1 | Φ(P ) = 0A2}

and are determined by their kernel up to post-composition with an isomorphism. We say
that Φ is an (N,N)-isogeny when its kernel ker(Φ) is generated by two linearly independent
points P,Q ∈ A1 of order N so that ker(Φ) ∼= Z/NZ × Z/NZ. In this context, linearly
independent means that for all integers k and l, we have [k]P+[l]Q = 0A1 if and only if N |
k and N | l. We write ker(Φ) = 〈P 〉 ⊕ 〈Q〉. The isogeny Φ can then be represented by
P and Q and computed from these points with generalizations of Vélu’s formulas in time
O(N2) [LR23].

Not all choices of linearly independent N -torsion points P,Q define an isogeny. To
define an isogeny of PPAS, it is necessary and sufficient that P and Q are isotropic, i.e.,
P,Q have trivial Weil pairing2: eN (P,Q) = 1. When N has prime decomposition N =

∏
`ei

i ,
rather than computing an (N,N)-isogeny Φ with complexity O(N2), we may decompose
Φ as

Φ = Φr ◦ · · · ◦ Φ1,

where the Φi are (`i, `i)-isogenies. The isogeny Φ can now be computed more efficiently in
O
(∑

ei`
2
i

)
.

2Similar to elliptic curves, we can define the Weil pairing on all PPAS.
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In QIMEN-PIKE. For QIMEN-PIKE, we specialize to the case of (2k, 2k)-isogenies

Φ : E1 × E2 −→ E3 × E4

between elliptic curve products E1×E2 and E3×E4 defined over Fp2 , that we decompose
into a chain of (2, 2)-isogenies of length k, for some integer k. In QIMEN-PIKE, we expect
the first isogeny of the chain Φ1 : E1 × E2 → A1 to be a gluing isogeny, the last step
Φk : Ak−1 → E3×E4 to be a splitting isogeny, and all intermediate isogenies to be generic.

Remark 2.5.1. In QIMEN-PIKE, in contrast with other isogeny-based schemes, we com-
pute (2, 2)-isogenies whose degree is almost equal to the available 2-torsion 2a. We therefore
denote by 2a the available 2-torsion, and will mostly use (2a−2, 2a−2)-isogenies. This is in
contrast with other literature, where the notation would be to have degree (2a, 2a) using
points of order 2a+2.

2.5.1 Implementation details for (2, 2)-isogenies

In Chapter E, we give algorithmic details on how (2, 2)-isogenies are computed. For practi-
cal purposes, we use theta coordinates of level 2 to represent points on a PPAS, which can
be thought of as a higher-dimensional generalization of x-only arithmetic on elliptic curves
(see Section 2.2.2). Working with theta coordinates in isogeny-based cryptography is well-
established. Due to their rather technical nature, we defer the details of these algorithms
to Chapter E, and only highlight the main algorithms here.

• ThetaDBL: given theta coordinates of a point P and the constants consts, outputs
theta coordinates for the point [2]P .

• GenericCodomainWith8Torsion: given theta coordinates of 8-torsion points
T ′′1 , T

′′
2 on domain surface A, this algorithm outputs the dual theta null point (α : β :

γ : δ), its inverse (α−1 : β−1 : γ−1 : δ−1), and the theta null point 0B of the image B
of the isogeny Φ : A→ B with ker(Φ) = 〈[4]T ′′1 〉 ⊕ 〈[4]T ′′2 〉.

• GenericCodomainWith4Torsion: given theta coordinates of a 4-torsion point
T ′1 on domain surface A satisfying [2]T ′1 ∈ ker(Φ), and the theta null point 0A of
A, this algorithm outputs the dual theta null point (α : β : γ : δ), its inverse
(α−1 : β−1 : γ−1 : δ−1), and the theta null point 0B of the image B of Φ : A→ B.

• GenericCodomain: given the theta null point 0A of domain A, computes the dual
theta null point (α : β : γ : δ), its inverse (α−1 : β−1 : γ−1 : δ−1), and the theta null
point 0B of the image B of a (2, 2)-isogeny Φ : A→ B.

• GenericEval: given a point P (in theta coordinates) on domain surface A and the
point (α−1 : β−1 : γ−1 : δ−1), outputs the theta coordinates of Φ(P ).

• GluingCodomain: given theta coordinates of 8-torsion points T ′′1 , T ′′2 on domain
product surface, this algorithm outputs the dual theta null point (α : β : γ : 0), its
“inverse” (α−1 : β−1 : γ−1 : 0), the theta null point 0B of the image surface A of the
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isogeny Φ : E1×E2 → A with ker(Φ) = 〈[4]T ′′1 〉⊕ 〈[4]T ′′2 〉, the dual of the theta point
Φ(T ′′1 ) and a change-of-basis matrix N (re-used for evaluation).

• GluingEval: given a point P ∈ E1 × E2, T ′′1 an 8-torsion point such that [4]T ′′1 ∈
ker(Φ), the dual theta point Φ(T ′′1 ) on A, and the change-of-basis matrix N computed
during GluingCodomain, outputs the theta coordinates of Φ(P ).

• GluingEvalSpecial: given a point P ∈ E1 × E2 of the form (P1, 0) or (0, P2),
(α−1 : β−1 : γ−1 : 0) the “inverse” of the dual theta null point over A, and the
change-of-basis matrix N computed during GluingCodomain, outputs the theta
coordinates of Φ(P ).

• SplittingIsomorphism: given the theta null point 0A on surface A ∼= E1 × E2,
computes the isomorphism whose action on 0A gives the theta null point associated
with the product theta structure.

2.5.2 Computing a (2, 2)-isogeny chain between products of elliptic curves

Using the core algorithms from the previous section, we can describe the computation of
a chain of (2, 2)-isogenies. Consider a (2a, 2a)-isogeny Φ : E1 × E2 → E3 × E4 between
products of elliptic curves. Knowing two points P and Q such that ker(Φ) = 〈[4]P, [4]Q〉,
we explain how to compute Φ as a chain of (2, 2)-isogenies:

E1 × E2
Φ1−−−→ A1

Φ2−−−→ A2 · · ·
Φa−1−−−−→ Aa−1

Φa−−−→ E3 × E4.

To compute each isogeny of the chain, it suffices to determine the theta null point of their
codomain. Indeed, once this is known, the isogeny can be evaluated. A naive method to
compute a chain of (2, 2)-isogenies proceeds as follows:

1. For Φ1: Using GluingCodomain, compute the gluing isogeny Φ1 : E1 × E2 → A1
using the 8-torsion points [2a]P and [2a]Q lying above ker(Φ1) = 〈[2a+1]P, [2a+1]Q〉.
Then, using GluingEval, compute Φ1(P ),Φ1(Q).

2. For Φi with 2 ≤ a: Using GenericCodomainWith8Torsion, compute the generic
isogeny Φi : Ai−1 → Ai using the 8-torsion points [2a−i](Φi−1 ◦ · · · ◦ Φ1(P )) and
[2a−i](Φi−1 ◦ · · · ◦ Φ1(Q)) lying above ker(Φi). Note that in the last step, we obtain
a theta null point for Aa = E3 × E4, and not yet these curves themselves.

3. For E3×E4: Using SplittingIsomorphism, compute a change of coordinates from
the system of theta coordinates on E3×E4 obtained from Φa to a system of product
theta coordinates in order to express image points on E3×E4 in (X : Z)-Montgomery
coordinates on each component E3 and E4.

By starting with points P and Q of order 2a+2 such that ker Φ = 〈[4]P, [4]Q〉, we avoid
costly square root computations in as we may use GenericCodomainWith8Torsion
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for every Φi with 2 ≤ i ≤ a, including the last two steps, using the 8-torsion points
[2a−i](Φi−1 ◦ · · · ◦Φ1(P )) and [2a−i](Φi−1 ◦ · · · ◦Φ1(Q)). This optimization is only possible
when 2a+2-torsion points are defined over Fp2 , which is not always the case. In QIMEN-
PIKE, the degree a is chosen so that a+2 ≤ e, where 2e is the maximal available 2•-torsion,
so we always choose this approach.

Strategies. The above description to compute Φ is called the naive strategy, which is
unoptimal. Instead, we use a balanced strategy: By storing intermediate points obtained
during the doublings and pushing them through each isogeny, we can reduce the number of
executions of the doubling algorithm ThetaDBL to a quasi-linear number O(a log(a)).3

2.5.3 Implementation details for chains of isogenies

In Chapter E, we present the algorithmic details for the full computation of a (2a, 2a)-
isogeny, as a single algorithm that encompasses all of the steps in Section 2.5.2. As we
always assume a+ 2 ≤ e, we write only give one approach:

• Isogeny22Chain: on input isotropic points P,Q ∈ E1 × E2 of order 2a+2 with
a + 2 ≤ e, and an array pts containing points on E1 × E2, outputs a (2, 2)-isogeny
chain Φ = Φa ◦ · · · ◦Φ1 such that ker(Φ) = 〈[4]P, [4]Q〉, and evaluated points {Φ(R) :
R ∈ pts}, computed using balanced strategies.

2.6 Quaternions

2.6.1 Big integers

QIMEN-PIKE needs to represent big integers of variable size. The maximum size reached
by the integers depends on the system parameters, however, it is difficult to estimate, es-
pecially for intermediate results. For this reason, a dynamic multi-precision integer library
such as GMP is recommended. Future versions of this specification may determine the
exact bounds on the largest representable integer and thus enable the use of fixed-precision
big integers.

The operations QIMEN-PIKE needs to perform on big integers are part of most big
integer libraries, and we will thus list them without details:

• Basic arithmetic (addition, multiplication, . . . ) of integers;
• Uniform sampling of integers from an interval;
• Approximate and exact integer square roots;
• Pseudo-primality testing using the Miller–Rabin test;
3We choose not to use optimal strategies, as used in SIDH/SIKE [JD11, § 4.2.2], as they give only a small

efficiency gain, but have a moderate memory cost due to the need to store the (precomputed) strategies.
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• Extended greatest common divisor XGCD: given (a, b), find integers (g, u, v) such
that ua+ bv = g = gcd(a, b) > 0 and if both a 6= 0 and b 6= 0, then 1 ≤ au ≤ |ab|/g
and −|ab|/g < bv ≤ 0 (the XGCD algorithm of GMP does however not enforce that
u 6= 0, which is required in QIMEN-PIKE);

• Arithmetic modulo integers;
• Legendre symbol;
• Dyadic valuation of an integer;
• Square roots modulo primes.
With the exception of modular square roots (for which pseudocode is given in Modu-

larSQRT), all these algorithms are implemented in GMP, which is the big integer library
used by the QIMEN-PIKE reference implementation.

Algorithm 3 ModularSQRT(n,m)
Input: An odd prime m and an integer n such that n is a square modulo m
Output: The modular square root x of n, i.e., an integer x such that x2 ≡ n (mod m)

1: if n ≡ 0 (mod m) then return 0
2: if m ≡ 3 (mod 4) then return n(m+1)/4 mod m
3: if m ≡ 5 (mod 8) then
4: if n(m−1)/4 ≡ 1 (mod m) then return n(m+3)/8 mod m
5: elsereturn 2n(4n)(m−5)/8 mod m
6: w ← 2 and e← DyadicValuation(m− 1)
7: q ← (m− 1)/2e

8: while w is a square modulo m do
9: w ← w + 1

10: z ← wq mod m and r ← e and y ← nq mod m
11: x← n(q+1)/2 mod m and f ← 2e−2

12: for i from 0 up to e− 1 do
13: b← yf mod m
14: if b = m− 1 then
15: x← xz mod m
16: y ← yz2 mod m
17: z ← z2 mod m
18: f ← f/2

return x
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2.6.2 Basic definitions of quaternion algebra

Let p ≡ 3 mod 4 be a prime. The quaternion algebra Bp,∞ is the 4-dimensional Q vector
space generated by four elements {1, i, j,k} such that

i2 = −1, j2 = −p, ij = −ji = k. (2.13)

This vector space becomes a Q-algebra with

- x · (a+ bi + cj + dk) := (xa) + (xb)i + (xc)j + (xd)k where x, a, b, c, d ∈ Q;

- the multiplication of two elements in Bp,∞ (a+bi+cj+dk)(a′+b′i+c′j+d′k) follows
from the distributive law of this multiplication together with Eq. (2.13).

An element α of Bp,∞ is represented as a 4-tuple of rational numbers (a, b, c, d) ∈ Q4,
representing

a+ bi + cj + dk.

Hence we abuse notation and use α to refer to either this quaternion element, or its rep-
resentation by a vector (a, b, c, d)t ∈ Q4. In the actual implementation, this is stored as
a 5-tuple in Z5, where a canonical representation is obtained by reducing the common
denominator.

Addition and multiplication of elements in Bp,∞ are as explained above. We further
define other operations on Bp,∞ as follows: Let α = a+ bi + cj + dk ∈ Bp,∞,

Conjugation: The conjugate ᾱ of α is the element ᾱ := a− bi− cj− dk.

Reduced trace: The reduced trace of α is tr(α) := α+ ᾱ = 2a.

Reduced norm: The reduced norm of α is nrd(α) := αᾱ = a2 + b2 + p(c2 + d2).

An order is a lattice of Bp,∞ that is also a subring (i.e., closed under multiplication).
Elements of an order O are said to be integral, since they have reduced trace and norm in Z.
An order is called maximal when it is not contained in any other larger order. The quater-
nion algebra used in QIMEN-PIKE contains a maximal order with basis (1, i, i+j

2 , 1+k
2 )

which will be denoted by O0 in the remainder of this section. O0 contains a (non-maximal)
suborder of basis (1, i, j,k).

Given a supersingular elliptic curve E over Fp2 , the collection of all endomorphisms
of E is called the endomorphism ring of E, written End(E). End(E) is isomorphic to a
maximal order O in the quaternion algebra Bp,∞. Fixing an isomorphism O ' End(E),
an element α ∈ O corresponds to an endomorphism of E, and we write, by slight abuse of
notation, α(P ) for P ∈ E to denote the image of α under a (fixed) isomorphism evaluated
at P ∈ E, and similarly, we write kerα to denote the kernel of the image of α.
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2.6.3 Norm equations

Finding quaternion elements with given norm is an important subroutine in RandFixNormIdeal;
we introduce the algorithm GeneralizedRepresentInteger for this task. Throughout
this section, we work with a specific quaternion order O0 := Z + iZ + i+j

2 Z + 1+k
2 Z, where

p is a prime such that p ≡ 3 mod 4.

2.6.3.1 Cornacchia’s algorithm

Cornacchia’s algorithm [Cor08] allows us to efficiently find integer solutions for equations
of the form x2 + qy2 = m with q,m positive integers, provided that enough factorization
information on m is available. In the routines below, we only need the case q = 1, i.e., repre-
sentations of integers as sums of two squares. For prime m, an algorithm following [MN90]
is given in Cornacchia. We also use a composite-input wrapper, CornacchiaGeneral,
which first removes powers of a fixed precomputed list of small primes and then applies
Cornacchia to the remaining cofactor when possible.

Algorithm 4 Cornacchia(m)
Input: A prime integer m
Output: (x, y) ∈ Z2 such that x2 + y2 = m, or ⊥ if no solution is found

1: if m = 2 then
2: return (1, 1)
3: if m 6≡ 1 (mod 4) then . −1 is not a square modulo m
4: return ⊥
5: r ←ModularSQRT(−1,m)
6: s← m
7: while r2 ≥ m do
8: (r, s)← (s mod r, r)
9: x← r

10: Y ← m− r2

11: if Y is not a square in Z then
12: return ⊥
13: y ←

√
Y

14: return (x, y)

The algorithm below uses a precomputed list

P = (p0, . . . , ps−1)

of small primes. For QIMEN-PIKE, this list consists of 2 together with the first 100 odd
primes ` ≡ 1 (mod 4), for a total of 101 entries. The list is fixed by the parameter set and
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we denote it by cornacchia_prime_list, i.e., P is taken to be cornacchia_prime_list
in QIMEN-PIKE. Inside CornacchiaGeneral, the variable z is a Gaussian integer z =
u+ v

√
−1 ∈ Z[

√
−1]; hence Re(z) = u and Im(z) = v denote its two integer coefficients.

Algorithm 5 CornacchiaGeneral(m,P)
Input: A positive integer m and the precomputed list P = (p0, . . . , ps−1)
Output: (x, y) ∈ Z2 such that x2 + y2 = m, or ⊥ if no solution is found

1: m′ ← m and ei ← 0 for each pi ∈ P
2: for i from 0 up to s− 1 do
3: while pi | m′ do
4: m′ ← m′/pi

5: ei ← ei + 1
6: if m′ = 1 then
7: z ← 1
8: else
9: if PrimalityTest(m′) = False or m′ 6≡ 1 (mod 4) then

10: return ⊥
11: (x, y)← Cornacchia(m′)
12: if (x, y) = ⊥ then
13: return ⊥
14: z ← x+ y

√
−1

15: for i from 0 up to s− 1 do
16: if ei > 0 then
17: (ai, bi)← Cornacchia(pi)
18: if (ai, bi) = ⊥ then
19: return ⊥
20: z ← z(ai + bi

√
−1)ei

21: return (Re(z), Im(z))

2.6.3.2 Representing integers by a special extremal order

Our goal is to find x, y, z, t ∈ Z such that the norm of the quaternion element γ :=
x+ yi + z i+j

2 + t1+k
2 equals a fixed integer M , often taken to be larger than p.

One observation is that, to solve the equation nrd(γ) = (x+t/2)2+(y+z/2)2+p((t/2)2+
(z/2)2) = M , it is equivalent to solving

x2 + y2 + p(z2 + t2) = 4M (2.14)

with an integer solution (x, y, z, t) such that x ≡ t mod 2 and y ≡ z mod 2. Then, this
element γ = x−t

2 + y−z
2 i + z i+j

2 + t1+k
2 = x+yi+zj+tk

2 .
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Hence, it suffices to find a suitable solution for Eq. (2.14). The algorithm General-
izedRepresentInteger proceeds as follows: it first samples z, t in an appropriate range
as specified in the algorithm, then computes the value M ′ := 4M − p(z2 + t2). It calls
CornacchiaGeneral with the precomputed list cornacchia_prime_list to solve the
binary quadratic equation x2 + y2 = M ′. If this call returns ⊥, the current candidate is
discarded and the algorithm continues by sampling new values of z, t.

Algorithm 6 GeneralizedRepresentInteger(M)
Input: M ∈ Z odd such that M > p
Output: γ ∈ O0 with nrd(γ) equal to M , or raises an exception

1: Counter ← 0, bound ←
⌈

4M
p

⌉
, and found← false

2: while (found = false) and (counter < bound) do
3: counter← counter + 1
4: Sample z uniformly from

[
1, . . . ,

⌊√
4M

p

⌋]
5: Sample t uniformly from [−m′, . . . ,m′] for m′ =

⌊√
4M−pz2

p

⌋
6: Set M ′ ← 4M − p(z2 + t2)
7: if M ′ > 0 then
8: (x, y)← CornacchiaGeneral(M ′, cornacchia_prime_list)
9: if (x, y) 6= ⊥ then

10: found← true
11: if x 6= t mod 2 or y 6= z mod 2 then
12: (x, y)← (y, x)
13: γ ← x+yi+zj+tk

2
14: if found then
15: return γ
16: else
17: raise Exception("GeneralizedRepresentInteger failed")
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CHAPTER 3

Protocol

3.1 Protocol parameters
This section specifies the protocol parameters for QIMEN-PIKE, our new Pairing-assisted,
Isogeny-based Key Encryption scheme. We refer the reader to Chapter 4 for a description
of how to efficiently represent the exchanged data.

As in POKÉ [BM25], QIMEN-PIKE follows the ElGamal paradigm: encryption de-
rives a shared secret and combines it with the message to form the ciphertext. A pro-
tocol overview is given in Figure 3.1. The full specifications of QIMEN-PIKE.PKE and
QIMEN-PIKE.KEM are given in the subsequent sections.

3.1.1 Parameter requirements

The QIMEN-PIKE algorithm works with several parameters and precomputed values. All
algorithms implicitly take a parameter set as input. For specific values of such parameters,
we refer the reader to Chapter 5. Hereafter we provide a list of these parameters, and in
some cases also describe how these can be computed from other parameters.

3.1.2 Scheme parameters

The parameters and precomputed values include:

• The internal security parameter λ, set to 2λq.
• The positive integers a,C1, C2, D such that p+1 = 2aC1D, C2 | p−1, and gcd(C1, C2) = 1.

Their exact values are defined in Section 5.1. Additionally, we fix C = C1C2.
• E0 is the curve with equation y2 = x3 + x.
• (P0, Q0) is a basis of E0[2a].
• (R0, S0) is a basis of E0[C].
• (X0, Y0) is a basis of E0[D].
• w0 denotes the Tate pairing value tD(X0, Y0).
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• H : {0, 1}? → {0, 1}2λ is a hash function. For domain separation, key-derivation
queries shall be written as H(KDF | ·).

3.1.3 Protocol Sketch

We conclude this section with a sketch of the protocol to help with the visualization of
some of the parameters defined above.

E0 EA

EB EAB

φ
deg φ = q(2a−2 − q)

φ′

ψ ψ′

P0, Q0 ∈ E0[2a],
R0, S0 ∈ E0[C],
X0, Y0 ∈ E0[D]

PA, QA = [α2]φ(P0), [β2]φ(Q0),
RA, SA = [γC ]φ(R0), [γC ]φ(S0),

XA = [δD]φ(X0)

PB, QB = [ω2]ψ(P0), [ω−1
2 mod 2a]ψ(Q0),

YB = [ηD]ψ(Y0)
PAB, QAB = [ω2]ψ′(PA), [ω−1

2 mod 2a]ψ′(QA),
XAB = [ζD]ψ′(XA)

Figure 3.1: A sketch of QIMEN-PIKE. Black: public parameters; red: secret key; blue:
public key; dark green: encryption nonce; magenta: ciphertext.

3.2 Specification of PIKE.PKE
This section presents the IND-CPA secure public-key encryption scheme QIMEN-PIKE.PKE
as a collection of three algorithms QIMEN-PIKE.PKE.KeyGen,QIMEN-PIKE.PKE.Encrypt,
and QIMEN-PIKE.PKE.Decrypt.

3.2.1 Key Generation

We split the key generation algorithm in two subsections. In Section 3.2.1.2, we describe the
subroutines, which we then use to introduce the key generation algorithm in Section 3.2.1.3.

3.2.1.1 Precomputed data

The key-generation subroutines use the fixed isomorphism O0 ' End(E0) described in
Section 2.6.2. Recall that

O0 = Z⊕ iZ⊕ i + j
2

Z⊕ 1 + k
2

Z
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with integral basis
(
1, i, i+j

2 , 1+k
2

)
. For QIMEN-PIKE, the following data are precomputed:

• a basis (R0, S0) of E0[C], together with matrices M1, . . . ,M4 ∈ M2(Z/CZ) represent-
ing the actions of 1, i, i+j

2 , 1+k
2 on E0[C] with respect to (R0, S0).

These matrices allow EndomorphismToKernel to evaluate the action of any endomor-
phism α ∈ O0 on E0[C] by reducing the coordinates of α in the above integral basis modulo
C.

3.2.1.2 Subroutines

This subsection specifies the auxiliary procedures required by key generation. These pro-
cedures define how the isogeny used in key generation is computed and how its evaluations
are obtained. They do not, by themselves, define the secret key or the public key.

The main procedure, QIMEN-PIKE.CoreKeyGenIso, first computes an isogeny
ϕ : E0 → EA of degree q(2a−2 − q), together with its evaluations on the basis of E0[2a]
and on the designated point of E0[CD]. This procedure follows the heuristic non-smooth
isogeny ϕ : E0 → EA generation method of POKÉ [BM25], with implementation-level
optimizations. It first samples an endomorphism θ of degree q(2a−2 − q)C via General-
izedRepresentInteger. Then, it extracts a component of degree q(2a−2 − q): this is
achieved by computing the isogeny ψ : E0 → EA with kernel ker(θ)∩E0[C] via Endomor-
phismToKernel and then defining ϕ to be equal to [1/C] ◦ ψ ◦ θ.

EndomorphismToKernel We detail the process of extracting the kernel of a given
endomorphism α ∈ End(E0) restricted to the C-torsion in EndomorphismToKernel.
Given an endomorphism α with C | deg(α), the algorithm works by evaluating its action
on the fixed C-torsion basis (R0, S0) of E0[C].

By representing α over the fixed integral basis of O0, we have

α = x1 + x2i + x3
i + j

2
+ x4

1 + k
2

, xi ∈ Z.

Using the precomputed matrices M1, . . . ,M4 ∈ M2(Z/CZ) from Section 3.2.1.1, one can
explicitly recover the action matrix Mα ∈ M2(Z/CZ) as

Mα = x1M1 + x2M2 + x3M3 + x4M4.

We then compute a vector [v1, v2]T ∈ ker Mα, which directly gives the kernel generator
K = [v1]R0 + [v2]S0 for the corresponding degree-C isogeny.

3.2.1.3 Key Generation

The key-generation procedure as specified in QIMEN-PIKE.PKE.KeyGen samples the
receiver secret data, invokes the subroutines above to compute the required isogeny images,
applies the public-key masking, and outputs the key pair. More precisely:
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Algorithm 7 QIMEN-PIKE.CoreKeyGenIso(λ)
Input: The internal security parameter λ
Output: (q, EA, (PA, QA), (RA, SA), XA), where ϕ : E0 → EA is a random isogeny of

degree q(2a−2 − q) for some random q, and

(PA, QA, RA, SA, XA) = (ϕ(P0), ϕ(Q0), ϕ(R0), ϕ(S0), ϕ(X0))

1: repeat
2: q

$← {0, . . . , 2a−2 − 1}
3: until gcd(q(2a−2 − q), 2 · C ·D) = 1
4: θ ← GeneralizedRepresentInteger(q(2a−2 − q)C)
5: (P τ

0 , Q
τ
0)← (θ(P0), θ(Q0))

6: K ← EndomorphismToKernel(θ)
7: ẼA, (P̃A, Q̃A)← OddIsogenyChain

(
E0,K,C, (P θ

0 , Q
θ
0)
)

8: s← Cq mod 2a

9: _, ((P̃A, P̃ ′A), (Q̃A, Q̃′A), (R̃A,_), (S̃A,_), (X̃A,_))←
Isogeny22Chain

(
([s]P0, P̃A), ([s]Q0, Q̃A), [(P0, 0), (Q0, 0), (R0, 0), (S0, 0), (X0, 0)]

)
10: (EA,_), ((PA,_), (QA,_), (RA,_), (SA,_), (XA,_))←

Isogeny22Chain
(
(P̃A, P̃ ′A), (Q̃A, Q̃′A), [(P̃A, 0), (Q̃A, 0), (R̃A, 0), (S̃A, 0), (X̃A, 0)]

)
11: return (q, EA, (PA, QA), (RA, SA), XA)

• the retained secret key is sk = (q, α2, β2, δD);
• the public key is pk = (EA, PA, QA, RA, SA, XA).
The scalar γC (γ1, γ2 in the following pseudocode) is sampled during key generation

and is used only to mask the published C-torsion images. It is not required to be stored
as a part of the long-term secret key.

3.2.2 Encryption

The encryption procedure is specified in QIMEN-PIKE.PKE.Encrypt. It computes
isogenies

ψ : E0 → EB and ψ′ : EA → EAB,

such that
ker(ψ) = 〈R0 + [r3]S0〉 and ker(ψ′) = 〈RA + [r3]SA〉,

for some r3 ∈ Z/CZ.
The procedure then computes the masked evaluations of these isogenies on the published

torsion data, namely

PB, QB, YB ∈ EB(Fp) and PAB, QAB, XAB ∈ EAB(Fp),
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Algorithm 8 EndomorphismToKernel(α)
Input: An endomorphism α ∈ O0 ' End(E0) with C | deg(α)
Output: A kernel generator K of the subgroup {K ∈ E0[C] | α(K) = 0E0}

1: Let A = [1, i, i+j
2 , 1+k

2 ] denote the fixed integral basis of O0
2: Compute vα = [x1, x2, x3, x4]T ∈ Z4 such that Avα = α
3: Mα = x1M1 + x2M2 + x3M3 + x4M4
4: Compute [v1, v2]T ∈ ker(Mα)
5: K ← [v1]R0 + [v2]S0
6: return K

Algorithm 9 QIMEN-PIKE.PKE.KeyGen(λ)
Input: The internal security parameter λ
Output: The secret key and the public key (sk, pk)

1: (q, EA, (P ′A, Q′A), (R′A, S′A), X ′A)← QIMEN-PIKE.CoreKeyGenIso(pp)
2: α2, β2

$← (Z/2a−2Z)×, γ $← (Z/CZ)×, δD
$← (Z/DZ)×

3: PA, QA ← [α2]P ′A, [β2]Q′A
4: RA, SA ← [γ]R′A, [γ]S′A
5: XA ← [δD]X ′A
6: sk← (q, α2, β2, δD)
7: pk← (EA, (PA, QA), (RA, SA), XA)
8: return (sk, pk)

as specified in Figure 3.1.
The ciphertext consists of the codomain curves EB and EAB, the six masked image

points above, and the masked message pad⊕msg. The pad pad is derived from the shared
D-torsion value determined by the masking scalars ηD and ζD.

In Step 3 above, the pad is derived from the real part of wηDζD
0 rather than from wηDζD

0
itself. This choice is tied to the ciphertext encoding. When only the x-coordinates of the
transmitted torsion points are retained, the corresponding pairing value recovered during
decryption is determined only up to inversion. Taking the trace removes the ambiguity,
since tr(wηDζD

0 ) = tr(w−ηDζD
0 ) = wηDζD

0 + w−ηDζD
0 . As a result, the value used in the

key-derivation step lies in Fp rather than in Fp2 .

3.2.3 Decryption

The decryption procedure derives the same pad pad as in Step 3 of QIMEN-PIKE.PKE.Encrypt.
To do so, the receiver uses the ciphertext points YB ∈ EB[D] and XAB ∈ EAB[D], together
with the secret key (q, α2, β2, δD), to recover the corresponding pairing value.

More precisely, decryption first reconstructs a 2-dimensional isogeny from the 2a-torsion
data (PB, QB) ∈ EB[2a] and (PAB, QAB) ∈ EAB[2a]. Applying this isogeny to YB and XAB
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Algorithm 10 QIMEN-PIKE.PKE.Encrypt(pk,msg)
Input: The public key pk = (EA, PA, QA, RA, SA, XA) and a message msg ∈ {0, 1}2λ

Output: The ciphertext ct
1: r $← Z/CZ, ω2

$← (Z/2aZ)×, ηD, ζD
$← (Z/DZ)×

2: w′ ← w ηDζD
0

3: pad← H(KDF‖tr(w′))
4: EB, (P ′B, Q′B, Y ′B)← OddIsogenyChain

(
E0, R0 + [r]S0, C, (P0, Q0, Y0)

)
5: EAB, (P ′AB, Q

′
AB, X

′
AB)← OddIsogenyChain

(
EA, RA + [r]SA, C, (PA, QA, XA)

)
6: PB, QB, YB ← [ω2]P ′B, [ω−1

2 mod 2a]Q′B, [ηD]Y ′B
7: PAB, QAB, XAB ← [ω2]P ′AB, [ω−1

2 mod 2a]Q′AB, [ζD]X ′AB

8: c← pad⊕msg
9: ct←

(
EB, PB, QB, YB, EAB, PAB, QAB, XAB, c

)
10: return ct

yields two points on a common intermediate curve, denoted by YM and XM in QIMEN-
PIKE.PKE.Decrypt. Their pairing gives a known power of the shared value used in
encryption. The exponent differs from the desired one by the factor q(2a−2−q)CδD, which
is known to the receiver. Therefore, the same shared value is recovered by raising the
pairing output to the inverse of this factor modulo D.

In QIMEN-PIKE, the shared-value computation is carried out through the intermediate
curve recovered during decryption. This avoids reconstructing φ(YB) explicitly on EAB

and matches the key-generation and encryption formats defined above. The complete
decryption procedure is specified in QIMEN-PIKE.PKE.Decrypt.

Algorithm 11 QIMEN-PIKE.PKE.Decrypt(sk, ct)
Input: The secret key sk = (q, α2, β2, δD) and the ciphertext ct =(

EB, PB, QB, YB, EAB, PAB, QAB, XAB, c
)

Output: The message msg
1: P̃B ← [−q]PB, Q̃B ← [−q]QB

2: P̃AB ← [α−1
2 mod 2a]PAB, Q̃AB ← [β−1

2 mod 2a]QAB

3: EM ,_, (YM ,_), (XM ,_)
← Isogeny22Chain

(
(P̃B, P̃AB), (Q̃B, Q̃AB), [(YB, 0EB

), (0EAB
, XAB)]

)
4: t←

(
q(2a−2 − q)CδD

)−1 mod D
5: w ← TateOdd(EM , D,XM , YM , XM − YM )
6: w′ ← wt

7: p̃ad← H(KDF‖tr(w′))
8: return p̃ad⊕ c
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Algorithm 12 QIMEN-PIKE.Enc.Det(pk,msg, ρ)
Input: The public key pk, a message msg ∈ {0, 1}2λ, and a seed ρ ∈ {0, 1}µ.
Output: The ciphertext ct

1: (r3, ω2, ηD, ζD)← DeriveCoins(ρ)
2: Run QIMEN-PIKE.PKE.Encrypt with these values replacing the random sampling

in Step 1
3: return the resulting ciphertext ct

3.3 Specification of PIKE.KEM
From the IND-CPA secure public-key encryption scheme QIMEN-PIKE.PKE, we con-
struct the IND-CCA2 secure key encapsulation mechanism QIMEN-PIKE.KEM via a
Fujisaki–Okamoto-style transform. We present QIMEN-PIKE.KEM as a combination
of three algorithms, QIMEN-PIKE.KeyGen, QIMEN-PIKE.Encaps, and QIMEN-
PIKE.Decaps.

The KEM secret key stores the underlying PKE secret key together with the public
key, a hash of the public key, and a fallback secret used for implicit rejection.

3.3.1 Auxiliary functions for the KEM layer

For the KEM layer, we use the following domain-separated functions.

Hpk : {0, 1}? → {0, 1}2λ A hash of the public key. It is used in encapsulation and stored as
part of the KEM secret key.

Hct : {0, 1}? → {0, 1}2λ A hash of the ciphertext. It binds the final shared secret to the
full ciphertext transcript.

G : {0, 1}? → {0, 1}2λ × {0, 1}µ A hash-and-expand function. On input m‖hpk, it outputs
a pre-key K̄ ∈ {0, 1}2λ and a seed ρ ∈ {0, 1}µ for deterministic encapsulation.

KDF : {0, 1}? → {0, 1}Nss A key-derivation function used to derive the final shared secret.

DeriveCoins : {0, 1}µ → Z/CZ× (Z/2aZ)× × (Z/DZ)× × (Z/DZ)× A deterministic parser
that expands ρ and derives the tuple (r3, ω2, ηD, ζD) used by encapsulation.

The function DeriveCoins is defined by expanding ρ into a byte stream and parsing that
stream by rejection sampling until values in the required domains are obtained, namely
r3 ∈ Z/CZ, ω2 ∈ (Z/2aZ)×, ηD ∈ (Z/DZ)×, and ζD ∈ (Z/DZ)×.

3.3.2 Algorithms

The full description of QIMEN-PIKE.KEM is specified in the following algorithms.
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Algorithm 13 QIMEN-PIKE.KeyGen(λ)
Input: The internal security parameter λ.
Output: The public key pk and the secret key sk.

1: z ← {0, 1}2λ.
2: (pk, sk0)← QIMEN-PIKE.PKE.KeyGen(λ).
3: hpk ← Hpk(pk).
4: sk← (sk0‖pk‖hpk‖z).
5: return (pk, sk).

Algorithm 14 QIMEN-PIKE.Encaps(pk)
Input: The public key pk.
Output: A ciphertext ct and a shared secret K.

1: m← {0, 1}2λ.
2: hpk ← Hpk(pk).
3: (K̄, ρ)← G(m‖hpk).
4: ct← QIMEN-PIKE.Enc.Det(pk,m, ρ).
5: K ← KDF(K̄‖Hct(ct)).
6: return (ct,K).

Algorithm 15 QIMEN-PIKE.Decaps(ct, sk)
Input: The ciphertext ct and the secret key sk = (sk0‖pk‖hpk‖z).
Output: A shared secret K.

1: try
2: m′ ← QIMEN-PIKE.PKE.Decrypt(ct, sk0).
3: catch
4: return K ← KDF(z‖Hct(ct)).
5: (K̄ ′, ρ′)← G(m′‖hpk).
6: ct′ ← QIMEN-PIKE.Enc.Det(pk,m′, ρ′).
7: if ct = ct′ then
8: return K ← KDF(K̄ ′‖Hct(ct)).
9: else

10: return K ← KDF(z‖Hct(ct)).
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CHAPTER 4

Size compression

This section introduces our techniques for optimizing the sizes of the public key and cipher-
text in QIMEN-PIKE. We propose two approaches: the first approach reduces the number
of stored points via point combination, while the second approach further compresses the
point information by storing their scalar representations with respect to fixed torsion bases.
Compared to the first approach, the second trades computational efficiency for a more com-
pact representation. Correspondingly, we derive two implementations: the uncompressed
implementation and the compressed implementation.

4.1 Uncompressed implementation

Recall from Chapter 3 that the public key is of the form pk = {EA, (PA, QA), (RA, SA), XA},
where (PA, QA) is a 2a-torsion basis, (RA, SA) is a C-torsion basis, and XA is a point of
order D. All rational points are defined over EA. In the following, we first discuss how to
reduce the public key size by combining these points.

Note that C = C1C2, where C1 | p + 1 and C2 | p − 1. Given a point R of order
C, we define R1 = [C2]R and R2 = [C1]R. For efficiency, during the setup phase we
define E0[C1] = 〈R1

0, S
1
0〉 ⊂ E0(Fp2) and E0[C2] = 〈R2

0, S
2
0〉 ⊂ E0(Fp4) instead of E0[C] =

〈R0, S0〉 ⊂ E0(Fp4). Although E0[C2] = 〈P 2
0 , Q

2
0〉 ⊂ E0(Fp4), the x-coordinates of the

points in E0[C2] are defined over Fp2 , enabling computations to be performed over Fp2

using x-only arithmetic.
For this reason, we add to the public parameters the following values:

• P+
0 : the point P+

0 represented by its x-coordinate, satisfying [C1D]P+
0 = P0, [2aD]P+

0 =
R1

0 and [2aC1]P+
0 = X0;

• Q+
0 : the point Q+

0 represented by its x-coordinate, satisfying [C1]Q+
0 = QA and

[2a]Q+
0 = S1

A;
• R−0 : the point R−0 = R2

0 represented by its x-coordinate;
• S−0 : the point S−0 = S2

0 represented by its x-coordinate;
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• T+
0 : the point T+

0 = [D]P+
0 −Q

+
0 represented by its x-coordinate

• T−0 : the point T−0 = R−0 − S
−
0 represented by its x-coordinate

4.1.1 Public key

To optimize the public key size, the uncompressed implementation formats the public key
as

(P+
A , Q

+
A, R

−
A, S

−
A , T

−
A , labelpk).

Precisely,
• P+

A : the point P+
A represented by its x-coordinate, satisfying [C1D]P+

A = PA, [2aD]P+
A =

R1
A and [2aC1]P+

A = XA;
• Q+

A: the point Q+
A represented by its x-coordinate, satisfying [C1]Q+

A = QA and
[2a]Q+

A = S1
A;

• R−A: the point R−A = R2
A represented by its x-coordinate;

• S−A : the point S−A = S2
A represented by its x-coordinate;

• T−A : the point T−A = R2
A − S2

A represented by its x-coordinate;
• labelpk: a boolean flag used to recover the x-coordinate of the point [D]P+

A − Q
+
A,

satisfying that [2a]([D]P+
A −Q

+
A) = R1

A − S1
A and [C1]([D]P+

A −Q
+
A) = PA −QA.

Since PA, QA, R
1
A, S

1
A, and XA are defined over EA(Fp2), the points P+

A and Q+
A are

also defined over EA(Fp2). In total, the public key comprises five Fp2 elements and a single
boolean bit.

To summarize, Algorithm 17 illustrates the key generation procedures of our uncom-
pressed implementation. The sub-algorithm QIMEN-PIKE.CoreKeyGenIso is also
modified correspondingly, as proposed in Algorithm 16.

Remark 4.1.1. Note that at Steps 11 and 14 of QIMEN-PIKE.ModifiedCoreKeyGenIso,
the 2-dimensional isogenies evaluates not only the four points P+

0 , Q+
0 , R−0 and S−0 , but

also T+
0 = [D]P+

A −Q
+
0 and T−0 . One might ask why we additionally evaluate the difference

points, given that T+
A (resp. T−A ) can be derived from P+

AB, Q+
AB (resp. R−A, S−A ). The

reason lies in the implementation’s use of x-only arithmetic. Although computing the point
addition [D]P+

A − Q
+
0 is feasible, distinguishing between [̃D]P+

A − Q
+
0 and [D]P+

A + Q+
0 is

inefficient when only the x-coordinates are available. This same rationale explains why the
algorithm evaluates the 2-dimensional isogenies at T−0 .

4.1.2 Ciphertext

Next, we consider how to combine the point information within the ciphertext. The ci-
phertext involves two elliptic curves EB and EAB, the 2a-torsion bases (PB, QB) ∈ EB[2a]
and (PAB, QAB) ∈ EAB[2a], and two points YB ∈ EB[D] and XAB ∈ EAB[D]. In the
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Algorithm 16 QIMEN-PIKE.ModifiedCoreKeyGenIso(λ)
Input: The internal security parameter λ
Output: (q, EA, P

+
A , Q

+
A, T

+
A , R

−
A, S

−
A , T

−
A ) such that q(2a−2− q) is the degree of a random

isogeny ϕ : E0 → EA, and

(P+
A , Q

+
A, T

+
A , R

−
A, S

−
A , T

−
A ) = (ϕ(P+

0 ), ϕ(Q+
0 ), ϕ(T+

0 ), ϕ(R−0 ), ϕ(S−0 ), ϕ(T−0 ))

1: repeat
2: q

$← {0, . . . , 2a−2 − 1}
3: until gcd(q(2a−2 − q), 2 · C ·D) = 1
4: θ ← GeneralizedRepresentInteger(q(2a−2 − q)C)
5: (P θ

0 , Q
θ
0)← (θ(P0), θ(Q0))

6: K1 ← EndomorphismToKernel(E0, (R1
0, S

1
0), C1, θ)

7: K2 ← EndomorphismToKernel(E0, (R2
0, S

2
0), C2, θ)

8: ẼA, (P̃A, Q̃A, K̃2)← OddIsogenyChain
(
E0,K1, C1, (P θ

0 , Q
θ
0,K2)

)
9: ẼA, (P̃A, Q̃A)← OddIsogenyChain

(
ẼA, K̃2, C2, (P̃A, Q̃A)

)
10: pts← [(P0, 0), (Q0, 0), (P+

0 , 0), (Q+
0 , 0), (T+

0 , 0), (R−0 , 0), (S−0 , 0), (T−0 , 0)]
11: _, pts← Isogeny22Chain

(
([Cq]P0, P̃A), ([Cq]Q0, Q̃A), pts

)
12: Parse pts as ((P̃A, P̃ ′A), (Q̃A, Q̃′A), (P̃+

A ,_), (Q̃+
A,_), (T̃+

A ,_), (R̃−A,_), (S̃−A ,_), (T̃−A ,_))
13: pts← [(P̃+

A , 0), (Q̃+
A, 0), (T̃+

A , 0)), (R̃−A, 0), (S̃−A , 0), (T̃−A , 0)]
14: (EA,_), ((P+

A ,_), (Q+
A,_), (T+

A ,_), (R−A,_), (S−A ,_), (T−A ,_))←
Isogeny22Chain

(
(P̃A, P̃ ′A), (Q̃A, Q̃′A), pts

)
15: return (q, EA, P

+
A , Q

+
A, T

+
A , R

−
A, S

−
A , T

−
A )

uncompressed implementation, the ciphertext takes the form

(EB, EAB, P
+
B , Q

+
B, P

+
AB, Q

+
AB, c), c = pad⊕msg,

where
• EB: the elliptic curve EB represented by its Montgomery coefficient;
• EAB: the elliptic curve EAB represented by its Montgomery coefficient;
• P+

B : the point P+
B = PB represented by its x-coordinate;

• Q+
B: the point Q+

B represented by its x-coordinate, satisfying [D]Q+
B = QB and

[2a]Q+
B = YB;

• P+
AB: the point P+

AB represented by its x-coordinate, satisfying [D]P+
AB = PAB and

[2a]P+
AB = XAB;

• Q+
AB: the point Q+

AB = QAB represented by its x-coordinate.
Since all the considered points are defined over EB(Fp2) or EAB(Fp2), their x-coordinates
are defined over Fp2 . Therefore, the ciphertext involves six Fp2-elements.
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Algorithm 17 QIMEN-PIKE.KeyGenUncompressed(λ)
Input: The internal security parameter λ
Output: The secret key and the public key (sk, pk)

1: (q, EA, P
+
A , Q

+
A, T

+
A , R

−
A, S

−
A , T

−
A )← QIMEN-PIKE.ModifiedCoreKeyGenIso()

2: α2, β2
$← (Z/2a−2Z)×, γ1

$← (Z/C1Z)×, γ2
$← (Z/C2Z)×, and δD

$← (Z/DZ)×
3: Compute t1 such that t1 mod 2a ≡ α2, t1 mod C1 ≡ γ1 and t1 mod D ≡ δD

4: Compute t2 such that t2 mod 2a ≡ β2 and t2 mod C1 ≡ γ1
5: T3 ← LadderBiscalar([D]P+

A , Q
+
A, T

+
A , EA, t1, t2)

6: P+
A ← [t1]P+

A , Q
+
A ← [t2]Q+

A

7: xP +
A
← x(P+

A )/z(P+
A ), xQ+

A
← x(Q+

A)/z(Q+
A)

8: (x[D]P +
A

: z[D]P +
A

)← Ladder((xP +
A

: 1), EA, D)
9: T1 ← ProjectiveDifference((x[D]P +

A
: z[D]P +

A
), (xQ+

A
: 1), EA)

10: labelpk ← (T1 = T3)
11: R−A ← [γ2]R−A, S−A ← [γ2]S−A , T−A ← [γ2]T−A
12: sk← (q, α2, β2, δD)
13: pk← (xP +

A
, xQ+

A
, x(R−A)/z(R−A), x(S−A )/z(S−A ), x(T−A )/z(T−A ), labelpk)

14: return (sk, pk)

Algorithms 18 and 19 summarize the encryption and decryption procedures, respec-
tively.

Remark 4.1.2. In the uncompressed implementation, the public key does not explicitly
include the elliptic curve EA. However, the curve coefficients remain necessary during
encryption for scalar multiplication and ladder algorithms. For instance, the sender must
execute Ladder3pt to compute the kernel of the isogeny ψ′ : EA → EAB, or use Pro-
jectiveDifference to determine the x-coordinate of [D]P+

A − Q+
A. To facilitate this,

the elliptic curve can be uniquely recovered using RecoverCodomain at Step 1 of Algo-
rithm 18, taking the points R−A, S−A , and their difference T−A as input.

4.2 Compressed implementation
With the exception of the D-torsion points, all other points possess a smooth order, facili-
tating further compression. For a given point P ∈ E of smooth order N , one can generate
a deterministic basis (U, V ) of the same order and express P as a linear combination of
this basis:

P = [s]U + [t]V. (4.1)

By storing the scalars (s, t) rather than the coordinates of P , the storage requirement
is significantly reduced from 2 log p bits to 2 logN bits, where s, t ∈ Z/NZ. Furthermore,
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because P , U , and V all have full order N , at least one of the scalars s or t must be invertible
moduloN . In scenarios where it suffices to transmit a generator of the subgroup 〈P 〉 instead
of P itself, one can transmit [s−1]P (or [t−1]P if s is not invertible). Consequently, the
scalar pair (s, t) can be normalized and further compressed to (1, s−1t) or (s−1t, 1).

Following Eq. (4.1), recovering the scalars s and t from P necessitates solving a two-
dimensional elliptic curve discrete logarithm. While the smoothness of N ensures this can
be solved in polynomial time, the process remains computationally demanding due to the
extensive scalar multiplications and point additions required. To mitigate this overhead,
one can employ cryptographic pairings. Observing that

h0 = tN (U, V ),
h1 = tN (U,P ) = tN (U, [s]U + [t]V ) = tN (U, V )t,

h2 = tN (V, P ) = tN (V, [s]U + [t]V ) = tN (U, V )−s,

(4.2)

pairing evaluations allow us to map the problem into the multiplicative group µN = {x ∈
Fp2 | xN = 1}. By doing so, the scalars s and t can be efficiently extracted via discrete
logarithms in µN , circumventing the need to directly compute the two-dimensional elliptic
curve discrete logarithm.

Applying a similar methodology to an entire N -torsion basis (P,Q), one can compress
the basis into (s, t, u, v) ∈ (Z/NZ)4. Because (P,Q) forms a valid basis, the corresponding
transformation matrix is invertible, guaranteeing that a valid scalar inversion exists. Con-
sequently, this representation can be normalized and further compressed to exactly three
scalars.

4.2.1 Public key

Recall that the public key consists of an elliptic curve EA, a 2a-torsion basis (PA, QA), a C1-
torsion basis (R1

A, S
1
A), a C2-torsion basis (R2

A, S
2
A), and a point XA of order D. Because D

is non-smooth, XA cannot be efficiently compressed via discrete logarithm computations.
Consequently, the public key must include at least one point in x-only coordinates to
represent XA. Conversely, owing to the smoothness of 2a, C1, and C2, we can express
these bases as follows: (

PA

QA

)
=
(
sA,2a tA,2a

uA,2a vA,2a

)
·
(
UA,2a

VA,2a

)
,(

R1
A

S1
A

)
=
(
sA,C1 tA,C1

uA,C1 vA,C1

)
·
(
UA,C1

VA,C1

)
,(

R2
A

S2
A

)
=
(
sA,C2 tA,C2

uA,C2 vA,C2

)
·
(
UA,C2

VA,C2

)
,

where (UA,2a , VA,2a), (UA,C1 , VA,C1) and (UA,C2 , VA,C2) are deterministic 2a-, C1- and C2-
torsion bases on EA, respectively.
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Fortunately, the scalar representations of all torsion bases can be compressed into three
scalars each without affecting the encryption procedure. Naively, this representation re-
quires 2 log p bits to store the curve EA, 2 log p bits to store the point XA, and 3a, 3 logC1,
and 3 logC2 bits to store (PA, QA), (R1

A, S
1
A), and (R2

A, S
2
A), respectively. Let C1 =

∏n
i=1 `

ni
i .

To fully exploit the capacity of x-only projective coordinates, we instead store a single com-
posite point P+

AB of order 2aC1D, such that

[C1D]P+
A = [mA,2a ]PA, [2aD]P+

A = [mA,C1 ]R1
A and [2aC1]P+

A = XA,

where

mA,2a =
{
v−1

A,2a mod 2a, if vA,2a is invertible in Z/2aZ ,

u−1
A,2a mod 2a, otherwise,

and

mA,C1 =
{
u−1

A,C1
mod `ni

i , if uA,C1 is invertible in Z/`ni
i Z ,

v−1
A,C1

mod `ni
i , otherwise,

with i = 1, 2, . . . , n.
By including the x-coordinate of this composite point P+

A in the public key, the ne-
cessity to explicitly store the scalar representations associated with PA and R1

A is entirely
eliminated. Upon receiving x(P+

A ), the sender can independently recover the x-coordinates
of [C1D]P+

A and [2aD]P+
A . Consequently, the information of PA and R1

A is implicitly trans-
mitted without requiring any extra bits. This optimization amortizes the heavy cost of
storing XA in uncompressed x-only coordinates, allowing the remaining basis points (such
as QA and S1

A) to be represented with a minimal number of scalars, thereby yielding a
highly compact public key.

We also adapt some tricks to minimize the comrpessed public key size. In our setup, we
choose Q0 as a 2a-torsion point satisfying [2a−1]Q0 = (0, 0), which is a point of order 2 on
Montgomery curves. Since both isogeny evaluation algorithms (OddIsogenyChain and
Isogeny22Chain) map (0, 0) on the domain curve to (0, 0) on the codomain curve, and
the isogeny degrees are odd (meaning they act as isomorphisms on the 2-torsion groups),
all considered isogenies map P0 to a point away from (0, 0) and Q0 to a point over (0, 0).
By ensuring that the deterministic 2a-torsion basis {UA,2a , VA,2a} on EA shares the same
structural property, i.e., [2a−1]VA,2a = (0, 0), the coefficient vA,2a is guaranteed to be
invertible in Z/2aZ. This allows us to definitively set mA,2a = (vA,2a)−1 mod 2a, thereby
eliminating the need for a boolean flag in the public key to distinguish between mA,2a =
(vA,2a)−1 mod 2a and mA,2a = (uA,2a)−1 mod 2a. This technique applies equally well to
ciphertext compression. Furthermore, we restrict C2 to be a prime power, ensuring that
the compressed C2-torsion information does not require an additional identifier such as
labelC1 .

To summarize, the compressed public key is of the form

pk = (EA, P
+
A , hintC1 , hintC2 , sA,2a , sC1 , labelC1 , label+, s1

C2 , s
2
C2 , s

3
C2 , labelC2),
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where:
• EA: the elliptic curve EA represented by its Montgomery coefficient;
• P+

A : the point P+
A represented by its x-coordinate, satisfying [D]P+

A = [m2a ]PA,
[2aD]P+

A = [mC1 ]R1
A and [2aC1]P+

A = XA;
• hint2aC1 : a hint used to compute the deterministic 2aC1-torsion basis on EA effi-

ciently;
• hintC2 : a hint used to compute the deterministic C2-torsion basis on EA efficiently;
• sA,2a : the scalar used to recover the point [m2a ]QA;
• sC1 , labelC1 : the scalar and an integer used to recover the point [mC1 ]S1

A;
• label+: a boolean flag used to recover the difference of masked 2aC1-torsion points;
• s1

C2
, s2

C2
, s3

C2
, and labelC2 : the scalars and a boolean flag used to recover the points

[mC2 ]R2
A and [mC2 ]S2

A, where

mC2 =
{
u−1

A,C2
mod C2, if uA,C2 is invertible in Z/C1Z ,

v−1
A,C2

mod C2, otherwise.

Algorithm 20 illustrates how to generate the compressed public key.

4.2.2 Ciphertext

The ciphertext involves two elliptic curves EB and EAB, and the evaluations of φ′ at the
2a-torsion, i.e., (PB, QB) and (PAB, QAB). In addition, it includes two points YB and XAB

of order D.
As with the compressed public key, we can use deterministic bases on EB and EAB to

compute a linear representation of the 2a-torsion bases:(
PB

QB

)
=
(
sB,2a tB,2a

uB,2a vB,2a

)
·
(
UB,2a

VB,2a

)
,(

PAB

QAB

)
=
(
sAB,2a tAB,2a

uAB,2a vAB,2a

)
·
(
UAB,2a

VAB,2a

)
,

where (UB,2a , VB,2a) and (UAB,2a , VAB,2a) are deterministic 2a-torsion bases on EB and
EAB, respectively.

To fully exploit the capacity of x-only projective coordinates and minimize the cipher-
text size, we store the following points:

• Q+
B: the point Q+

B represented by its x-coordinate, satisfying [D]Q+
B = [mB,2a ]QB

and [2a]Q+
B = YB;

• P+
AB: the point P+

AB represented by its x-coordinate, satisfying [D]P+
AB = [mAB,2a ]PAB

and [2a]P+
AB = XAB;
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where
mB,2a = v−1

B,2a mod 2a,

mAB,2a = u−1
AB,2a mod 2a.

Then the points [mB,2a ]PB and [mAB,2a ]QAB can be stored via a single scalar in Z/2aZ,
respectively.

To summarize, the compressed ciphertext is of the form

ct = (EB, EAB, Q
+
B, P

+
AB, hintB, hintAB, sB,2a , sAB,2a , c),

where:
• EB: the elliptic curve EB represented by its Montgomery coefficient;
• EAB: the elliptic curve EAB represented by its Montgomery coefficient;
• Q+

B: the point Q+
B represented by its x-coordinate, satisfying [D]Q+

B = [mB,2a ]QB

and [2a]Q+
B = YB;

• P+
AB: the point P+

AB represented by its x-coordinate, satisfying [D]P+
AB = [mAB,2a ]PAB

and [2a]P+
AB = XAB;

• hintB: a hint used to compute the deterministic 2a-torsion basis on EB efficiently;
• hintAB: a hint used to compute the deterministic 2a-torsion basis on EAB efficiently;
• sB,2a : the scalar used to recover the point [mB,2a ]PB;
• sAB,2a : the scalar used to recover the point [mAB,2a ]QAB;
• c: the masked message pad⊕msg.

Algorithms 21 and 22 introduce how to generate the compressed ciphertext and decrypt
it to compute the plaintext.
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Algorithm 18 QIMEN-PIKE.KeyEncUncompressed(pk,msg)
Input: The public key pk = (xP +

A
, xQ+

A
, xR−

A
, xS−

A
, xT −

A
, labelpk) and a message msg ∈

{0, 1}2λ

Output: The ciphertext ct
1: EA ← RecoverCodomain((xR−

A
: 1), (xS−

A
: 1), (xT −

A
: 1))

2: r1
$← Z/C1Z, r2

$← Z/C2Z, ω2
$← (Z/2aZ)×, ηD, ζD

$← (Z/DZ)×
3: w′ ← w ηDζD

0
4: K1 ← Ladder3pt(R1

0, S
1
0 , R

1
0 − S1

0 , E0, r1)
5: K2 ← Ladder3pt(R2

0, S
2
0 , R

2
0 − S2

0 , E0, r2)
6: pad← H(KDF‖tr(w′))
7: E′B, (T1, T2,K

′
2)← OddIsogenyChain

(
E0,K1, C1, (P0, Q

+
0 ,K2)

)
8: EB, (T1, T2)← OddIsogenyChain

(
E′B,K

′
2, C2, (T1, T2)

)
9: Compute s such that s mod 2a ≡ ω−1

2 and s mod D ≡ ηD

10: P+
B ← [ω2]T1, Q+

B ← [s]T2
11: (x[D]P +

A
: z[D]P +

A
)← Ladder((xP +

A
: 1), EA, D)

12: T3 ← ProjectiveDifference((x[D]P +
A

: z[D]P +
A

), (xQ+
A

: 1), EA)
13: if labelpk = 0 then
14: T3 ← xADD((x[D]P +

A
: z[D]P +

A
), (xQ+

A
: 1), T3)

15: K1 ← Ladder3pt([D]P+
A , Q

+
A, T3, EA, r1)

16: K1 ← [2a]K1
17: K2 ← Ladder3pt((xR−

A
: 1), (xS−

A
: 1), (xT −

A
: 1), EA, r2)

18: E′AB, (T1, T2,K
′
2)← OddIsogenyChain

(
EA,K1, C1, (P+

A , Q
+
A,K2)

)
19: EAB, (T1, T2)← OddIsogenyChain

(
E′AB,K

′
2, C2, (T1, T2)

)
20: Compute s such that s mod 2a ≡ ω2 and s mod D ≡ ζD

21: P+
AB ← [s]T1, Q+

AB ← [ω−1
2 mod 2a]T2

22: c← pad⊕msg
23: ct←

(
EB, EAB, x(P+

B )/z(P+
B ), x(Q+

B)/z(Q+
B), x(P+

AB)/z(P+
AB), x(Q+

AB)/z(Q+
AB), c

)
24: return ct
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Algorithm 19 QIMEN-PIKE.KeyDecUncompressed(ct, sk)
Input: The normalized ciphertext

(
EB, EAB, P

+
B , Q

+
B, P

+
AB, Q

+
AB, c) and the secret key

sk = (q, α2, β2, δD)
Output: The message msg

1: QB ← [D]Q+
B

2: YB ← [2a]Q+
B

3: PAB ← [D]P+
AB

4: XAB ← [2a]P+
AB

5: P̃AB ← [(−qα2)−1 mod 2a]PAB, Q̃AB ← [(−qβ2)−1 mod 2a]QAB

6: EM ,_, (YM ,_), (XM ,_)
← Isogeny22Chain

(
(PB, P̃AB), (QB, Q̃AB), [(YB, 0EB

), (0EAB
, XAB)]

)
7: t←

(
q(2a−2 − q)CδD

)−1 mod D
8: w ← TateOdd(EM , D,XM , YM , XM − YM )
9: w′ ← wt

10: p̃ad← H(KDF‖tr(w′))
11: return p̃ad⊕ c
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Algorithm 20 QIMEN-PIKE.KeyGenCompressed(λ)
Input: The internal security parameter λ
Output: The secret key and the public key (sk, pk)

1: (q, EA, P̃
+
A , Q̃

+
A, T

+
A , R

−
A, S

−
A , T

−
A )← QIMEN-PIKE.ModifiedCoreKeyGenIso()

2: α2, β2
$← (Z/2a−2Z)×, γ1

$← (Z/C1Z)×, γ2
$← (Z/C2Z)×, and δD

$← (Z/DZ)×
3: UA,C2 , VA,C2 , hintC2 ←TorsionBasisGivenOrderToHint(EA, C2, false)
4: sA,C2 , tA,C2 , uA,C2 , vA,C2 ← DlogOdd(EA, C2, UA,C2 , VA,C2 , UA,C2 − VA,C2 , R

−
A, S

−
A )

5: if sA,C2 is invertible in (Z/C2Z)∗ then
6: labelC2 ← 0, s1

C2
← (sA,C2)−1tA,C2 , s2

C2
← (sA,C2)−1uA,C2 , s3

C2
← (sA,C2)−1vA,C2

7: else
8: labelC2 ← 1, s1

C2
← (tA,C2)−1sA,C2 , s2

C2
← (tA,C2)−1uA,C2 , s3

C2
← (tA,C2)−1vA,C2

9: Compute t such that t ≡ β2 mod 2a and t ≡ γ1 mod C1
10: UA,2aC1 , VA,2aC1 , hintC1 ←TorsionBasisGivenOrderToHint(EA, 2aC1, true)
11: UA,2a ← [C1]UA,2aC1 ,UA,C1 ← [2a]UA,2aC1 ,VA,2a ← [C1]VA,2aC1 ,VA,C1 ← [2a]VA,2aC1

12: uA,2a , vA,2a ← Dlog2Single(EA, a, UA,2a , VA,2a , UA,2a − VA,2a , [C1t]Q̃+
A)

13: uA,C1 , vA,C1 ← DlogOddSingle(EA, C1, UA,C1 , VA,C1 , UA,C1 − VA,C1 , [2at]Q̃+
A)

14: m2a ← (vA,2a)−1 mod 2a, sA,2a ← m2a · uA,2a mod 2a

15: mC1 , sC1 , labelC1 ←LabelComputation(C1, uA,C1 , vA,C1)
16: Compute t1 such that t1 ≡ α2m2a mod 2a, t1 ≡ γ1mC1 mod C1 and t1 ≡ δD mod D
17: P+

A ← [t2]P̃+
A

18: Compute t2 such that t2 ≡ β2m2a mod 2a and t2 ≡ β2mC1 mod C1
19: T1 ← LadderBiscalar(P+

A , Q
+
A, T

+
A , EA, Dt1, t2)

20: P+
A ← [t1]P+

A , Q+
A ← [t2]Q+

A

21: T2 ← ProjectiveDifference([D]P+
A , Q

+
A, EA)

22: label+ ← (T1 = T2)
23: sk← (q, α2, β2, δD)
24: pk← (EA, P

+
A , hintC1 , hintC2 , sA,2a , sC1 , labelC1 , label+, s1

C2
, s2

C2
, s3

C2
, labelC2)

25: return (sk, pk)
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Algorithm 21 QIMEN-PIKE.KeyEncCompressed(pk,msg)
Input: The public key pk = (EA, P

+
A , hintC1 , hintC2 , sA,2a , label2a , sC1 , labelC1 , label+,

s1
C2
, s2

C2
, s3

C2
, labelC2) and a message msg ∈ {0, 1}2λ

Output: The ciphertext ct
1: r1

$← Z/C1Z, r2
$← Z/C2Z, ω2

$← (Z/2aZ)×, ηD, ζD
$← (Z/DZ)×

2: w′ ← w ηDζD
0

3: pad← H(KDF‖tr(w′))
4: K1 ← Ladder3pt(R1

0, S
1
0 , R

1
0 − S1

0 , E0, r1)
5: K2 ← Ladder3pt(R2

0, S
2
0 , R

2
0 − S2

0 , E0, r2)
6: E′B, (T1, T2,K

′
2)← OddIsogenyChain

(
E0,K1, C1, (P0, Q

+
0 ,K2)

)
7: EB, (T1, T2)← OddIsogenyChain

(
E′B,K

′
2, C2, (T1, T2)

)
8: UB,2a , VB,2a , hintB ← TorsionBasisToHint(EB, a)
9: uB,2a , vB,2a ← Dlog2Single(EB, a, UB,2a , VB,2a , [ω2]T1)

10: Compute s such that s mod 2a ≡ (ω2vB,2a)−1 and s mod D ≡ ηD

11: Q+
B ← [s]T2

12: UA,2aC1 , VA,2aC1 ← TorsionBasisGivenOrderFromHint(EA, 2aC1, hintC1)
13: UA,C2 , VA,C2 ← TorsionBasisGivenOrderFromHint(EA, C2, hintC2)
14: S−A ← LadderBiscalar(UA,C2 , VA,C2 , UA,C2 − VA,C2 , EA, s

2
C2
, s3

C3
)

15: if labelC2 = 1 then
16: R−A ← Ladder3pt(VA,C2 , UA,C2 , UA,C2 − VA,C2 , EA, s

1
C2

)
17: T−A ← LadderBiscalar(UA,C2 , VA,C2 , UA,C2 − VA,C2 , EA, s

1
C2
− s2

C2
, 1− s3

C2
)

18: else
19: R−A ← Ladder3pt(UA,C2 , VA,C2 , UA,C2 − VA,C2 , EA, s

1
C2

)
20: T−A ← LadderBiscalar(UA,C2 , VA,C2 , UA,C2 − VA,C2 , EA, 1− s2

C2
, s1

C2
− s3

C2
)

21: t1, t2 ←ScalarRecoveryFromLabel(C1, sC1 , labelC1)
22: Compute s1 such that s1 ≡ sA,2a mod 2a and s1 ≡ t1 mod C1
23: Compute s2 such that s2 ≡ 1 mod 2a and s2 ≡ t2 mod C1
24: Q+

A ← LadderBiscalar(UA,2aC1 , VA,2aC1 , UA,2aC1 − VA,2aC1 , EA, s1, s2)
25: T3 ←ProjectiveDifference([D]P+

A , Q
+
A, EA)

26: if labelpk = 0 then
27: T3 ←xADD([D]P+

A , Q
+
A, T3)

28: K1 ← Ladder3pt([D]P+
A , Q

+
A, T3, EA, r1)

29: K1 ← [2a]K1
30: K2 ← Ladder3pt(R−A, S

−
A , T

−
A , EA, r2)

31: E′AB, (T1, T2,K
′
2)← OddIsogenyChain

(
EA,K1, C1, ([C1D]P+

A , [C1]Q+
A,K2)

)
32: EAB, (T1, T2)← OddIsogenyChain

(
E′AB,K

′
2, C2, (T1, T2)

)
33: UAB,2a , VAB,2a , hintAB ← TorsionBasisToHint(EAB, a)
34: uAB,2a , vAB,2a ← Dlog2Single(EAB, a, UAB,2a , VAB,2a , [ω−1

2 mod 2a]T2)
35: Compute s such that s mod 2a ≡ ω2(uAB,2a)−1 and s mod D ≡ ζD

36: P+
AB ← [s]T1

37: sB,2a ← (vB,2a)−1uB,2a mod 2a, sAB,2a ← (uAB,2a)−1vAB,2a mod 2a

38: c← pad⊕msg
39: ct = (EB, EAB, Q

+
B, P

+
AB, hintB, hintAB, sB,2a , sAB,2a , c)

40: return ct
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Algorithm 22 QIMEN-PIKE.KeyDecCompressed(ct, sk)
Input: The ciphertext ct = (EB, EAB, Q

+
B, P

+
AB, hintB, hintAB, sB,2a , sAB,2a , c) and the se-

cret key sk = (q, α2, β2, δD)
Output: The message msg

1: UB,2a , VB,2a ← TorsionBasisFromHint(EB, a, hintB)
2: UAB,2a , VAB,2a ← TorsionBasisFromHint(EAB, a, hintAB)
3: QB ← [D]Q+

B

4: YB ← [2a]Q+
B

5: PAB ← [D]P+
AB

6: XAB ← [2a]P+
AB

7: PB ← Ladder3pt(VB,2a , UB,2a , VB,2a − UB,2a , EB, sB,2a)
8: QAB ← Ladder3pt(UAB,2a , VAB,2a , UAB,2a − VAB,2a , EAB, sAB,2a)
9: P̃AB ← [(−qα2)−1 mod 2a]PAB, Q̃AB ← [(−qβ2)−1 mod 2a]QAB

10: EM ,_, (YM ,_), (XM ,_)
← Isogeny22Chain

(
(PB, P̃AB), (QB, Q̃AB), [(YB, 0EAB

), (0EB
, XAB)]

)
11: t←

(
q(2a−2 − q)CδD

)−1 mod D
12: w ← TateOdd(EM , D,XM , YM , XM − YM )
13: w′ ← wt

14: p̃ad← H(KDF‖tr(w′))
15: return p̃ad⊕ c
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CHAPTER 5

Parameter sets

This chapter specifies the concrete parameter sets supported by QIMEN-PIKE. A param-
eter set fixes the scalar tuple

par = (λ, p, a, C1, C2, D), C := C1C2.

The internal parameter λ is set to 2λq, where λq denotes the target quantum security level.
Together with the base curve and torsion bases of Section 3.1, these values determine the
public parameters used by the scheme. The normative requirements on these parameters
are given in Section 3.1.1. In this chapter, we instantiate those requirements with concrete
values and record the corresponding serialization length

`p :=
⌈ log2 p

8

⌉
,

so that an element of Fp occupies `p bytes and an element of Fp2 occupies 2`p bytes in a
minimal byte encoding. For the implementation-level size counts reported in Table 7.1, we
use the encoded slot length Benc

p for an Fp element, corresponding to the implementation
constant FP_ENCODED_BYTES, where

Benc
p ∈ {64, 96, 192}

for NGCC-1, NGCC-2, and NGCC-3, respectively. Thus, for NGCC-1, a mathematical
field element needs 60 bytes in a minimal encoding, while serialized layouts reserve a 64-
byte slot. All hexadecimal constants below are interpreted as non-negative integers in
base 16.

5.1 Concrete parameter sets
The exact constants are as follows.
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NGCC-1.
λ = 160, dlog2 pe = 479, a = 162,
C1 = 35 · 746, C2 = 1155, C = C1C2,

D = 0xd98f6625d385bce9f7e4d9ce6ce2649712e33860f465058f,
p = 2162 · 35 · 746 ·D − 1,

NGCC-2.
λ = 256, dlog2 pe = 765, a = 260,
C1 = 3 · 569, C2 = 7125, C = C1C2,

D = 0x5239d20d58a01897cbfcc9d63b3cf9e34eeb43028119538d9503e
9c952d48d37a675ad7,

p = 2260 · 3 · 569 ·D · 0x190CA2A8D6DF6A79− 1,

NGCC-3.
λ = 512, dlog2 pe = 1534, a = 514,
C1 = 5 · 760, C2 = 11247, C = C1C2,

D = 0x7827d2cf7534a7becfcfdf39f6058f7ed5c272e8e3a5fc87d9995
1e3af5445c77eea9c23e06ea7ff55ecb2124dcefad44cf3a4f361aa
d70f76964cb21884adc186a2c84a1a64414262c221f79b5c80defe6
9d80a585c0ba638e935d3bd2620299059658e862b43ef,

p = 2514 · 5 · 760 ·D · 0x2B271− 1.

QIMEN-PIKE • 51



CHAPTER 6. Test vectors

CHAPTER 6

Test vectors

We provide known-answer test vectors for all QIMEN-PIKE parameter sets in the folder
Test_Vector/ of the submission.

For QIMEN-PIKE, the files are KAT_KEM_NGCC-1.txt, KAT_KEM_NGCC-2.txt, and
KAT_KEM_NGCC-3.txt; each record contains a deterministic seed, a public key, a secret
key, a ciphertext, and the resulting shared secret. The corresponding KAT generation
programs are included in Implementations/ and regenerate the package-level test-vector
files with the same build options.
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CHAPTER 7

Performance analysis

We provide both a reference implementation in C and an optimized implementation in-
corporating assembly-optimized finite-field arithmetic in the submission package. Both
implementations are derived from the PIKE implementation.1 Note that this codebase
builds upon the SQIsign library [AAA+25].

Several submodules in the SQIsign library provide low-level building blocks, which are
untouched in the implementation of QIMEN-PIKE. These are:

• hd: module to compute (2, 2)-isogenies in the theta model.
• klpt: KLPT [KLPT14] module. In particular, we use this module to generate an

endomorphism in key generation.
• quaternion: quaternion computation module supporting both GMP-driven arbitrary

precision and DPE-based floating-point arithmetic.
The reference implementation comes with the following CMake build options:

• CMAKE_BUILD_TYPE=Release selects the optimized build configuration.
• ENABLE_COMPRESSED=ON builds the compressed PIKE implementation used by the

NGCC KAT generation programs.
• PIKE_NGCC_XOF_BACKEND selects the NGCC XOF backend; supported values are

shake and sm3.
• ENABLE_NGCC_PIKE=ON builds the NGCC KAT generation targets. The KAT output

directory is selected by NGCC_PIKE_KAT_OUTPUT_DIR.
When ENABLE_TESTS=ON, the NGCC KAT generation programs are registered as CTest
entries. We implement both SHAKE and SM3 as NGCC XOF backends: SHAKE is a
standard and widely used XOF, while the NGCC official sample code provides a pseudo-
XOF construction based on SM3.

1https://github.com/Kaizhan-Lin/PIKE-C-Implementation
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7.1 Key and ciphertext sizes
Table 7.1 lists the public key, secret key, and ciphertext sizes per parameter set. The PIKE
sizes use the encoded slot lengths Benc

p = 64, 96, 192 for NGCC-1, NGCC-2, and NGCC-3,
respectively.

Table 7.1: QIMEN-PIKE key and ciphertext sizes in bytes. Here pk, ct, and sk denote
public key, ciphertext, and secret key, respectively.

Parameter set Uncompressed Compressed

pk ct sk pk ct sk

NGCC-1 641 B 800 B 724 B 405 B 602 B 488 B
NGCC-2 961 B 1184 B 1103 B 595 B 882 B 737 B
NGCC-3 1921 B 2368 B 2220 B 1201 B 1746 B 1500 B

7.2 Performance evaluation
This section gives the performance of both the reference implementation and optimized
implementation of QIMEN-PIKE in terms of CPU cycles.

• Platforms: WSL on x86_64 machines: Intel(R) Core(TM) Ultra 9 275HX CPU at
2.70 GHz and 32 GB RAM.

• Compiler and build system: GCC 13.3.0 with CMake in Release mode.
• Dependencies: the implementation links against GMP for multiprecision integer

arithmetic. SHAKE/FIPS202, AES/CTR-DRBG, SM3, and the randombytes rou-
tines are bundled in the codebase rather than provided by external cryptographic
libraries. The finite field arithmetic in C is generated by automated script in [Sco24].
The codebase builds on the SQIsign implementation repository [AAA+25].

• Implementations: the reference implementation was built from Implementations/,
while the assembly-optimized was built from Optimized_Implementation/.

• Hash/XOF backend: following the NGCC submission requirements, both builds
used the SM3 backend by configuring PIKE_NGCC_XOF_BACKEND=sm3, which sets PIKE_XOF_BACKEND=2.

• Compilation settings: the effective C flags included -O3, -DNDEBUG, -std=c99,
-fvisibility=hidden, and -funroll-loops; both builds defined RADIX_64, TARGET_AMD64,
and TARGET_OS_UNIX.

• Parameter sets: the reported benchmarks use NGCC-1, NGCC-2, and NGCC-3.
• Measurements: each reported KEM operation is averaged over 300 runs.
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7.2.1 Reference Implementation

Table 7.2 shows the reference implementation performance.

Table 7.2: Reference QIMEN-PIKE KEM performance with uncompressed and compressed
variants using SM3 as the XOF, in 106 CPU cycles, measured on an Intel(R) Core(TM)
Ultra 9 275HX CPU, averaged over 300 runs.

Parameter set Uncompressed Compressed

KeyGen Encaps Decaps KeyGen Encaps Decaps

NGCC-1 94.15 34.73 61.43 159.61 61.27 98.02
NGCC-2 350.45 121.33 222.20 608.92 223.68 360.88
NGCC-3 3005.44 1029.46 1794.11 4606.19 1803.16 2845.02

Table 7.3: Reference QIMEN-PIKE KEM throughput with uncompressed and compressed
variants using SM3 as the XOF, in operations per second (ops/s), measured on an Intel(R)
Core(TM) Ultra 9 275HX CPU, averaged over 300 runs.

Parameter set Uncompressed Compressed

KeyGen Encaps Decaps KeyGen Encaps Decaps

NGCC-1 30.4 84.7 47.5 17.4 47.5 29.5
NGCC-2 7.9 22.0 12.8 4.5 13.0 8.1
NGCC-3 0.9 2.62 1.48 0.62 1.47 0.97
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7.2.2 Optimized Implementation

The optimized build used

PIKE_BUILD_TYPE=ref-mbmi2-madx,

enabling x86-64 BMI2/ADX assembly field arithmetic. Table 7.4 show the assembly-
optimized implementation performance on the platform.

Table 7.4: Assembly-optimized QIMEN-PIKE KEM performance with uncompressed and
compressed variants using SM3 as the XOF, in 106 CPU cycles, measured on an Intel(R)
Core(TM) Ultra 9 275HX CPU, averaged over 300 runs.

Parameter set Uncompressed Compressed

KeyGen Encaps Decaps KeyGen Encaps Decaps

NGCC-1 76.16 26.94 47.93 129.31 48.00 77.45
NGCC-2 292.40 93.86 171.85 481.88 172.94 280.08
NGCC-3 2480.87 803.12 1405.36 3639.78 1421.09 2243.85

Table 7.5: Optimized QIMEN-PIKE KEM throughput with uncompressed and compressed
variants using SM3 as the XOF, in operations per second (ops/s), measured on an Intel(R)
Core(TM) Ultra 9 275HX CPU, averaged over 300 runs.

Parameter set Uncompressed Compressed

KeyGen Encaps Decaps KeyGen Encaps Decaps

NGCC-1 34.9 104.2 54.7 20.7 55.0 36.8
NGCC-2 10.5 32.8 17.8 5.6 17.0 10.8
NGCC-3 1.08 3.78 2.15 0.83 2.07 1.31
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This chapter discusses the main security aspects of QIMEN-PIKE, following the analyses
conducted in [CCLL26] and [BM25]. First, Section 8.1 discusses the complexity of the
endomorphism ring problem, a central hardness assumption underlying the security of
supersingular isogeny-based cryptography. Then, in Section 8.2, we state that QIMEN-
PIKE is IND-CCA2, under the hardness of Theorem 8.2.1, in the quantum random-oracle
model and briefly discuss the relation between Theorem 8.2.1 and the security of POKÉ
[BM25]. Finally, in Section 8.3, we examine the complexity of different concrete attacks on
QIMEN-PIKE. In Section 8.4, we summarize the attacks and justify that our parameter
choices meet the required classical and quantum security levels specified by NGCC.

8.1 The endomorphism ring problem

The endomorphism ring problem is the common foundation for all of (supersingular)
isogeny-based cryptography, including QIMEN-PIKE, and consequently its hardness forms
an upper bound for the hardness of breaking this submission. As discussed in Section 2.6.2
the endomorphism ring of a supersingular elliptic curve E over Fp2 is isomorphic to a
maximal order O ⊂ Bp,∞. The endomorphism ring problem asks to compute this order
explicitly.

Problem 8.1.1 (Endomorphism ring problem). Given a supersingular elliptic curve E/Fp2 ,
return b1, b2, b3 ∈ Bp,∞ and efficient representations of endomorphisms β1, β2, β3 such that
the Z-linear map from O := 〈1, b1, b2, b3〉Z to End(E) defined by

1 7→ Id, b1 7→ β1, b2 7→ β2, b3 7→ β3

is an isomorphism of rings.

Here an efficient representation of an isogeny ϕ : E → E′ between two supersingular elliptic
curves over Fp2 is thought of as an evaluation algorithm that runs in time polynomial in
log p, degϕ, and the extension degree k of the defining field of the input point P ∈ E(Fp2k).
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Several variants of the endomorphism ring problem have been studied, such as the mere
computation of b1, b2, b3 for which the order generated by 1, b1, b2, b3 admits an isomor-
phism to End(E); this is sometimes called the maximal order problem. All these variants
were shown to be polynomial-time equivalent [Wes22]. The fastest classical algorithms for
Problem 8.1.1 run in time Õ(p1/2) [DG16]. These algorithms can be Groverized into quan-
tum methods running in time Õ(p1/4) [Gro96, BJS14]. In both cases, the methods can be
executed with low memory requirements. Thus, to achieve a quantum security level of λq

bits, it is required to use a prime p of at least about 4λq bits.

8.2 Theoretical Security
The post-quantum secure KEM QIMEN-PIKE is obtained by first constructing QIMEN-PIKE.PKE,
an IND-CPA PKE, following the ElGamal paradigm, see Section 3.2, and then applying the
Fujisaki-Okamoto transform [FO99] to obtain QIMEN-PIKE.KEM, an IND-CCA2 KEM,
see Section 3.3.

Hence, to prove the security of QIMEN-PIKE, we identify the hard problem underly-
ing the IND-CPA security of QIMEN-PIKE.PKE and derive the IND-CCA2 security of
QIMEN-PIKE.KEM, under the hardness of this problem, using classical results on the
Fujisaki-Okamoto transform. This central problem, which we call Computational PIKE
Problem, is defined as follows.

Problem 8.2.1 (Computational PIKE Problem [CCLL26, Problem 9]). The problem is
parameterized by pp. pp = (p, a, C,D,E0, (P0, Q0), (R0, S0), (X0, Y0)) where E0 is a super-
singular elliptic curve defined over Fp2 with known endomorphism ring, {P0, Q0}, {R0, S0}
and {X0, Y0} are the bases of E0[2a], E0[C] and E0[D] respectively.

The challenger first randomly generates an isogeny φ : E0 → EA of degree q(2a−2 −
q) for some unknown value q < 2a−2 coprime to 2, C and D, then computes x1 =
(EA, PA, QA, RA, SA, XA) where

PA, QA, RA, SA, XA = φ
(
[α2]P0, [β2]Q0, [γC ]R0, [γC ]S0, [δD]X0

)
and α2, β2, γC , δD are sampled uniformly at random from (Z/nZ)× for n = 2a, 2a, C,D,
respectively.

Then, the challenger generates an isogeny ψ : E0 → EB of degree C randomly, and
writes ψ′ : EA → EAB for its pushforward [φ]∗ψ. Then, the challenger computes x2 =
(PB, QB, YB, PAB, QAB, XAB) defined as follows:

PB, QB, YB, PAB, QAB, XAB

= ψ([ω2]P0, [ω−1
2 ]Q0, [ηD]Y0), ψ′([ω2]PA, [ω−1

2 ]QA, [ζD]XA),

where ω2, ηD, ζD are drawn uniformly random from (Z/nZ)× for n = 2a, D,D respec-
tively.
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Given pp, x1, x2, compute e(X0, Y0)ηDζD .

We denote the advantage of the adversary A by AdvCPIKE
pp (A) = Pr[A win.] where the

probability is taken over the randomness used in the game and by A.

8.2.1 IND-CPA Security of QIMEN-PIKE.PKE

The correctness of QIMEN-PIKE.PKE is first established by [CCLL26, Proposition 8],
after which the IND-CPA security of the scheme is proven under Theorem 8.2.1.

Theorem 8.2.2 ([CCLL26, Theorem 10]). If Theorem 8.2.1 is hard, then the PKE scheme
ΠPKE described in Chapter 3 is IND-CPA by modeling H as a random oracle. Precisely,
given an adversary A against IND-CPA of ΠPKE with advantage ε, Q queries to the random
oracle and running in time T , we can construct an adversary B running in time O(T )
against Theorem 8.2.1 such that

AdvIND-CPA
ΠPKE,pp (A) ≤ 2Q · AdvCPIKE

pp (B).

8.2.2 IND-CCA2 Security of PIKE.KEM

The results of [HHK17, JZM19, DFMS22] are sufficient to show the IND-CCA2 security of
QIMEN− PIKE.CCAKEM from the IND-CPA security of QIMEN-PIKE.PKE in either the
classical random oracle model or the quantum random oracle model. The formal statements
are as follows.

Theorem 8.2.3 (IND-CCA2 Security of PIKE.KEM). LetM denote the message space of
QIMEN-PIKE.PKE. If QIMEN-PIKE.PKE is IND-CPA secure, then QIMEN-PIKE.KEM
is IND-CCA2 secure in the classical ROM and the QROM. Concretely, for an arbitrary
IND-CCA adversary A against QIMEN-PIKE.KEM with at most qG queries to the random
oracle G and at most qH queries to the random oracles Hct and KDF in total, we have that

(1) in the classical random-oracle model [HHK17] there exists an IND-CPA adversary
BcROM against QIMEN-PIKE.PKE such that

AdvIND-CCA2
QIMEN-PIKE.KEM,pp(A) ≤ 3AdvIND-CPA

QIMEN-PIKE.PKE,pp(BcROM) + ∆cROM(A),

where
∆cROM(A) := 2qG + qH + 1

|M|
.

(2) in the quantum random-oracle model [JZM19] there exists an IND-CPA adversary
BqROM against QIMEN-PIKE.PKE such that

AdvIND-CCA2
QIMEN-PIKE.KEM,pp(A) ≤ 2

√
qG + qH + 1 AdvIND-CPA

QIMEN-PIKE.PKE,pp(BqROM)+∆qROM(A),

where
∆qROM(A) := 2qH√

|M|
+ 2(qG + qH + 1)2

|M|
.
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8.2.3 On (In-)Equivalence with POKÉ

A natural question is whether there is a one-sided reduction between the Theorem 8.2.1
and the C-POKÉ problem [BM25, Problem 7] underlying POKÉ security. In [CCLL26],
it is argued that the answer is negative in a strict sense, due to subtle but consequential
differences in the settings. In our public key, while PIKE exposes one torsion point less, it
is of larger order than POKÉ; moreover, although a higher-order torsion point is provided
in PIKE, no basis evaluation is revealed as in POKÉ. Consequently, for key-recovery style
attacks it is difficult to say which public key is inherently more robust.

For the ciphertext torsion data on EB and EAB, POKÉ publishes two torsion-point eval-
uations on EB, whereas we publish one each on EB and EAB. These structural differences
suggest that establishing a clean equivalence between the two assumptions is unlikely.

8.3 Practical security
In this section, we use the notations from Fig. 3.1.

8.3.1 Isogeny-recovery problems

Following [CCLL26], to analyze the practical security of QIMEN-PIKE, we derive from
Theorem 8.2.1 two subproblems, each consisting of recovering a secret isogeny. The first
problem concerns the secret isogeny of the receiver and corresponds to recovering the
secret key, while the second problem concerns the secret isogeny of the sender and corre-
sponds to recovering the nonce isogeny. Solving either of these problems is enough to break
the security of QIMEN-PIKE. We remind the reader that the generic problem of finding
an isogeny between two given supersingular elliptic curves is equivalent to Problem 8.1.1
[PW24, HLMW26].

Problem 8.3.1 (Receiver Isogeny Recovery Problem [CCLL26, Problem 13]). The prob-
lem is parameterized by the same public parameters pp = (p, a, C,D,E0, (P0, Q0), (R0, S0), (X0, Y0))
as in Theorem 8.2.1. The challenger samples an isogeny φ : E0 → EA of degree q(2a−2− q),
where q < 2a−2 is unknown to the adversary and is coprime to 2, C, and D. It then
samples masking scalars α2, β2

$←− (Z/2aZ)×, γC
$←− (Z/CZ)×, and δD

$←− (Z/DZ)×, and
sets x1 := (EA, PA, QA, RA, SA, XA) with(

PA

QA

)
=
(
α2 0
0 β2

)
φ

(
P0

Q0

)
,

(
RA

SA

)
=
(
γC 0
0 γC

)
φ

(
R0

S0

)
, XA = [δD]φ(X0).

(8.1)
Given (pp, x1), recover (an explicit representation of) φ.

Problem 8.3.2 (Sender Isogeny Recovery Problem [CCLL26, Problem 14]). The problem
is parameterized by the same public parameters pp as above. The challenger first generates
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x1 := (EA, PA, QA, RA, SA, XA) as in Theorem 8.3.1. It then samples an isogeny ψ : E0 →
EB of degree C uniformly at random, and lets ψ′ : EA → EAB denote the pushforward
[φ]∗ψ. Finally, it samples ω2

$←− (Z/2aZ)× and ηD, ζD
$←− (Z/DZ)×, and defines x2 :=

(EB, PB, QB, YB, EAB, PAB, QAB, XAB) via(
PB

QB

)
=
(
ω2 0
0 ω−1

2

)
· ψ
(
P0

Q0

)
,

(
PAB

QAB

)
=
(
ω2 0
0 ω−1

2

)
· ψ′
(
PA

QA

)
, (8.2)

YB = [ηD]ψ(Y0), XAB = [ζD]ψ′(XA).

Given (pp, x1, x2), recover ψ or ψ′.

Before studying their respective concrete complexity, we assess Theorems 8.3.1 and 8.3.2
against known isogeny-recovery approaches. Following [CCLL26, Section 5.2], we focus on
the attacks in [CV23, DFP24, BM25]. The first line of work [CV23, DFP24] generalizes
key-recovery-style attacks when an adversary is given a masked basis evaluation of a known-
degree isogeny; the core observation is that certain diagonal masking matrices commute
with endomorphisms and can enable reductions to SIDH-style recovery in specific settings.
This does not apply to Theorem 8.3.1: in Eq. (8.1) the critical degree information about
φ is hidden by independent masking scalars with uniformly distributed determinants, and
cannot be recovered via pairings. For Theorem 8.3.2, the masking structure differs from
the commutative-diagonal form exploited in these attacks.

A second line of work extends related ideas to FESTA-type settings under maliciously
chosen torsion bases [CV23]. This is not applicable to the EB and EAB components in The-
orem 8.3.2 under deterministic (canonical) basis generation, and moreover the transcript
does not expose sufficiently many torsion points for the reduction strategy to go through.

Finally, [BM25] gives an efficient recovery attack against (q, 2a−2 − q)-isogenies under
specific masking conditions; the first equation in Eq. (8.1) is not of the required form, and
thus this technique does not apply to Theorem 8.3.1.

More generally, as illustrated in Fig. 1 of [DFP24], the best known generic approaches
against masked-isogeny instances of the type used here still require exponential time. In
conclusion, there is currently no efficient attack to recover isogenies from an individual
component of the Theorem 8.2.1 transcript.

We now turn to a precise complexity analysis of applicable attacks against these prob-
lems.

8.3.2 Key-recovery (Attack on Theorem 8.3.1)

The secret key consists of α2, β2, δD, and deg φ. By exploiting the Tate pairing together
with the SIDH key-recovery attack, one can show that recovering these quantities is equiv-
alent to solving Theorem 8.3.1, i.e. computing the secret isogeny φ. Such attacks crucially
rely on the images of torsion points under the secret isogeny φ to reconstruct it efficiently.
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However, it is not necessary to recover every component of the secret key to recover φ.
Furthermore, while the value γC is not part of the secret key, knowing it is also sufficient
to recover φ. We now address each of these points in turn.

We assume that C >
√

deg φ. Under this assumption, knowledge of the secret value q,
or equivalently deg φ, enables the adversary to recover φ. Indeed, since C is smooth, γC

can be efficiently recovered from a Tate pairing computation, yielding φ(R0) and φ(S0).
This data can then be fed into a SIDH key-recovery procedure to obtain the secret isogeny
φ.

If the adversary obtains the masking scalar γC , then deg φ mod C can be recovered via
the Tate pairing. Since q is approximately as large as

√
deg φ, the adversary can compute

q by solving the quadratic equation

q(2a−2 − q) ≡ deg φ mod C.

This implies that the adversary can recover the secret key φ using, once again, a SIDH
key-recovery procedure.

Furthermore, in [BM25, Section 6.1], the authors make the observation that it is possible
to recover φ by representing it via the 2-dimensional isogeny Φ with kernel

ker Φ = 〈([−α2q]P0, [α2]φ(P0)), ([−α2q]Q0, [α2]φ(Q0)).

When α2 = β2, both the points [α2]φ(P0) = P1 and [α2]φ(Q0) = Q1 are public and one can
extract −α2q mod 2a from Tate pairing computations. Hence, one can efficiently compute
the kernel of Φ.

This attack is mitigated by fixing α2 6= β2. However, given the ratio α2/β2, an adversary
can still perform a similar recovery. Indeed, by computing [α2/β2]Q1 = [α2]φ(Q0), one can
again obtain −α2q mod 2a using the Tate pairing. Then the kernel of Φ is computable
efficiently, as −α2q mod 2a, P1 = [α2]φ(P0) and [α2/β2]Q1 = [α2]φ(Q0) are known.

In summary, recovering the secret isogeny φ reduces to obtaining any one of the fol-
lowing pieces of information: the secret value q, the masking scalar γC , or the ratio α2/β2.
Let us now discuss the difficulty of computing each of these secret values to derive secure
parameters.

• Regarding the secret value q, there are approximately 2a−2 possible candidates, which
is O(2a). Hence, an adversary can recover q via a brute-force search in classical time
O(2a). If quantum resources are available, this complexity can be reduced to O(2a/2)
using Grover’s algorithm [Gro96].

• The masking scalar γC is uniformly distributed over (Z/CZ)× whose cardinality is
approximately C. However, note that γC mod C ′, where C ′ satisfies C ′ | C and
C ′ ≈

√
deg φ ≈ 2a−2, is actually needed to recover φ, because the C ′-torsion points

are only required to compute q. Therefore, by testing O(2a) candidates of γC mod C ′,
the adversary can compute φ. Thus, the complexity of this approach is O(2a) on
classical computers, and O(2a/2) on quantum computers.
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• The masking scalars α2 and β2 are assumed to be uniformly distributed over (Z/2aZ)×.
Consequently, their ratio α2/β2 is also uniformly distributed over (Z/2aZ)×, which
forms a set of cardinality approximately 2a; therefore, the adversary can recover the
ratio α2/β2 by exhaustive search in classical time O(2a) and in quantum time O(2a/2).

We conclude that recovering the secret key of PIKE requires at least O(2a) time on
classical computers and O(2a/2) time on quantum computers.

8.3.3 Nonce isogeny recovery (Attack on Theorem 8.3.2)

If the nonce isogeny ψ (or ψ′) can be recovered, the shared secret can be derived accordingly.
There are two principal approaches to recovering ψ:

• Recover ψ via a meet-in-the-middle attack between E0 and EB;
• First recover the masking nonce ω2, and subsequently apply a SIDH key-recovery

attack to obtain ψ.
In the first approach, the adversary computes two isogenies whose degrees multiply

to C, originating respectively from E0 and EB, each of degree approximately
√
C. If

their codomains coincide, composing them yields an isogeny of degree C between E0 and
EB. In the ideal case where ψ is the unique such isogeny, this reconstruction succeeds
immediately. In general, multiple isogenies of degree C may exist between E0 and EB, but
finding any of them already requires O(

√
C) operations on a classical computer. When

quantum resources are available, the complexity can be reduced to O(C1/3) by employing
a claw-finding algorithm based on quantum walks [Tan09]. This provides lower bounds on
the classical and quantum costs of recovering ψ with this method.

In the second approach, the adversary performs an exhaustive search to determine
the masking scalar ω2. Observe that ω2 is sampled uniformly at random from the group
(Z/2aZ)×, which is of size approximately 2a.

Consequently, the second approach requires O(2a) time by using classical computers.
This complexity can be reduced via quantum computing, yielding a running time of O(2a/2).

8.3.4 Message-recovery

The shared key of PIKE is eD(X0, Y0)ηDζD . Therefore, an adversary may attempt a direct
guess of eD(X0, Y0)ηDζD .

Since ηD and ζD are taken uniformly at random, the shared value is also uniformly
distributed in µD, which is a group of size D. Hence, the adversary succeeds in revealing
the shared value in O(D) time by classical computers, and in O(

√
D) time by quantum

computers with Grover’s algorithm.
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8.4 Parameter security assessment
Tables 8.1 and 8.2 report respectively the cost of the best known classical and quantum
attacks on QIMEN-PIKE, instantiated with the parameters of Chapter 5, confirming that
the target security levels are achieved. We use the following notations for these tables.

?: The complexity of this attack also corresponds to the first attack presented against
the nonce-isogeny-recovery problem.

§: The exponents are rounded up, e.g. we write 279.7... as 280.
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Table 8.1: Choice of parameters and classical attack complexities for QIMEN-PIKE
NGCC-1 NGCC-2 NGCC-3

Parameters

a 162 260 514
C1 35 · 746 3 · 569 5 · 760

C2 1155 7125 11247

C C1C2 C1C2 C1C2

D 0xa98840
81fc61c3
910dd29f
8b9a278f
64abd4a9
1bcbcaf

0x5239d20d58
a01897cbfcc9
d63b3cf9e34e
eb4302811953
8d9503e9c952
d48d37a675ad

7

0x7827d2cf753
4a7becfcfdf39
f6058f7ed5c27
2e8e3a5fc87d9
9951e3af5445c
77eea9c23e06e
a7ff55ecb2124
dcefad44cf3a4
f361aad70f769
64cb21884adc1
86a2c84a1a644
14262c221f79b
5c80defe69d80
a585c0ba638e9
35d3bd2620299
059658e862b43

ef
D′ 0x190CA2A8D6

DF6A79
0x2B271

p 2162 · 35 ·
746 ·D − 1

2260 · 3 · 569 ·
D ·D′ − 1

2514 · 5 · 760 ·D ·
D′ − 1

Required classical security level 128 256 512

Classical attack Complexity Complexity estimate§

On Problem 8.1.1 Õ(p1/2) 2239 2382 2767

Key-recovery? Õ(2a) 2162 2260 2514

Nonce-isogeny-recovery Õ(C1/2) 2164 2256 2513

Message-recovery Õ(D) 2179 2282 2831
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Table 8.2: Choice of parameters and quantum attack complexities for QIMEN-PIKE
NGCC-1 NGCC-2 NGCC-3

Parameters

a 162 260 514
C1 35 · 746 3 · 569 5 · 760

C2 1155 7125 11247

C C1C2 C1C2 C1C2

D 0xa98840
81fc61c3
910dd29f
8b9a278f
64abd4a9
1bcbcaf

0x5239d20d58
a01897cbfcc9
d63b3cf9e34e
eb4302811953
8d9503e9c952
d48d37a675ad

7

0x7827d2cf753
4a7becfcfdf39
f6058f7ed5c27
2e8e3a5fc87d9
9951e3af5445c
77eea9c23e06e
a7ff55ecb2124
dcefad44cf3a4
f361aad70f769
64cb21884adc1
86a2c84a1a644
14262c221f79b
5c80defe69d80
a585c0ba638e9
35d3bd2620299
059658e862b43

ef
D′ 0x190CA2A8D6

DF6A79
0x2B271

p 2162 · 35 ·
746 ·D − 1

2260 · 3 · 569 ·
D ·D′ − 1

2514 · 5 · 760 ·D ·
D′ − 1

Required quantum security level 80 128 256

Quantum attack Complexity Complexity estimate§

On Problem 8.1.1 Õ(p1/4) 2120 2191 2383

Key-recovery? Õ(2a/2) 281 2130 2257

Nonce-isogeny-recovery Õ(C1/3) 2109 2171 2342

Message-recovery Õ(D1/2) 290 2141 2415
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CHAPTER 9

Failure analysis

The role of this chapter is to list and analyze possible failure cases of various algorithms
involved in QIMEN-PIKE. Specifically, this chapter discusses heuristics behind the failure
analysis, calculates failure probabilities for each algorithm that may fail for all three security
levels, and along the way, explains some parameter choices.

In QIMEN-PIKE, the algorithms that may raise exceptions are GeneralizedRep-
resentInteger and the two-dimensional isogeny-chain routines. During key generation,
these exceptions may be raised inside QIMEN-PIKE.CoreKeyGenIso: the call to Gen-
eralizedRepresentInteger may fail if its bounded search does not find a quaternion
element of the target norm, and the calls to Isogeny22Chain may fail if one of the in-
ternal two-dimensional isogeny subroutines fails. Such exceptions are propagated to the
caller as key-generation failures. During decryption, QIMEN-PIKE.PKE.Decrypt may
similarly propagate an exception raised by Isogeny22Chain; this exception is caught by
QIMEN-PIKE.Decaps, which returns the implicit-rejection fallback key derived from
the secret value z and the ciphertext hash.

In the following sections, we analyze the failure probabilities of GeneralizedRepre-
sentInteger and Isogeny22Chain. We note that the failure analysis of Generalize-
dRepresentInteger follows closely the analysis in [AAA+25], with numbers adjusted to
our setting. The analysis of Isogeny22Chain is almost identical to that in [AAA+25];
hence, we label that section with a star superscript.

9.1 Failure analysis of GeneralizedRepresentInteger
GeneralizedRepresentInteger succeeds if the algorithm executes Line 10, i.e., if Cor-
nacchiaGeneral returns a representation of M ′ as a sum of two squares. Under the fol-
lowing Heuristic (Heuristic 9.1.1), the probability of M ′ being a prime congruent to 1 mod-
ulo 4 is approximately 1/(2 logM ′); this is a sufficient condition for CornacchiaGeneral
to succeed and gives a conservative lower bound on the success probability. In QIMEN-
PIKE, we choose M = q(2a−2−q)C (as specified in Chapter 5), where q < 2a−2 in QIMEN-
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PIKE.CoreKeyGenIso. For all three PIKE parameter sets, this gives M ′ < 4M < p1.5

whenever M ′ := 4M − p(z2 + t2) > 0. Hence logM ′ ≤ 1.5 log p, and the probability of
success is conservatively lower bounded by 1/(3 log(p)).

Heuristic 9.1.1. Integers represented by a quadratic form behave like random integers of
the same size in terms of primality and congruence conditions.

Let B denote the number of iterations of the loop in GeneralizedRepresentInte-
ger, then the failure probability is upper bounded by(

1− 1
3 log(p)

)B

.

As soon as B is bigger than 3λc log p, which is always the case in QIMEN-PIKE, the failure
rate of GeneralizedRepresentInteger is upper bounded by a negligible rate e−λc .

9.2 Failure analysis of Isogeny22Chain∗

During key generation and decryption of QIMEN-PIKE we compute several chains of
isogenies of the form

E1 × E2
Φ1−→ A1

Φ2−→ A2 · · ·Ae−2
Φe−1−−−→ Ae−1

Φe−→ E3 × E4.

The algorithms we gave in Section 2.5 are not universal and may fail in two possible ways.
We argue that these failures happen with negligible probability during an honest execution,
and thus may be ignored during key generation. If they happen during decryption, with
overwhelming probability they indicate a malformed ciphertext and thus lead QIMEN-
PIKE.Decaps to return the implicit-rejection fallback key.

The first failure case happens if we encounter a splitting before the final step of a chain,
i.e., if Ak has product theta structure for 1 ≤ k < e. To bound the failure probability in
key generation and decryption, we introduce the following heuristic.

Heuristic 9.2.1. The surfaces Ak encountered along the chains of (2, 2)-isogenies com-
puted in QIMEN-PIKE.PKE.KeyGen and QIMEN-PIKE.PKE.Decrypt behave like
uniformly random superspecial PPAS.

The number of products of supersingular elliptic curves E1 × E2 is O(p2), and the
number of superspecial PPAS is O(p3), thus the heuristic ensures the computation of a
(2, 2)-isogeny chain fails with probability Õ(p−1).

The second failure case happens during the first gluing isogeny E1×E2 → A, when the
base change matrix we compute in ThetaChangeOfBasis is 0. This happens only when
the trace of the coordinate X1 ·X2 under our kernel is zero, where (X1 : Z1) and (X2 : Z2)
are the Montgomery coordinates on E1 and E2 respectively.
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Heuristic 9.2.2. Let E1 × E2 be a product of elliptic curves to which we apply a 2-
dimensional isogeny computation during an honest execution of QIMEN-PIKE.PKE.KeyGen
and QIMEN-PIKE.PKE.Decrypt. Then the trace of the product coordinate X1 · X2
under the gluing kernel behaves like an independent random element of a F(p2) vector
space of dimension one.

Clearly the chance of encountering a zero trace is O(p−2), and the computation only
involves O(1) two-dimensional isogenies; thus, the total failure probability for the second
type of failures is in O(p−2).
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CHAPTER A

Overview of Implementation

In this brief chapter, we provide an overview of the different modules required for an implementation of
QIMEN-PIKE, together with how these modules interact. The other chapters of the appendix provide the
algorithms within these modules.

intbig: provides multiprecision arithmetic required for quaternion arithmetic (quat).

gf: provides finite field arithmetic required for elliptic curve arithmetic (ec). We give a full description of
this module in Chapter B.

ec: provides the core elliptic curve arithmetic, in particular core algorithms for higher-dimensional isogenies
(hd) and ideal translation (qlapoti). We give a full description of this module in Chapter C and
Chapter D.

hd: provides the necessary algorithms to compute chains of (2, 2)-isogenies, which are used in ideal transla-
tion (qlapoti) and the core scheme functionalities (QIMEN-PIKE.KeyGen, QIMEN-PIKE.Encaps,
QIMEN-PIKE.Decaps). We give a full description of this module in Chapter E.

biext: provides the cubical arithmetic required to compute Weil and Tate pairings. In the implementation,
this is a submodule of ec. However, due to the complexity of this submodule, we describe it separately
in Chapter F.

quat: provides the core quaternion arithmetic, in particular core algorithms for ideal translation (qlapoti).
The quaternion routines used by QIMEN-PIKE are described in Sections 2.6.2 and 2.6.3.

id2iso: provides the algorithms to translate quaternials to kernels of isogenies, used mainly in QIMEN-
PIKE.KeyGen.

There are also two additional modules: precomp provides necessary precomputation of several constants
or scheme parameters as used in several modules, and common provides basis cryptographic functionalities,
such as hash functions and PRNGs.

Figure A.1 is a visualisation of the interdependence of these modules, together with the key protocol
algorithms QIMEN-PIKE.KeyGen, QIMEN-PIKE.Encaps, QIMEN-PIKE.Decaps.

QIMEN-PIKE • 76



Appendix A. Overview of Implementation

lo
w

-l
ev

el
ar

it
hm

et
ic

al
ge

br
ai

c
ob

je
ct

s
co

re
al

go
ri

th
m

s
sc

he
m

e

intbig
multiprecision

arithmetic

gf
finite field
arithmetic

quat
quaternion
arithmetic

biext
pairing

arithmetic

ec
Montgomery curve

arithmetic

id2iso
quaternion ↔ kernel

translations

hd
(2, 2)-isogenies

in theta coordinates

keygen
generate (pk, sk) pair

encaps
encapsulates key

decaps
decapsulates key

Figure A.1: Module structure of the reference implementation of QIMEN-PIKE, going up in abstraction
vertically.
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CHAPTER B

Finite field arithmetic (implementation de-
tails)*

All higher-level operations in QIMEN-PIKE reduce to arithmetic in Fp and its quadratic extension Fp2 =
Fp(i) (Section 2.1). The implementation has three layers:

1. an Fp Montgomery arithmetic kernel, auto-generated by Scott’s code generator [Sco24] in unsaturated-
radix form;

2. an encoding/decoding wrapper with constant-time utilities; and

3. Fp2 arithmetic built on top of Fp.

All code is portable C99, using __uint128_t for double-width products. It targets 64-bit platforms and
runs in constant time on all secret-dependent inputs.

B.1 Element representation
Each element of Fp is stored as an array of n unsigned 64-bit limbs in unsaturated radix representation:
each limb carries at most r < 64 significant bits. An element a ∈ Fp is encoded as (a0, a1, . . . , an−1) with

a ≡
n−1∑
j=0

aj · 2r j (mod p), 0 ≤ aj < 2r.

The 64− r slack bits per limb absorb intermediate carries, so additions and subtractions proceed without
immediate carry propagation.

The parameters n and r satisfy n · r ≥ dlog2 pe; Table B.1 lists the concrete values for each parameter
set of Section 5.1.

Table B.1: Field element representation parameters for the reference implementation. Here n is the number
of 64-bit limbs and r is the radix (significant bits per limb).

Parameter set dlog2 pe Limbs n Radix r Useful bits n·r

NGCC-1 479 8 61 488
NGCC-2 765 13 59 767
NGCC-3 1534 26 60 1560

Internally, all Fp elements are held in Montgomery form [Mon85]: the stored value for a is ã = a·R mod p
with R = 2n·r. Conversion (nres/redc) occurs only at import/export boundaries. An element of Fp2 =
Fp(i) is a pair (re, im) of Fp elements representing re + im · i.

For serialization, an Fp element is reduced via redc and written as `p = dlog2 p/8e bytes in little-endian
order. An Fp2 element is the concatenation of its real and imaginary parts, occupying 2`p bytes.
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B.2 Arithmetic in Fp
The Fp arithmetic kernel is generated by Scott’s monty.py tool [Sco24], which produces portable C code
for the unsaturated radix-2r Montgomery representation described in Section B.1. In this setting, the
unsaturated layout is used to keep carry handling simple in a high-level implementation: carries are
propagated by shifts and masks, and the reduction logic is expressed directly at the limb level. The
generated code is further checked by the script against random test inputs, together with additional
overflow checks. The kernel also includes constant-time conditional selection and swap implemented by
bitwise masking, without secret-dependent branches or memory-access patterns.

• Modular addition and subtraction are implemented at the limb level. Addition consists of a
limb-wise sum followed by a carry-propagation pass (prop), which transfers excess bits from each
limb to the next in O(n) word operations. When the intermediate result is negative, a branch-free
correction step (flatten) adds back p. Subtraction is handled analogously. Throughout the arith-
metic, intermediate values are generally maintained below 2p rather than reduced to the canonical
interval after every operation.

• Multiplication merges the schoolbook product with Montgomery reduction in a single pass. For
each column, the relevant partial sum is accumulated, the corresponding reduction digit is determined,
and the contribution of that digit is folded into the running state immediately, so that no full double-
width intermediate is materialized. Each limb product is obtained via the __uint128_t intrinsic.

• Squaring uses the symmetry ajak = akaj to reduce the number of off-diagonal products.
• Inversion, square roots, and Legendre symbols are expressed through a common addition-chain

exponentiation, called the progenitor in [Sco24], which computes π = a(p−3)/4. Since p ≡ 3 (mod 4),
the square root is recovered as

√
a = π · a = a(p+1)/4; see Equation (2.1). The Legendre symbol is

obtained as π2 · a = a(p−1)/2, and the inverse as π4 · a = ap−2.

B.3 Arithmetic in Fp2

Most arithmetic in Fp2 is reduced to Fp arithmetic.

• We perform addition, subtraction, negation, and halving in Fp2 component-wise, costing costing two
Fp operations each,

• We use Algorithm 23 for multiplication in Fp2 , which gives a Karatsuba-like formula that reduces the
cost from four Fp multiplications (Section 2.1.2) to three, at the expense of two extra additions.

• We use Algorithm 24 for squaring in Fp2 , which uses the identity (a0+a1i)2 = (a0+a1)(a0−a1)+2a0a1 i
hence requires only two Fp multiplications,

• inversion uses the norm-based method of Section 2.1.2: compute N = a2
0 + a2

1 ∈ Fp, invert N , and
scale the conjugate (a0,−a1) by N−1,

• batch inversion on k elements uses Montgomery’s batched-inversion trick [Mon87], reducing k inver-
sions to one inversion plus 3(k−1) Fp2 multiplications: prefix products are accumulated forward, the
total is inverted, and individual inverses are recovered in reverse.

• a quadratic reciprocity check for a ∈ Fp2 is reduced to checking that a2
0 + a2

1 is a square in Fp using
Section 2.1.2,

• Square roots are computed via Eq. (2.2) using the Fp progenitor; the two cases (χ = 1 vs. χ = −1)
are resolved by constant-time conditional selection.

We give a summary of these costs in Table B.2 for use in subsequent sections.
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Table B.2: Cost notation used throughout the implementation chapter.
Symbol Operation Fp-cost

M one Fp2 multiplication 3 Fp mul and 6 Fp adds
S one Fp2 squaring 2 Fp mul and 3 Fp adds
a one Fp2 addition or subtraction 2 Fp add/subs

Algorithm 23 Fp2Mul(a, b)
Input: a = a0 + a1i, b = b0 + b1i ∈ Fp2

Output: c = a · b ∈ Fp2

1: t0 ← (a0 + a1) · (b0 + b1)
2: t1 ← a1 · b1
3: c0 ← a0 · b0
4: c1 ← t0 − t1 − c0 . = a0b1 + a1b0
5: c0 ← c0 − t1 . = a0b0 − a1b1
6: return c = c0 + c1 i

Algorithm 24 Fp2Sqr(a)
Input: a = a0 + a1i ∈ Fp2

Output: c = a2 ∈ Fp2

1: c1 ← 2 a0 · a1
2: c0 ← (a0 + a1) · (a0 − a1) . = a2

0 − a2
1

3: return c = c0 + c1 i

B.4 Discrete logarithms
In this section we describe the finite-field discrete logarithm routines. These computations take place in
multiplicative subgroups of F×p2 . We distinguish the dyadic case from the odd-order case.

B.4.0.1 Subgroups of 2-power order

We first consider subgroups of order 2e. Let ζ ∈ µ2e ⊂ F×p2 be an element of order 2e, and let η = ζk.
The standard recursive method recovers the least significant bit of k from η2e−1 ∈ {±1}, removes this
contribution, and then reduces the problem from order 2e to order 2e−1. Repeating this step recovers the
full binary expansion of k.
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Algorithm 25 DLogPowerOfTwo(ζ, η, e)
Input: ζ ∈ F×p2 of order 2e, η = ζk ∈ 〈ζ〉
Output: k ∈ Z/2eZ such that η = ζk

1: if e = 1 then
2: if η = 1 then
3: return 0
4: else
5: return 1
6: if η2e−1 = 1 then
7: b← 0
8: else
9: b← 1

10: η′ ← η · ζ−b

11: k′ ← DLogPowerOfTwo(ζ2, η′, e− 1)
12: return b+ 2k′ mod 2e

B.4.0.2 Odd-order subgroups

We now turn to the odd-order case. Let ` be an odd prime, let e ≥ 1, let ζ ∈ µ`e ⊂ F×p2 be an element of
order `e, and let η = ζk. The goal is to recover k mod `e. In this case we only need the standard generic
methods.

We first consider the prime-order case e = 1. Then the problem is to recover k ∈ Z/`Z from η = ζk

in the cyclic group 〈ζ〉 of order `. Since the groups arising here are small, a generic algorithm is sufficient.
We use baby-step giant-step: precompute the baby steps ζj for 0 ≤ j < m, where m = d

√
`e, and then

search for a giant step of the form ηζ−im that matches one of the stored values. Once a match is found,
one obtains k ≡ im+ j (mod `).

Algorithm 26 DLogPrimeOrder(ζ, η, `)
Input: ζ ∈ F×p2 of order `, η = ζk ∈ 〈ζ〉
Output: k ∈ Z/`Z such that η = ζk

1: m← d
√
`e

2: T ← ∅
3: u← 1
4: for j = 0 to m− 1 do
5: Store (u, j) in T
6: u← u · ζ
7: c← ζ−m

8: v ← η
9: for i = 0 to m− 1 do

10: if v appears in T with entry (v, j) then
11: return im+ j mod `
12: v ← v · c
13: return failure

For the general prime-power case, write

k = k0 + k1`+ · · ·+ ke−1`
e−1, 0 ≤ kj < `.

We then use the usual Pohlig–Hellman digit lifting. At stage j, one first removes the contribution of the
digits that have already been recovered. One then raises the corrected target to the power `e−1−j , which
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places it in the prime-order subgroup generated by ζ`e−1 . Thus each base-` digit kj is recovered by one
call to Algorithm 26.

Algorithm 27 DLogPrimePower(ζ, η, `, e)
Input: ζ ∈ F×p2 of order `e, η = ζk ∈ 〈ζ〉
Output: k ∈ Z/`eZ such that η = ζk

1: g ← ζ`e−1

2: k ← 0
3: for j = 0 to e− 1 do
4: u← η · ζ−k

5: v ← u`e−1−j

6: kj ← DLogPrimeOrder(g, v, `)
7: k ← k + kj`

j

8: return k mod `e

Finally, for a general smooth odd order

n =
r∏

i=1
`ei

i ,

one applies Algorithm 27 to each primary component separately and then combines the residues modulo
`ei

i with the Chinese remainder theorem.

QIMEN-PIKE • 82



Appendix C. Elliptic curve arithmetic*

CHAPTER C

Elliptic curve arithmetic (implementation
details)*

Recall from Section 2.2.1 that we always work with Montgomery curves over Fp2 . The curve coefficient is
stored in projective form as a pair (A : C), such that A/C is the Montgomery coefficient, together with
the precomputed quantity (A24 : C24) = (A+ 2C : 4C) to accelerate point doublings.

C.1 Projective x-only arithmetic

Points are represented in projective x-only coordinates (X : Z) such that x = X/Z. Except where ex-
plicitly required, the y-coordinate is omitted, since the isogeny procedures operate only on x-coordinate
data. Under this representation, a point is determined only up to sign, which is sufficient for the proce-
dures specified below. Two fundamental algorithms are xDBL and xADD. These algorithms provide the
constant-time primitives for the scalar multiplication used in the protocol.

• xDBL (Algorithm 28) computes the doubling of a point using the projective curve constants (A24 :
C24) at a cost of 2S + 4M + 4a,

• xADD (Algorithm 29) computes P + Q from P , Q, and the known difference P − Q at a cost of
2S + 4M + 6a,

• xDBLADD (Algorithm 30) combines xDBL and xADD in a single routine and reuses intermediate
values, resulting in a total cost of 4S + 8M + 8a,

• Ladder computes a scalar multiple [m]P , given m and P . When m is a k-bit scalar, this costs one
call to xDBLADD per bit, for a total of 4kS + 8kM + 8ka.

• Ladder3pt computes P + [m]Q, given m, P , Q and their difference, and a similar cost as Ladder.
• LadderBiscalar computes [m]P + [n]Q, given m, n, P , Q and their difference. When m and n

are both k bits, this starts with one call to xADD, and each loop iteration then performs one call to
xDBL and two calls to xADD for a total cost of (6k + 2)S + (12k + 4)M + (16k + 6)a.

Algorithm 28 xDBL(P, (A24 : C24))
Require: P = (XP : ZP ), Montgomery constants (A24 : C24) of curve E
Ensure: [2]P = (X2P : Z2P )
1. t0 ← XP + ZP 2. t1 ← XP − ZP 3. t0 ← t2

0
4. t1 ← t2

1 5. t2 ← t0 − t1 6. Z2P ← t1 · C24
7. X2P ← t0 · Z2P 8. t0 ← t2 ·A24 9. t0 ← t0 + Z2P

10. Z2P ← t0 · t2 11. return (X2P : Z2P ) . . Cost: 2S + 4M + 4a
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Algorithm 29 xADD(P,Q, P −Q)
Require: Projective points P = (XP : ZP ), Q = (XQ : ZQ), P −Q = (XP −Q : ZP −Q)
Ensure: The projective sum P + Q = (XP +Q : ZP +Q)
1. t0 ← XP + ZP 2. t1 ← XP − ZP 3. t2 ← XQ + ZQ

4. t3 ← XQ − ZQ 5. t0 ← t0 · t3 6. t1 ← t1 · t2
7. t2 ← t0 + t1 8. t3 ← t0 − t1 9. t2 ← t2

2
10. t3 ← t2

3 11. XP +Q ← ZP −Q · t2 12. ZP +Q ← XP −Q · t3

13. return (XP +Q : ZP +Q) . Cost: 2S + 4M + 6a

Algorithm 30 xDBLADD(P,Q, P −Q, (A24 : C24))
Require: P = (XP : ZP ), Q = (XQ : ZQ), P −Q = (XP −Q : ZP −Q), Montgomery constants (A24 : C24) of E
Ensure: [2]P = (X2P : Z2P ) and P + Q = (XP +Q : ZP +Q)
1. t0 ← XP + ZP 2. t1 ← XP − ZP 3. X2P ← t2

0
4. t2 ← XQ − ZQ 5. XP +Q ← XQ + ZQ 6. t0 ← t0 · t2
7. Z2P ← t2

1 8. t1 ← t1 ·XP +Q 9. t2 ← X2P − Z2P

10. Z2P ← Z2P · C24 11. X2P ← X2P · Z2P 12. XP +Q ← A24 · t2
13. ZP +Q ← t0 − t1 14. Z2P ← Z2P + XP +Q 15. XP +Q ← t0 + t1
16. Z2P ← Z2P · t2 17. ZP +Q ← Z2

P +Q 18. XP +Q ← X2
P +Q

19. ZP +Q ← ZP +Q ·XP −Q 20. XP +Q ← XP +Q · ZP −Q

21. return
(
(X2P : Z2P ), (XP +Q : ZP +Q)

)
. Cost: 4S + 8M + 8a

Algorithm 31 Ladder(P,E,m)
Input: A projective point P = (XP : ZP ), Montgomery constants (A24 : C24) of curve E, and a positive

scalar m = (mk−1, . . . ,m0)2
Output: The projective point [m]P = (X[m]P : Z[m]P )

1:
(
(X0 : Z0), (X1 : Z1)

)
←
(
(1 : 0), (XP : ZP )

)
2: for i← k − 1 down to 0 do
3: if mi = 1 then
4:

(
(X1 : Z1), (X0 : Z0)

)
← xDBLADD

(
(X1 : Z1), (X0 : Z0), (XP : ZP ), (A24 : C24)

)
5: else
6:

(
(X0 : Z0), (X1 : Z1)

)
← xDBLADD

(
(X0 : Z0), (X1 : Z1), (XP : ZP ), (A24 : C24)

)
7: (X[m]P : Z[m]P )← (X0 : Z0)
8: return [m]P = (X[m]P : Z[m]P ) . Cost: 4kS + 8kM + 8ka

Algorithm 32 Ladder3pt(P,Q, P −Q, (A24 : C24),m)
Input: Projective points P = (XP : ZP ), Q = (XQ : ZQ), P − Q = (XP−Q : ZP−Q), Montgomery

constants (A24 : C24) of curve E, and a positive scalar m = (mk−1, . . . ,m0)2
Output: The projective point P + [m]Q = (XP +[m]Q : ZP +[m]Q)

1:
(
(X0 : Z0), (X1 : Z1), (X2 : Z2)

)
←
(
(XP : ZP ), (XQ : ZQ), (XP−Q : ZP−Q)

)
2: for i← 0 to k − 1 do
3: if mi = 1 then
4:

(
(X0 : Z0), (X1 : Z1)

)
← xDBLADD

(
(X0 : Z0), (X1 : Z1), (X2 : Z2), (A24 : C24)

)
5: else
6:

(
(X0 : Z0), (X2 : Z2)

)
← xDBLADD

(
(X0 : Z0), (X2 : Z2), (X1 : Z1), (A24 : C24)

)
7: (XP +[m]Q : ZP +[m]Q)← (X1 : Z1)
8: return P + [m]Q = (XP +[m]Q : ZP +[m]Q) . Cost: 4kS + 8kM + 8ka
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Algorithm 33 LadderBiscalar(P,Q, P −Q, (A24 : C24),m, n)
Input: Projective points P = (XP : ZP ), Q = (XQ : ZQ), P − Q = (XP −Q : ZP −Q), Montgomery constants (A24 : C24) of

curve E, and positive scalars m = (mk−1 · · ·m0)2, n = (nk−1 · · ·n0)2
Output: The projective point [m]P + [n]Q = (X[m]P +[n]Q : Z[m]P +[n]Q)
1: (σ0, σ1)← (1, 0) if m is even and n is odd; otherwise (σ0, σ1)← (0, 1)
2: m′ ← m, n′ ← n
3: if m is even then
4: m′ ← m′ − 1
5: if n is even then
6: n′ ← n′ − 1
7: b0 ← (0m′

k−1 · · ·m′
0)2, b1 ← (0n′

k−1 · · ·n′
0)2, b← (b0, b1)

8: for i← 0 to k − 1 do
9: r2i ← bσ0,i ⊕ bσ0,i+1, r2i+1 ← bσ1,i ⊕ bσ1,i+1

10: if r2i+1 = 1 then
11: (σ0, σ1)← (σ1, σ0)
12: R0 ← (1 : 0), T = (T0, T1)← (P, Q), R1 ← Tσ0 , R2 ← T(σ0+1) mod 2
13: D1 ← R1, D2 ← R2, R2 ← xADD(R1, R2, P −Q)
14: F1 ← R2, F2 ← P −Q
15: for i← k − 1 down to 0 do
16: h← r2i + r2i+1, T0 ← Rh mod 2, T ← (T0, R2)
17: T0 ← xDBL

(
Tbh/2c, (A24 : C24)

)
, T1 ← Rr2i+1 , T2 ← Rr2i+1+1

18: if r2i+1 = 1 then
19: (D1, D2)← (D2, D1)
20: T1 ← xADD(T1, T2, D1), T2 ← xADD(R0, R2, F1)
21: if h mod 2 = 1 then
22: (F1, F2)← (F2, F1)
23: (R0, R1, R2)← (T0, T1, T2)
24: (X[m]P +[n]Q : Z[m]P +[n]Q)← R((m mod 2)⊕1)+((n mod 2)⊕1)
25: return [m]P + [n]Q = (X[m]P +[n]Q : Z[m]P +[n]Q) . (6k + 2)S + (12k + 4)M + (16k + 6)a

C.2 Projective x-only auxiliary routines
We use two auxiliary x-only routines.

• IsomorphismMontgomeryCurves pushes points through an isomorphism between Montgomery
curves, following Section 2.2.1.1.

• ProjectiveDifference computes a deterministic choice of x(P±Q) from x(P ) and x(Q), following
the description of Section 2.2.2.3.

• RecoverCodomain computes the curve coefficient (A : C), given two points P , Q and their differ-
ence P −Q in x-only projective form.
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Algorithm 34 IsomorphismMontgomeryCurves(E,P,Q,E′)
Input: Montgomery coefficients (A : C) and (A′ : C ′) of the curves E and E′, respectively, and points

P = (XP : ZP ), Q = (XQ : ZQ) on E
Output: The images P ′ = (XP ′ : ZP ′), Q′ = (XQ′ : ZQ′) of P and Q under an isomorphism between E

and E′

1: λx ← (2A′3 − 9A′C ′2)(3C3 −A2C)
2: λz ← (2A3 − 9AC2)(3C ′3 −A′2C ′)
3: if λx = 0 or λz = 0 then
4: raise ("IsomorphismMontgomeryCurves: invalid input curve.")
5: XP ′ ← λx(3XPCC

′ +AC ′ZP )− λzA
′CZP

6: ZP ′ ← 3λzCC
′ZP

7: XQ′ ← λx(3XQCC
′ +AC ′ZQ)− λzA

′CZQ

8: ZQ′ ← 3λzCC
′ZQ

9: return (XP ′ : ZP ′), (XQ′ : ZQ′)

Algorithm 35 ProjectiveDifference(P,Q, (A : C))
Input: Projective points P = (XP : ZP ) and Q = (XQ : ZQ), and the Montgomery coefficient (A : C)
Output: A deterministic x-coordinate xP Q, either xP−Q or xP +Q

1: BXX ← C · (XPXQ − ZPZQ)2

2: BXZ ← C · (XPXQ + ZPZQ)(XPZQ + ZPXQ) + 2AXPXQZPZQ

3: BZZ ← C · (XPZQ − ZPXQ)2

4: γ ← C · (C · ZP · ZQ)2

5: BXX ← γ ·BXX , BXZ ← γ ·BXZ , BZZ ← γ ·BZZ

6: δ ←
√
B2

XZ −BXXBZZ

7: XP Q ← δ +BXZ , ZP Q ← BZZ

8: return xP Q = (XP Q, ZP Q)

Algorithm 36 RecoverCodomain(P,Q, P −Q)
Require: P1 = P = (X1 : Z1), P2 = Q = (X2 : Z2), and P3 = P −Q = (X3 : Z3)
Ensure: Montgomery curve coefficient (A : C)
1. x123 ← X1X2X3 2. z123 ← Z1Z2Z3 3. xz1 ← X1Z2Z3
4. xz2 ← X2Z1Z3 5. xz3 ← X3Z1Z2 6. t1 ← xz1 + xz2 + xz3
7. t2 ← (X1 − Z1)(X2 − Z2)(X3 − Z3) 8. A← t2 − x123 − t1 + 2z123 9. x123 ← 4x123

10. C ← x123z123 11. A← A2 − x123t1 12. return (A : C)
. Cost: 1S + 14M + 12a

C.3 Jacobian Coordinates
Several steps of the QIMEN-PIKE protocol require the y-coordinate of a point, which x-only arithmetic
ignores. For instance, after evaluating a (2, 2)-isogeny chain the resulting image points must be expressed as
linear combinations of a torsion basis via discrete logarithms on small subgroups. Determining the correct
sign of each point requires knowing y. The same is true during key generation, where the endomorphism θ
is evaluated at non-smooth torsion points through a double-scalar multiplication θ(P ) = [a]P +[b]ι(P ) that
is sign-sensitive, and during decryption, where the torsion basis on EB must be lifted to full coordinates
in order to orient the kernel of the (2, 2)-isogeny correctly. In all these situations we switch to Jacobian
coordinates (X : Y : Z) satisfying BY 2 = X3 + AX2Z2 + XZ4. The conversion from Montgomery to
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Jacobian form and back is given by

(XM : YM : ZM ) = (XJ : YJ/ZJ : Z2
J),

(XJ : YJ : ZJ) = (XM −AZ2
M/3, YM , ZM ).

In the following, we give pseudocode for arithmetic in Jacobian coordinates. The basic operations are
the following:

• DBL (Algorithm 38) takes as input the Jacobian coordinates of a point P and the normalized
Montgomery coefficient a = A/C, and outputs the Jacobian coordinates of the doubled point [2]P .

• ADD (Algorithm 37) takes as input the Jacobian coordinates of two points P and Q, together with
the normalized Montgomery coefficient a = A/C, and outputs the Jacobian coordinates of the sum
P +Q.

• ADDComponents (Algorithm 39) takes as input the Jacobian coordinates of two distinct points
P,Q and the normalized Montgomery coefficient a = A/C, and outputs (u, v, w) such that the
projective x-only coordinates of P +Q and P −Q are given by

x(P +Q) = (u− v : w), x(P −Q) = (u+ v : w).

Algorithm 37 ADD(P,Q, (A : C))
Require: Jacobian points P = (XP : YP : ZP ) and Q = (XQ : YQ : ZQ) on the Montgomery curve E, with P 6= Q, Q 6= −P ,
and P, Q 6= O
Ensure: Jacobian point P + Q = (XP +Q : YP +Q : ZP +Q)
1. t0 ← Z2

P 2. t1 ← t0 · ZP 3. t2 ← Z2
Q

4. t3 ← t2 · ZQ 5. t1 ← t1 · YQ 6. t3 ← t3 · YP

7. t1 ← t1 − t3 8. t0 ← t0 ·XQ 9. t2 ← t2 ·XP

10. t4 ← t0 − t2 11. t0 ← t0 + t2 12. t5 ← ZP · ZQ

13. ZP +Q ← t4 · t5 14. t5 ← t2
5 15. t5 ← t5 ·A

16. t0 ← t0 + t5 17. t6 ← t2
4 18. t5 ← t0 · t6

19. XP +Q ← t2
1 20. XP +Q ← XP +Q − t5 21. t3 ← t3 · t4

22. t3 ← t3 · t6 23. t2 ← t2 · t6 24. YP +Q ← t2 −XP +Q

25. YP +Q ← YP +Q · t1 26. YP +Q ← YP +Q − t3

27. return (XP +Q : YP +Q : ZP +Q) . Cost: 5S + 15M + 7a

Algorithm 38 DBL(P, (A : C))
Require: Jacobian point P = (XP : YP : ZP ) and Montgomery coefficient (A : C) of curve E
Ensure: Jacobian point [2]P = (X[2]P : Y[2]P : Z[2]P )
1. t0 ← X2

P 2. t1 ← t0 + t0 3. t0 ← t0 + t1
4. t1 ← Z2

P 5. t2 ← XP ·A 6. t2 ← t2 + t2
7. t2 ← t1 + t2 8. t2 ← t1 · t2 9. t2 ← t0 + t2

10. Z[2]P ← YP · ZP 11. Z[2]P ← Z[2]P + Z[2]P 12. t0 ← Z2
[2]P

13. t0 ← t0 ·A 14. t1 ← Y 2
P 15. t1 ← t1 + t1

16. t3 ← XP + XP 17. t3 ← t1 · t3 18. X[2]P ← t2
2

19. X[2]P ← X[2]P − t0 20. X[2]P ← X[2]P − t3 21. X[2]P ← X[2]P − t3
22. Y[2]P ← t3 −X[2]P 23. Y[2]P ← Y[2]P · t2 24. t1 ← t2

1
25. Y[2]P ← Y[2]P − t1 26. Y[2]P ← Y[2]P − t1

27. return (X[2]P : Y[2]P : Z[2]P ) . Cost: 6S + 6M + 14a
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Algorithm 39 ADDComponents(P,Q, (A : C))
Require: Distinct Jacobian points P = (XP : YP : ZP ), Q = (XQ : YQ : ZQ) and Montgomery coefficient (A : C) of curve E
Ensure: (u, v, w) such that the x-only coordinates of P + Q and P −Q are P + Q = (u− v : w) and P −Q = (u + v : w)
1. t0 ← Z2

P 2. t1 ← Z2
Q 3. t2 ← XP · t1

4. t3 ← t0 ·XQ 5. t4 ← YP · ZQ 6. t4 ← t4 · t1
7. t5 ← ZP · YQ 8. t5 ← t5 · t0 9. t0 ← t0 · t1

10. t6 ← t4 · t5 11. t4 ← t2
4 12. t5 ← t2

5
13. t4 ← t4 + t5 14. t5 ← t2 + t3 15. t7 ← t3 + t3
16. t7 ← t5 − t7 17. t7 ← t2

7 18. t1 ← A · t0
19. t1 ← t5 + t1 20. t1 ← t1 · t7 21. u← t4 − t1
22. v ← t6 + t6 23. w ← t6 · t0 24. return (u, v, w)

. Cost: 5S + 11M + 7a

C.4 Torsion Basis

For the fixed starting curve E0 : y2 = x3 + x, the bases of the torsion subgroups E0[2a], E0[C], and E0[D]
are precomputed and stored as constants. For the dynamically generated curves EA, EB, and EAB, the
torsion bases are usually obtained by evaluating the precomputed bases of E0 through the corresponding
isogeny chains, rather than regenerating them from scratch.

For 2-power torsion, one can remain entirely in projective x-only coordinates. Starting from the affine
Montgomery coefficient A, one searches for a point of suitable shape, forms a second point through the
relation xR+S = −xR − A, projects both candidates to E[2e] by multiplying by the cofactor (p + 1)/2e,
and then recovers the remaining x-coordinate by ProjectiveDifference. This yields a deterministic
basis in the form (xR, xS , xR+S), which is well suited to the ladder-based arithmetic used throughout the
implementation.

For odd prime-power torsion E[`e], there is generally no comparable x-only shortcut, so the standard
approach is formulated in full coordinates. One samples random points, maps them to the `e-torsion via
the cofactor (p + 1)/`e 1, and rejects any point with an order strictly less than `e. A second point is
accepted only if it is linearly independent from the first. To handle a general torsion group, the problem is
decomposed into the prime-power cases described above, applying a similar strategy to each. Precisely, for
a general integer N =

∏
i `

ei
i , we sample points in E[N ] by the same routine. A point P ∈ E[N ] has exact

order N if and only if [N/`i]P 6= 0E for every prime divisor `i | D. Thus, to obtain a basis of E[N ], one
samples two points P,Q ∈ E[N ], checks the exact-order condition for both, and finally verifies the linear
independence.

Hints. Torsion basis generation can be sped up through the use of hints. In the case of 2-power torsion,
generating a basis requires the knowledge of the quadratic residuosity of the curve coefficient A alongside
the specific index used to determine xP . By supplying these values as hints, the protocol streamlines
this process: one party employs TorsionBasisToHint to compute both the basis and its associated
hints, incorporating the hints directly into the public key or ciphertext. The counterpart then executes
TorsionBasisFromHint, which utilizes these hints to efficiently recover the basis (xR, xS , xRS). Note
that a basis returned using TorsionBasisFromHint is guaranteed to have two values xR and xS on the
same twist, even when these values are not verified as points on E. This causes no problems, as long as
the orders of these points are verified whenever they are used, which implicitly ensures they lie on E. The
reference implementation does this as described in Chapters C and E. The hints used for the other cases
in TorsionBasisGivenOrderFromHint avoid expensive square root operations and eliminate the need
to perform an independence test.

In QIMEN-PIKE.KeyGenCompressed of the compressed QIMEN-PIKE implementation, after re-
covering the scalars uA,C1 and vA,C1 such that [2a]Q+

A = [uA,C1 ]UA,C1 + [vA,C1 ]VA,C1 , we aim to minimize
1For the quadratic twist Et, replace the cofactor by (p− 1)/`e.
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Algorithm 40 TorsionBasisToHint(A, a)
Input: A non-zero affine Montgomery coefficient A and an integer a ≤ e
Output: An x-only basis (xR, xS , xRS) of E[2a], together with two hints hA, h

1: if A is a square then
2: hA ← 1
3: else
4: hA ← 0
5: h← 0
6: if A is square then
7: repeat
8: h← h+ 1
9: xR ← −1/(1 + i · h) ·A

10: until (1 + h2) is not a square and xR ∈ EA(Fp2)
11: else
12: repeat
13: h← h+ 1
14: xR ← h ·A
15: until xR ∈ EA(Fp2)
16: xRS ← −xR −A
17: xR ← Ladder((xR : 1), (A+ 2 : 4), p+1

2a )
18: xRS ← Ladder((xRS : 1), (A+ 2 : 4), p+1

2a )
19: xS ← ProjectiveDifference(xR, xRS , (A : 1))
20: if h ≥ 128 then
21: h← 0
22: return (xR, xS , xRS) and (hA, h)

their size to ensure a compact public key. When C1 is a prime power, this is straightforward: one simply
inverts either uA,C1 or vA,C1 and multiplies the other scalar by this inverse. However, in our setting, the
torsion order is composite, taking the form C1 =

∏n
i=1 `

ei
i with n > 1. Consequently, it is possible that

neither uA,C1 nor vA,C1 is invertible modulo C1.
To overcome this issue, we follow the approach of [LLC+24, Section 4.3]. The key observation is that

at least one of uA,C1 or vA,C1 must be invertible modulo each prime-power factor `ei
i for i = 1, 2, . . . , n. To

explicitly track which scalar is inverted for each factor, we introduce an n-bit label label = (lnln−1 · · · l1)2.
As detailed in LabelComputation, we set li = 0 if uA,C1 is invertible modulo `ei

i , and li = 1 otherwise.
By applying the Chinese remainder theorem, the algorithm aggregates these local inversions to output the
label label alongside global scalars m, s ∈ Z/C1Z satisfying

m =
{
u−1

A,C1
mod `ei

i , if li = 0,
v−1

A,C1
mod `ei

i , otherwise,
, s =

{
mvA,C1 mod `ei

i , if li = 0,
muA,C1 mod `ei

i , otherwise,
, (C.1)

and the corresponding label label.
Using only the compressed scalar s and the label label, ScalarRecoveryFromLabel reconstructs

two full scalars s1, s2 ∈ Z/C1Z such that

s1 =
{
mvA,C1 mod `ei

i , if li = 0,
1 mod `ei

i , otherwise,
, s2 =

{
1 mod `ei

i , if li = 0,
muA,C1 mod `ei

i , otherwise.
(C.2)

Following the proof of [LLC+24, Proposition 4], it is straightforward to verify that the point [C1/`
ei
i ]([s1]UA,C1+

[s2]VA,C1) generates the subgroup 〈[C1/`
ei
i ]([2a]Q+

A)〉 for i = 1, 2, · · · , n. This property confirms the cor-
rectness of compressed encryption without requiring explicit knowledge of the coordinates of Q+

A.
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Algorithm 41 TorsionBasisFromHint(A, a, hA, h)
Input: A non-zero affine Montgomery coefficient A, an integer a < e, together with two hints hA, h
Output: An x-only basis (xR, xS , xRS) of E[2a]

1: if h = 0 then
2: (xR, xS , xRS), (hA, h)← TorsionBasisToHint(A, a)
3: return (xR, xS , xRS)
4: else
5: if hA = 1 then
6: xR ← −1/(1 + i · h) ·A
7: else
8: xR ← h ·A
9: xRS ← −xR −A

10: xR ← Ladder((xR : 1), (A+ 2 : 4), p+1
2a )

11: xRS ← Ladder((xRS : 1), (A+ 2 : 4), p+1
2a )

12: xS ← ProjectiveDifference(xR, xRS , (A : 1))
13: return (xR, xS , xRS)

Algorithm 42 TorsionBasisGivenOrderToHint(E,N, b)
Input: Supersingular Montgomery curve E/Fp2 in projective Montgomery form (A : C), an integer N =∏n

i=1 `
ei
i and a flag flag indicating whether the basis is defined on the curve E(Fp2) or its quadratic

twist
Output: An x-only basis (P,Q, P −Q) of E[N ], together with hint h = (h0, h1)

1: h0 ← 0, found← false
2: Let the cofactor cN be an integer used to project points to the N -torsion
3: while found = false do
4: h0 ← h0 + 1
5: P ← (1 + h0i : 1)
6: F ← X(P )(C2X(P )2 +ACX(P ) + C2)
7: if Issquare(F ) 6= flag then
8: continue
9: P ← [cN ]P

10: P ′ ← [
∏n

i=1 `
ei−1
i ]P

11: if P ′ has nonzero projection on every `i-component then
12: found← true
13: h1 ← 0, found← false
14: while found = false do
15: h1 ← h1 + 1
16: Q← (1 + (h0 + h1)i : 1)
17: F ← X(Q)(C2X(Q)2 +ACX(Q) + C2)
18: if Issquare(F ) 6= flag then
19: continue
20: Q← [cN ]Q
21: Q′ ← [

∏n
i=1 `

ei−1
i ]Q

22: if Q′ is independent from P ′ then
23: found← true
24: T ← ProjectiveDifference(P,Q,E)
25: return (P,Q, T ), (h0, h1)
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Algorithm 43 TorsionBasisGivenOrderFromHint(E,N, hint)
Input: Supersingular Montgomery curve E/Fp2 , an integer N and hint h = (h0, h1)
Output: An x-only basis B = (P,Q, P −Q) of E[N ]

1: Let the cofactor cN be an integer used to project points to the N -torsion
2: P ← (1 + h0i : 1)
3: P ← [cN ]P
4: Q← (1 + (h0 + h1)i : 1)
5: Q← [cN ]Q
6: T ← ProjectiveDifference(P,Q,E)
7: return (P,Q, T )

Algorithm 44 LabelComputation(N, u, v)
Input: An integer N =

∏n
i=1 `

ei
i and two scalars u, v ∈ Z/NZ

Output: Scalars m, s ∈ Z/NZ and an n-bit label label = (lnln−1 · · · l1)2 such that

m =
{
u−1 mod `ei

i , if li = 0,
v−1 mod `ei

i , otherwise,
, s =

{
mv mod `ei

i , if li = 0,
mu mod `ei

i , otherwise,

1: label← 0
2: for i = 1, 2, · · · , n do
3: if u mod `i = 0 then
4: label = label + 2i, m′ ← v−1 mod `ei , s′ ← m′ · u
5: else
6: m′ ← u−1 mod `ei , s′ ← m′ · v
7: if i = 1 then
8: m← m′, s← s′, m′′ ← m′, s′′ ← s′, M ← `e1

1
9: else

10: Compute m such that m ≡ m′ mod `ei
i and m ≡ m′′ mod M

11: Compute s such that s ≡ s′ mod `ei
i and s ≡ s′′ mod M

12: m′′ ← m, s′′ ← s,M ←M · `ei
i

13: return m, s, label
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Algorithm 45 ScalarRecoveryFromLabel(N, s, label)
Input: An integer N =

∏n
i=1 `

ei
i , a scalar s ∈ Z/NZ and an n-bit label label = (lnln−1 · · · l1)2

Output: Scalars s1, s2 ∈ Z/NZ such that

s1 =
{
s mod `ei

i , if li = 0,
1 mod `ei

i , otherwise,
, s2 =

{
1 mod `ei

i , if li = 0,
s mod `ei

i , otherwise,

1: for i = 1, 2, · · · , n do
2: if li = 1 then
3: s′1 ← 1, s′2 ← s mod `ei

4: else
5: s′1 ← s mod `ei , s′2 ← 1
6: if i = 1 then
7: s1 ← s′1, s2 ← s′2, s′′1 ← s′1, s′′2 ← s′2, M ← `e1

1
8: else
9: Compute s1 such that s1 ≡ s′1 mod `ei

i and s1 ≡ s′′1 mod M
10: Compute s2 such that s2 ≡ s′2 mod `ei

i and s2 ≡ s′′2 mod M
11: s′′1 ← s1, s

′′
2 ← s2,M ←M · `ei

i

12: return s1, s2
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CHAPTER D

1-Dimensional isogenies (implementation
details)*

QIMEN-PIKE uses smooth-degree isogenies in dimension 1, decomposed into chains of small prime-degree
steps. Besides, QIMEN-PIKE also requires smooth odd-degree isogenies for evaluating endomorphisms.
The available odd degrees factor into small prime powers dividing p+1 or p−1. For each prime ` = 2d+1,
the isogeny computation uses a hybrid Montgomery–Twisted Edwards formula following Costello and
Hisil [CH17]. Montgomery projective coordinates (X : Z) are mapped to Twisted Edwards coordinates via
y = (X −Z,X +Z). Differential doubling and addition in the Edwards model (Algorithms 46 and 47) are
used to build the kernel point set.

Algorithm 46 yDBL(P, (A : C))
Require: Twisted Edwards point P = (YP : ZP ), Montgomery constants (A : C) of curve E Ensure: [2]P = (Y2P : Z2P ) in
Twisted Edwards form
1. t0 ← Y 2

P 2. t1 ← Z2
P 3. Z ← C · t0

4. X ← Z · t1 5. t1 ← t1 − t0 6. t0 ← A · t1
7. Z ← Z + t0 8. Z ← Z · t1 9. Y2P ← X − Z

10. Z2P ← X + Z 11. return (Y2P : Z2P ) . . Cost: 2S + 3M + 3a

Algorithm 47 yADD(P,Q, P−Q)
Require: Twisted Edwards points P = (YP : ZP ), Q = (YQ : ZQ), P −Q = (YP Q : ZP Q)
Ensure: P + Q = (YR : ZR) in Twisted Edwards form
1. a← ZP · YQ 2. b← YP · ZQ 3. c← (a + b)2

4. d← (a− b)2 5. X ← (ZP Q − YP Q) · c 6. Z ← (ZP Q + YP Q) · d
7. YR ← X − Z 8. ZR ← X + Z 9. return (YR : ZR)

. Cost: 2S + 2M + 6a

The kernel point set is then constructed by Algorithm 48.

Algorithm 48 KernelPointSet(`, P, (A : C))
Input: Odd prime ` = 2d + 1; kernel generator P = (XP : ZP ) in Montgomery form; curve constants

(A : C)
Output: Kernel point set {Kj}d−1

j=0 in Twisted Edwards form
1: K0 ← (XP − ZP , XP + ZP ) . Montgomery → Edwards
2: K1 ← yDBL(K0, (A : C))
3: for j = 2, . . . , d− 1 do
4: Kj ← yADD(Kj−1,K0,Kj−2) . Kj = [j+1]P
5: return {K0,K1, . . . ,Kd−1}
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OddIsogenyCodomain (Algorithm 49) computes the codomain curve by forming the product of all
kernel points in the Edwards model, raising the Edwards curve parameters a and d to the `-th power by
left-to-right binary exponentiation, and mapping back to Montgomery form.

Algorithm 49 OddIsogenyCodomain(`, (A : C))
Input: Odd prime ` = 2d+ 1; Montgomery constants (A : C); kernel set {Kj}d−1

j=0 (precomputed)
Output: Codomain Montgomery coefficient (A′ : C ′)

1: By ← K0.y; Bz ← K0.z . accumulate product
2: for j = 1, . . . , d− 1 do
3: By ← By ·Kj .y; Bz ← Bz ·Kj .z

4: dE ← A− C . Edwards parameter d
5: aE ← A; d′E ← dE

6: for j = 1, . . . , dlog2 `e − 1 do . binary exp. to compute a`
E , d

`
E

7: aE ← a2
E ; d′E ← d′ 2E

8: if bit j of ` is 1 then
9: aE ← aE ·A; d′E ← d′E · dE

10: By ← B8
y ; Bz ← B8

z . raise to 8th power (three squarings)
11: A′ ← aE ·Bz

12: C ′ ← A′ − d′E ·By

13: return (A′ : C ′)

OddIsogenyEval (Algorithm 51) evaluates a point through the isogeny using the CrissCross sub-
routine of Costello and Hisil.

Algorithm 50 CrissCross(α, β, γ, δ)
Input: α, β, γ, δ ∈ Fp2

Output: (r0, r1) with r0 = αδ + βγ, r1 = αδ − βγ
1: t1 ← α · δ; t2 ← β · γ
2: r0 ← t1 + t2; r1 ← t1 − t2
3: return (r0, r1) . Cost: 2M + 2a

Algorithm 51 OddIsogenyEval(`, P )
Input: Odd prime ` = 2d+ 1; projective point P = (XP : ZP ); kernel set {Kj}d−1

j=0 (precomputed)
Output: Image Q = (XQ : ZQ) ∈ E′ of P under the `-isogeny

1: S0 ← XP + ZP ; S1 ← XP − ZP

2: (R0, R1)← CrissCross(K0.z, K0.y, S0, S1)
3: for j = 1, . . . , d− 1 do
4: (T0, T1)← CrissCross(Kj .z, Kj .y, S0, S1)
5: R0 ← R0 · T0; R1 ← R1 · T1

6: R0 ← R2
0; R1 ← R2

1
7: XQ ← XP ·R0; ZQ ← ZP ·R1
8: return (XQ : ZQ)

In QIMEN-PIKE, an odd-degree isogeny chain arising in the protocol is decomposed into subchains
of degree `e, where ` is an odd prime. We therefore describe the computation in two subroutines: a
top-level routine for the full odd chain, and a recursive routine for each odd prime-power subchain. Each
prime-power subchain is then evaluated using a balanced strategy.
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Algorithm 52 OddIsogenyChain(E,K,N, pts)
Input: A Montgomery curve E, a generator K of order N =

∏n
i=1 `

ei
i the odd-kernel components on E,

and a list of points pts = (Q1, . . . , Qm) to be evaluated.
Output: The image curve E′ and the images of all points in pts under the odd isogeny.

1: eval_pts← (Q1, . . . , Qm,K)
2: for i = 1 to n do
3: P ← eval_pts[m+ 1]
4: for j = i+ 1 to n do
5: P ← Ladder(P,E, ` ej

j )
6: S ← ()
7: PrimePowerRec(E,P, i, ei,S, eval_pts)
8: pts← (eval_pts[1], . . . , eval_pts[m])
9: return (E, pts)

Algorithm 53 PrimePowerRec(E,P, `i, h,S, pts)
Input: Montgomery curve E = (A : C), a point P of order `h

i , a stack S of kernel points, and a list pts
of points need to evaluated.

Output: E is replaced by the image curve after the corresponding `h
i -subchain, and every point in S ∪pts

is replaced by its image.
1: if h = 0 then
2: return
3: if h = 1 then
4: K ← KernelPointSet(`i, P, (A : C))
5: Enew ← OddIsogenyCodomain(`i, (A : C))
6: for each S ∈ S do
7: S ← OddIsogenyEval(`i, S)
8: for each Q ∈ pts do
9: Q← OddIsogenyEval(`i, Q)

10: E ← Enew
11: return
12: r ← bh/1.5c, s← h− r
13: push P onto S
14: Pright ← Ladder(P,E, ` s

i )
15: PrimePowerRec(E,Pright, i, r,S, pts)
16: Pleft ← top(S), and pop it from S
17: PrimePowerRec(E,Pleft, i, s,S,pts)
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CHAPTER E

2-Dimensional isogenies (implementation
details)*

We now describe the implementation of two-dimensional isogenies of degree 2n, namely (2n, 2n)-isogenies,
in level-2 theta coordinates. The description of the (2, 2)-isogeny chain given below is adapted from the
algorithmic treatment of Dartois, Maino, Pope, and Robert [DMPR24]. Throughout, operation counts are
given in terms of squarings, multiplications, inversions, and additions over the base field Fq, denoted by
S, M, I, and a, respectively. We first describe the arithmetic of theta coordinates, which are used in the
computation of such isogeny chains.

• Section E.1 introduces theta coordinates of level 2, and
• Section E.2 describes the formulas for doubling a point using theta coordinates,
At a high level, a (2, 2)-isogeny chain E1 × E2 → E3 × E4 between two products of elliptic curves is

handled in three stages.

1. We perform a gluing step from a product surface E1 × E2 to a principally polarized abelian surface
equipped with a fixed theta structure, see Section E.4,

2. We iterate generic (2, 2)-isogenies entirely in theta coordinates, see Section E.3,

3. After the last codomain has become isomorphic to a product again, we compute an explicit splitting
isomorphism and return to product coordinates, see Section E.5.

E.1 Theta coordinates of level 2
For arithmetic on principally polarized abelian surfaces, we work with level-2 theta coordinates rather than
Jacobian coordinates. In the same way that projective x-only coordinates provide an efficient model for
Montgomery curves when the sign of the point is irrelevant, level-2 theta coordinates provide a projec-
tive model that is well adapted to (2, 2)-isogeny formulas. In particular, they support efficient doubling,
codomain recovery, and isogeny evaluation in a uniform framework.

E.1.1 On Montgomery curves

Let E be a Montgomery curve over Fp2 defined by

By2 = x3 +Ax2 + x, A,B ∈ Fp2 .

We represent points on E in projective x-only coordinates (X : Z). Level-2 theta coordinates give another
projective model for the same geometric points, still defined only up to sign. Fix a basis (T ′1, T ′2) of E[4]
such that

T ′1 = (−1 : 1), T ′2 = (r : s),
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The associated theta null point is
(a : b) = (r + s : r − s).

Once (a : b) is fixed, change of coordinates between Montgomery and theta coordinates is given by

(X : Z) 7−→ (θ0 : θ1) =
(
a(X − Z) : b(X + Z)

)
,

and conversely by
(θ0 : θ1) 7−→ (X : Z) =

(
aθ1 + bθ0 : aθ1 − bθ0

)
,

We use the convention that the neutral point is represented by (1 : 0) in Montgomery coordinates. In prac-
tice, this conversion is used whenever a point enters or leaves the two-dimensional part of the computation,
and it is summarized in Algorithm 54.

Algorithm 54 MontgomeryToTheta(P, 0)
Require: Point P = (X : Z) in Montgomery coordinates and theta null point 0 = (a : b)
Ensure: Point P = (θ0 : θ1) in theta coordinates
1. θ0 ← X − Z 2. θ0 ← a · θ0 3. θ1 ← X + Z
4. θ1 ← b · θ1 5. return (θ0 : θ1) . . Cost: 2M + 2a

E.1.2 On principally polarized abelian surfaces

Let A be a principally polarized abelian surface over Fp2 . A level-2 theta structure on A is represented by
projective coordinates (x : y : z : w). When A is a Jacobian, these coordinates determine a point up to
sign. When A is isomorphic to a product E1×E2, they encode a pair of elliptic points, again only up to the
expected sign ambiguities. As in the elliptic-curve case, the whole coordinate system is determined by the
theta null point 0A = (a : b : c : d) := (x(0) : y(0) : z(0) : w(0)). Different choices of theta structure on the
same surface lead to different projective coordinate systems, related by explicit linear changes of variables.
In the implementation, we fix one such theta structure once and for all on every intermediate codomain,
so that all subsequent doubling and evaluation formulas are expressed in a uniform set of coordinates.

E.1.3 Product theta coordinates

Let A = E1 × E2 be a product of Montgomery elliptic curves, and let

(θ0 : θ1) ∈ E1,
(
θ′0 : θ′1

)
∈ E2

denote the level-2 theta coordinates of the two components. The associated product theta coordinates
on A are (x : y : z : w) =

(
θ0θ
′
0 : θ1θ

′
0 : θ0θ

′
1 : θ1θ

′
1
)
. These are the coordinates naturally attached to

the product theta structure. They are not, however, the coordinates in which the intermediate abelian
surfaces of the chain are represented. The gluing step therefore requires an explicit change of basis from
product theta coordinates to the fixed theta structure used on the codomain. Conversely, after the final
splitting step, one returns from this fixed theta structure to a product theta structure in order to recover
Montgomery models for the two elliptic factors.

E.2 Doubling formulas using theta coordinates

Let A be a principally polarized abelian surface with theta null point 0A = (a : b : c : d). We write

H(x, y, z, w) := (x+ y + z + w, x− y + z − w, x+ y − z − w, x− y − z + w),
S(x, y, z, w) := (x2, y2, z2, w2)
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for the Hadamard transform and componentwise squaring operator, respectively. The Hadamard transform
costs 8a and S costs 4S.

From the theta null point one first derives the dual theta null point (a′ : b′ : c′ : d′) := H(a, b, c, d). For
the canonical 2-isogeny attached to the theta structure, the dual-isogenous theta null point is (α2 : β2 : γ2 :
δ2) = H(a2 : b2 : c2 : d2) These constants are exactly the quantities needed to express doubling in theta
coordinates.

In the implementation, the cost of repeated doubling is reduced by precomputing the products of
theta constants that occur systematically in the formulas. This is the purpose of ThetaPrecomp. Once
these auxiliary values have been prepared, ThetaDBL applies a fixed sequence of squarings, Hadamard
transforms, and rescalings to obtain the theta coordinates of [2]P . Since the same codomain theta null point
is typically used for many successive doublings before the next isogeny step is taken, this precomputation
is reused throughout each level of the chain.

Algorithm 55 ThetaPrecomp(0A)
Require: Theta null point 0A = (a : b : c : d)
Ensure: Auxiliary constants consts used for arithmetic
1. (A, B, C, D)← H ◦ S(a, b, c, d) 2. t1 ← A ·B 3. t2 ← C ·D
4. ABC ← t1 · C 5. ABD ← t1 ·D 6. ACD ← t2 ·A
7. BCD ← t2 ·B 8. t1 ← a · b 9. t2 ← c · d

10. abc← t1 · c 11. abd← t1 · d 12. acd← t2 · a
13. bcd← t2 · b . .
14. consts← {abc, abd, acd, bcd, ABC, ABD, ACD, BCD}
15. return consts . Cost: 4S + 12M (+8a)

Algorithm 56 ThetaDBL(P, consts)
Require: Theta coordinates P on A with theta null point 0A = (a : b : c : d), and consts = ThetaPrecomp(0A)
Ensure: Theta coordinates of [2]P
1. (xP , yP , zP , wP )← P 2. (c1, c2, c3, c4, c5, c6, c7, c8)← consts
3. (X2P , Y2P , Z2P , W2P )← S ◦H ◦ S(xP , yP , zP , wP ) 4. X2P ← X2P · c8
5. Y2P ← Y2P · c7 6. Z2P ← Z2P · c6
7. W2P ←W2P · c5 8. (X2P , Y2P , Z2P , W2P )← H(X2P , Y2P , Z2P , W2P )
9. X2P ← X2P · c4 10. Y2P ← Y2P · c3

11. Z2P ← Z2P · c2 12. W2P ←W2P · c1

13. return (X2P : Y2P : Z2P : W2P ) . Cost: 8S + 8M + 16a

E.3 Generic (2, 2)-isogeny computation

We now turn to the generic step of the chain. Let Φ : A → B be a (2, 2)-isogeny between principally
polarized abelian surfaces, with both domain and codomain represented in the fixed theta structure. The
basic problem is to recover the theta null point of B and the inverse dual theta point and the associated
quantities needed to evaluate Φ on arbitrary points, starting from torsion information above ker(Φ). The
implementation uses three codomain recovery routines, depending on how much torsion above the kernel
is available.

• When compatible isotropic 8-torsion points are known, one uses the cheapest and most stable formulas,
see Section E.3.1 and specifically GenericCodomainWith8Torsion.

• Near the end of a chain, only compatible 4-torsion may remain, in which case codomain recovery
is still possible but requires square roots, see Section E.3.2 and specifically GenericCodomain-
With4Torsion.

• At the last step, when one has only the kernel generators themselves, the codomain is recovered di-
rectly from the theta null point of the domain, see Section E.3.3 and specifically GenericCodomain.
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• Regardless of which method is used for codomain computation, we may then use GenericEval to
evaluate the isogeny, see Section E.3.4.

Throughout, we assume that the kernel is compatible with the theta structure on A. This compatibility
is not an auxiliary cosmetic condition: it is the hypothesis under which the codomain theta structure is
recovered by the formulas below. In a chain of (2, 2)-isogenies, compatibility is enforced at the initial gluing
step and then propagated from one level to the next by the shape checks on the transported torsion points.

E.3.1 With isotropic 8-torsion lying above the kernel

Assume that theta coordinates of two points T ′′1 , T ′′2 ∈ A[8] are known, with ker(Φ) = 〈[4]T ′′1 〉 ⊕ 〈[4]T ′′2 〉.
This is the situation used throughout the main body of the chain whenever compatible 8-torsion above the
next kernel is available.

From these two points, GenericCodomainWith8Torsion reconstructs three pieces of codomain
quantities: (α : β : γ : δ), (α−1 : β−1 : γ−1 : δ−1), and 0B = (a2 : b2 : c2 : d2). Here the first tuple is the
dual isogenous theta null point, the second is its projective inverse, and the third is the theta null point of
the codomain surface B itself.

The reason this case is the most efficient is that the images of T ′′1 and T ′′2 under H ◦ S already contain
enough multiplicative information to determine the four dual theta coordinates up to the required projective
scaling. No square root extraction is needed. In particular, once compatible 8-torsion is available, codomain
recovery and subsequent evaluation both stay in a purely multiplicative regime.

Two issues must nevertheless be controlled when this routine is used repeatedly in a chain. First, the
generic situation requires αβγδ 6= 0. If one of the relevant projective factors vanishes unexpectedly, then
the codomain has ceased to be generic; operationally, this means that the codomain has become non-generic.
Second, even if the codomain is generic, the image of the transported torsion points must still define the
correct compatible 4-torsion on the codomain. The purpose of the isotropy check is precisely to verify this
second point.

Isotropy and compatibility checks. Let P = H ◦ S(T ′′1 ) and Q = H ◦ S(T ′′2 ), and let I = (α−1 : β−1 :
γ−1 : δ−1) be the inverse dual theta point on the codomain. The check performed in CheckIsotropic
ensures that the images of the chosen 8-torsion points have exactly the form required to serve as compatible
4-torsion above the next kernel.

Concretely, the image of T ′′1 must have the shape (x : x : y : y), while the image of T ′′2 must have the
shape (z : w : z : w). Equivalently, one checks the four relations

xPα
−1 = yPβ

−1, zPγ
−1 = wP δ

−1,

and
xQα

−1 = zQγ
−1, yQβ

−1 = wQδ
−1.

When these relations hold, the transported points lie above the correct 2-torsion kernel on the codomain
and remain compatible with the theta structure carried by B. This is exactly the information needed for
the next level of the chain.
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Algorithm 57 GenericCodomainWith8Torsion(T ′′1 , T ′′2 )
Input: Theta coordinates of T ′′1 and T ′′2 , such that ker(Φ) = 〈[4]T ′′1 〉 ⊕ 〈[4]T ′′2 〉
Output: Dual isogenous theta null point (α : β : γ : δ), its inverse (α−1 : β−1 : γ−1 : δ−1), and the theta

null point 0B on B
1: xT ′′

1
, yT ′′

1
, zT ′′

1
, wT ′′

1
← T ′′1

2: xT ′′
2
, yT ′′

2
, zT ′′

2
, wT ′′

2
← T ′′2

3: (xα, xβ, yγ, yδ)← H ◦ S(xT ′′
1
, yT ′′

1
, zT ′′

1
, wT ′′

1
)

4: (zα,wβ, zγ, wδ)← H ◦ S(xT ′′
2
, yT ′′

2
, zT ′′

2
, wT ′′

2
)

5: if 0 ∈ {xα, xβ, zα,wβ, zγ, wδ} then
6: raise Exception: (“generic-codomain-8torsion failed: unexpected splitting”)
7: xαwβ ← xα · wβ
8: zαxβ ← zα · xβ
9: α← zα · xαwβ

10: β ← wβ · zαxβ
11: γ ← zγ · xαwβ
12: δ ← wδ · zαxβ
13: zγwδ ← zγ · wδ
14: α−1 ← xβ · zγwδ
15: β−1 ← xα · zγwδ
16: γ−1 ← δ
17: δ−1 ← γ
18: P ← (xα : xβ : yγ : yδ)
19: Q← (zα : wβ : zγ : wδ)
20: I ← (α−1 : β−1 : γ−1 : δ−1)
21: if not CheckIsotropic(P,Q, I) then
22: raise Exception: (“generic-codomain-8torsion failed: P,Q not isotropic”)
23: (a2, b2, c2, d2)← H(α, β, γ, δ)
24: 0B ← (a2 : b2 : c2 : d2)
25: return (α : β : γ : δ), (α−1 : β−1 : γ−1 : δ−1), 0B . Total cost (without checks): 8S + 9M + 24a

We emphasize that T ′′1 and T ′′2 are used only to recover the codomain. After that point, the chain
proceeds with the codomain theta null point, its inverse dual theta point, and the transported points
produced by the evaluation formulas.

Algorithm 58 CheckIsotropic(P,Q, I)
Require: Theta coordinates P = (xP , yP , zP , wP ) and Q = (xQ, yQ, zQ, wQ), and inverse dual theta point
I = (α−1, β−1, γ−1, δ−1)
Ensure: Boolean indicating whether the corresponding 4-torsion points are isotropic
1. t1 ← xP · α−1 2. t2 ← yP · β−1 3. if t1 6= t2, return false
4. t1 ← zP · γ−1 5. t2 ← wP · δ−1 6. if t1 6= t2, return false
7. t1 ← xQ · α−1 8. t2 ← zQ · γ−1 9. if t1 6= t2, return false

10. t1 ← yQ · β−1 11. t2 ← wQ · δ−1 12. if t1 6= t2, return false
13. return true . Cost: at most 8M

E.3.2 With isotropic 4-torsion lying above the kernel

Suppose now that compatible 8-torsion above the kernel is no longer available, but a point T ′1 ∈ A[4] is
known such that [2]T ′1 ∈ ker(Φ). In that case, the codomain can still be recovered by GenericCodomain-
With4Torsion.
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The difference from the previous case is that the available torsion lifts no longer determines the dual
theta coordinates multiplicatively without ambiguity. The algorithm therefore combines the quantities
extracted from H ◦ S(T ′1) with the domain invariants

(α2, β2, γ2, δ2) = H ◦ S(a, b, c, d), 0A = (a : b : c : d),

and recovers the codomain by extracting square roots at the appropriate stage. The output has the same
form as before: (α : β : γ : δ), (α−1 : β−1 : γ−1 : δ−1), and 0B.

This routine is used only when the available torsion has dropped from level 8 to level 4. It is therefore
naturally confined to the last non-terminal part of the chain. Compared with the 8-torsion case, the
formulas are more expensive and less uniform, but they still fit into the same downstream evaluation
interface.

Algorithm 59 GenericCodomainWith4Torsion(T ′1, 0A)
Require: Theta coordinates of the order-4 point T ′

1 such that [2]T ′
1 ∈ ker(Φ), and theta null point 0A = (a : b : c : d)

Ensure: Dual isogenous theta null point (α : β : γ : δ), its inverse (α−1 : β−1 : γ−1 : δ−1), and theta null point 0B on B

1. (xαβ, _, xγδ, _)← H ◦ S(xT ′
1
, yT ′

1
, zT ′

1
, wT ′

1
)

2. (α2, β2, γ2, δ2)← H ◦ S(a, b, c, d)
3. αβ ←

√
α2β2 4. αγ ←

√
α2γ2 5. β ← αβ · αγ

6. δ−1 ← β · xγδ 7. β ← β · xαβ 8. δ ← xγδ · αβ · α2

9. α← xαβ · α2 10. γ ← α · γ2 11. α← α · αγ
12. α−1 ← xαβ · δ2 13. γ−1 ← α−1 · β2 14. α−1 ← α−1 · γ2

15. β−1 ← α−1 · αβ 16. α−1 ← α−1 · β2 17. γ−1 ← γ−1 · αγ
18. δ−1 ← δ−1 · β2

19. (a2, b2, c2, d2)← H(α, β, γ, δ)
20. 0B ← (a2 : b2 : c2 : d2)
21. return (α : β : γ : δ), (α−1 : β−1 : γ−1 : δ−1), 0B

E.3.3 With kernel generators only

At the final stage of the chain, it may happen that no higher torsion above the kernel remains available and
one is left only with generators T1, T2 ∈ A[2] of ker(Φ). In that case, the codomain can still be reconstructed
from the theta null point of the domain alone by GenericCodomain.

Operationally, this works because once the kernel is known to be compatible with the theta structure,
the remaining codomain information is already encoded in

(α2, β2, γ2, δ2) = H ◦ S(a, b, c, d), 0A = (a : b : c : d).

Recovering the codomain from this information requires three square roots, so this is the most expensive
of the three generic routines. For that reason, it is reserved for the terminal step of the chain.

Algorithm 60 GenericCodomain(0A)
Require: Theta constants 0A = (a : b : c : d)
Ensure: Dual isogenous theta null point (α : β : γ : δ), its inverse (α−1 : β−1 : γ−1 : δ−1), and theta null point 0B on B

1. (α2, β2, γ2, δ2)← H ◦ S(a, b, c, d) 2. α← α2 3. β ← α2 · β2

4. γ ← α2 · γ2 5. δ ← α2 · δ2 6. β ←
√

β

7. γ ← √γ 8. δ ←
√

δ 9. α−1 ← γ2 · δ2

10. β−1 ← α−1 · β 11. α−1 ← α−1 · β2 12. γ−1 ← δ2 · β2 · γ
13. δ−1 ← γ2 · β2 · δ 14. (a2, b2, c2, d2)← H(α, β, γ, δ) 15. 0B ← (a2 : b2 : c2 : d2)
16. return (α : β : γ : δ), (α−1 : β−1 : γ−1 : δ−1), 0B

E.3.4 Generic isogeny evaluation

Once the codomain of a generic (2, 2)-isogeny has been recovered—whether by GenericCodomain-
With8Torsion, GenericCodomainWith4Torsion, or GenericCodomain—the isogeny itself is eval-
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uated in a uniform way. More precisely, suppose that the codomain theta null point 0B and the inverse
dual theta point

I = (α−1 : β−1 : γ−1 : δ−1)

are known. Then any point P ∈ A can be evaluated under Φ using only its theta coordinates and I, as in
GenericEval. The formula mirrors the doubling routine: one first applies H ◦ S to P , then rescales the
four coordinates by the corresponding entries of I, and finally applies a Hadamard transform to obtain the
theta coordinates of Φ(P ). In particular, the evaluation step depends only on the inverse dual theta point,
while the codomain theta null point is mainly needed to prepare the constants for future doublings on the
new codomain.

Algorithm 61 GenericEval(P, I)
Input: Theta coordinates of P and inverse dual theta null point I = (α−1 : β−1 : γ−1 : δ−1)
Output: Theta coordinates of Φ(P )

1: xP , yP , zP , wP ← P
2: α−1, β−1, γ−1, δ−1 ← I
3: (XP , YP , ZP ,WP )← H ◦ S(xP , yP , zP , wP )
4: X ′ ← α−1XP , Y ′ ← β−1YP , Z ′ ← γ−1ZP , W ′ ← δ−1WP

5: (xΦ(P ), yΦ(P ), zΦ(P ), wΦ(P ))← H(X ′, Y ′, Z ′,W ′)
6: return (xΦ(P ) : yΦ(P ) : zΦ(P ) : wΦ(P )) . Total cost: 4S + 4M + 16a

Translation action and change of basis. Before discussing the gluing step, one further ingredient is
needed. On the product surface

E1 × E2,

the natural product theta structure does not coincide with the fixed theta structure used on the glued
codomain. We therefore need an explicit linear change of coordinates from product theta coordinates to
the chosen theta structure.

This change of basis is built from the action of translation by suitable 4-torsion points on the elliptic
factors. ActionByTranslation computes the corresponding 2 × 2 translation matrices on each factor,
and ThetaChangeOfBasis assembles them into a 4 × 4 matrix N , which is then reused throughout
the gluing step. The purpose of this matrix is purely geometric: it transports points from product theta
coordinates into the fixed theta structure in which the codomain and all later intermediate surfaces are
represented.
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Algorithm 62 ActionByTranslation(P,Q)
Input: Four-torsion points P = (P1, P2) and Q = (Q1, Q2) on E1 × E2
Output: Array mats containing the 2 × 2 matrices giving the action of translation by P1, Q1 on E1 and

by P2, Q2 on E2
1: P ′ = (P ′1, P ′2)← [2]P
2: Q′ = (Q′1, Q′2)← [2]Q
3: for i from 1 up to 2 do
4: Write Pi = (X(P )

i : Z(P )
i ) and Qi = (X(Q)

i : Z(Q)
i )

5: Write P ′i = (U (P )
i : W (P )

i ) and Q′i = (U (Q)
i : W (Q)

i )
6: δ

(P )
i ←W

(P )
i X

(P )
i − U (P )

i Z
(P )
i

7: δ
(Q)
i ←W

(Q)
i X

(Q)
i − U (Q)

i Z
(Q)
i

8: Compute the inverses of

δ
(P )
1 , δ

(P )
2 , δ

(Q)
1 , δ

(Q)
2 , Z

(P )
1 , Z

(P )
2 , Z

(Q)
1 , Z

(Q)
2

by batched inversion
9: Initialize mats← [ ]

10: pts← [P,Q]
11: for i from 1 up to 2 do
12: for j from 1 up to 2 do
13: R← pts[j]
14: M0,0 ← −U (R)

i Z
(R)
i · (δ(R)

i )−1

15: M0,1 ← −W (R)
i Z

(R)
i · (δ(R)

i )−1

16: M1,0 ← U
(R)
i X

(R)
i · (δ(R)

i )−1 −X(R)
i · (Z(R)

i )−1

17: M1,1 ← −M0,0
18: M ← (Mu,v)0≤u,v≤1
19: Append M to mats
20: return mats

E.4 Gluing (2, 2)-isogeny
We now describe the first step of the chain, namely a gluing isogeny Φ : E1 ×E2 → A, The input contains
8-torsion points T ′′1 , T ′′2 ∈ E1 × E2 such that ker(Φ) = 〈[4]T ′′1 〉 ⊕ 〈[4]T ′′2 〉.

The computation first changes from product theta coordinates to the chosen theta structure used in
the gluing step, then computes the codomain theta null point, and finally evaluates points through Φ.

E.4.1 Gluing (2, 2)-isogeny codomain computation

The first task is to move points from the product theta structure of E1 × E2 to the theta structure used
on A. Starting from doubling the input T ′1 = [2]T ′′1 , T ′2 = [2]T ′′2 to obtain compatible 4-torsion points
and then calls ThetaChangeOfBasis on T ′1, T ′2. This routine uses the translation matrices computed by
ActionByTranslation and returns a 4× 4 change-of-basis matrix N .

The matrix N changes product theta coordinates on E1 × E2 to the chosen theta structure. Thus,
for a point P = (P1, P2), the routine ProductToTheta first forms product theta coordinates from the
dimension one theta coordinates of P1 and P2, and then applies N . When the input points are given in
Montgomery coordinates, the component coordinates are first obtained using MontgomeryToTheta.

Then algorithm appliesN to the two 8-torsion points, thereby changing from the product theta structure
to the chosen theta structure. Applying H ◦ S to them gives the quantities used to recover the dual theta
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null point (α : β : γ : 0), its projective inverse (α−1 : β−1 : γ−1 : 0), and the codomain theta null point
0A = H(α, β, γ, 0).

The gluing codomain is distinguished from the generic case by the fact that, with our choice of theta
structure, its dual theta null point of codomain has the special shape (α : β : γ : 0). Thus gluing is not
handled by a completely separate formalism; rather, it appears as a structured degenerate case of codomain
recovery, in which the last dual coordinate vanishes by design.

Besides these quantities, the gluing step also returns an auxiliary point J = (x : x : y : y) = Φ̂(T ′′1 ).
Both J and N are reused in GluingEval: N is used to map input points in the chosen theta structure.

Three checks are essential here. First, after applying H◦S, the last coordinate must vanish; otherwise
the computation is not in the gluing configuration dictated by the chosen theta structure. Second, the
remaining projective factors used to form α, β, γ and their inverses must be non-zero. Third, the doubled
points [2]T ′′1 and [2]T ′′2 must be isotropic and compatible with the chosen theta structure. These conditions
ensure that the chain is started in the correct coordinate system and that the generic routines used
afterwards will apply without further change of model.

Algorithm 63 ThetaChangeOfBasis(P,Q)
Input: Points P = (P1, P2) and Q = (Q1, Q2) of order 4 in E1 × E2 such that the gluing kernel is
〈[2]P, [2]Q〉

Output: A 4× 4 change-of-basis matrix N
1: if P1, P2, Q1, Q2 do not have order 4 or [2]P1 = [2]P2 or [2]Q1 = [2]Q2 then
2: raise Exception: (“theta-change-of-basis failed: gluing kernel is diagonal or not isotropic”)
3: (G,G′,H,H ′)← ActionByTranslation(P,Q)
4: t1 ← G0,0 ·H0,0 +G0,1 ·H1,0
5: t2 ← G1,0 ·H0,0 +G1,1 ·H1,0
6: t3 ← G′0,0 ·H ′0,0 +G′0,1 ·H ′1,0
7: t4 ← G′1,0 ·H ′0,0 +G′1,1 ·H ′1,0
8: N0,0 ← G0,0 ·G′0,0 +H0,0 ·H ′0,0 + t1 · t3 + 1
9: N0,1 ← G0,0 ·G′1,0 +H0,0 ·H ′1,0 + t1 · t4

10: N0,2 ← G1,0 ·G′0,0 +H1,0 ·H ′0,0 + t2 · t3
11: N0,3 ← G1,0 ·G′1,0 +H1,0 ·H ′1,0 + t2 · t4
12: N1,0 ← H ′0,0 ·N0,0 +H ′0,1 ·N0,1
13: N1,1 ← H ′1,0 ·N0,0 +H ′1,1 ·N0,1
14: N1,2 ← H ′0,0 ·N0,2 +H ′0,1 ·N0,3
15: N1,3 ← H ′1,0 ·N0,2 +H ′1,1 ·N0,3
16: N2,0 ← G0,0 ·N0,0 +G0,1 ·N0,2
17: N2,1 ← G0,0 ·N0,1 +G0,1 ·N0,3
18: N2,2 ← G1,0 ·N0,0 +G1,1 ·N0,2
19: N2,3 ← G1,0 ·N0,1 +G1,1 ·N0,3
20: N3,0 ← G0,0 ·N1,0 +G0,1 ·N1,2
21: N3,1 ← G0,0 ·N1,1 +G0,1 ·N1,3
22: N3,2 ← G1,0 ·N1,0 +G1,1 ·N1,2
23: N3,3 ← G1,0 ·N1,1 +G1,1 ·N1,3
24: N ← (Ni,j)0≤i,j≤3
25: return N
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Algorithm 64 ProductToTheta(pts, N)
Input: List of points pts, where for P ∈ pts we have P = (P1, P2) ∈ E1 ×E2, and change-of-basis matrix

N
Output: The corresponding points in theta coordinates on A ∼= E1 × E2

1: eval_pts← [ ]
2: L← #pts
3: for j from 1 up to L do
4: P = (P1, P2)← pts[j]
5: Write P1 = (θ0 : θ1) and P2 = (θ′0 : θ′1)
6: x← θ0 · θ′0
7: y ← θ0 · θ′1
8: z ← θ1 · θ′0
9: w ← θ1 · θ′1

10: P ′ ← N · (x : y : z : w)
11: Append P ′ to eval_pts
12: return eval_pts

Algorithm 65 GluingCodomain(T ′′1 , T ′′2 )
Input: 8-torsion points T ′′1 , T ′′2 ∈ E1 × E2 with ker(Φ) = 〈[4]T ′′1 〉 ⊕ 〈[4]T ′′2 〉
Output: Dual isogenous theta null point (α : β : γ : 0), its inverse (α−1 : β−1 : γ−1 : 0), theta null point

0A on A, the dual theta point J = Φ̂(T ′′1 ), and the basis-change matrix N
1: T ′1 ← [2](T ′′1 )
2: T ′2 ← [2](T ′′2 )
3: N ← ThetaChangeOfBasis(T ′1, T ′2)
4: [P1, P2]← ProductToTheta([T ′′1 , T ′′2 ], N)
5: x1, y1, z1, w1 ← P1
6: x2, y2, z2, w2 ← P2
7: (X1, Y1, Z1,W1)← H ◦ S(x1, y1, z1, w1)
8: (X2, Y2, Z2,W2)← H ◦ S(x2, y2, z2, w2)
9: if W1 6= 0 or W2 6= 0 then

10: raise Exception: (“gluing-codomain failed: last coordinate is non-zero”)
11: if X1 = 0 or X2 = 0 or Y1 = 0 or Z2 = 0 then
12: raise Exception: (“gluing-codomain failed: projective factors are zero”)
13: α← X1 ·X2
14: β ← Y1 ·X2
15: γ ← X1 · Z2
16: α−1 ← Y1 · Z2
17: β−1 ← γ
18: γ−1 ← β
19: x← X1 · α−1

20: y ← Z1 · γ−1

21: J ← (x : x : y : y)
22: if (Y1 · β−1 6= x) or (X2 · α−1 6= Y2 · β−1) then
23: raise Exception: (“gluing-codomain failed: [2]T ′′1 and [2]T ′′2 are not isotropic”)
24: (a2, b2, c2, d2)← H(α, β, γ, 0)
25: 0A ← (a2 : b2 : c2 : d2)
26: return (α : β : γ : 0), (α−1 : β−1 : γ−1 : 0), 0A, J, N
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E.4.2 Gluing (2, 2)-isogeny evaluation

A general point P = (P1, P2) ∈ E1 × E2 is then evaluated by GluingEval. It uses the same change of
coordinates as in codomain computation, but it cannot be reduced to GenericEval. Indeed, the gluing
codomain has a zero dual theta-null coordinate, so the generic evaluation formula would leave one dual
coordinate of Φ(P ) undetermined. The role of GluingEval is therefore to recover the missing information
needed to compute the theta coordinates of Φ(P ).

To do this, the algorithm uses the 8-torsion T ′′1 already used in GluingCodomain. On each elliptic
factor, ADDComponents computes the local data associated with Pi and Ti. These local data encode
the contribution of both P and the translated point P + T ′′1 . The algorithm then combines them into
two four-tuples, applies the change-of-basis matrix N , and uses the auxiliary point J to fix the remaining
projective scaling.

There is also a special case in which the evaluation is simpler, namely when the input point has the
form (P1, 0) or (0, P2). In that situation, GluingEvalSpecial evaluates the point using only the inverse
dual theta point and the basis-change matrix. This shortcut is useful for QIMEN-PIKE.

Algorithm 66 GluingEval(P, T ′′1 , J,N)
Input: Point P ∈ E1 × E2, an 8-torsion point T ′′1 such that [4]T ′′1 ∈ ker(Φ), the point J = (x : x : y : y),

and the change-of-basis matrix N returned by GluingCodomain
Output: Theta coordinates of Φ(P )

1: P1, P2 ← P
2: T1, T2 ← T ′′1
3: x, y ← J
4: u1, v1, z1 ← ADDComponents(P1, T1, E1)
5: u2, v2, z2 ← ADDComponents(P2, T2, E2)
6: U ← (u1u2 + v1v2, u1z2, z1u2, z1z2)
7: V ← (v1u2 + u1v2, v1z2, z1v2, 0)
8: U ← N · U
9: V ← N · V

10: U ← S(U)
11: V ← S(V )
12: X±, Y±, Z±,W± ← H(U − V )
13: XΦ(P ), YΦ(P ), ZΦ(P ),WΦ(P ) ← X± · y, Y± · y, Z± · x, W± · x
14: (xΦ(P ), yΦ(P ), zΦ(P ), wΦ(P ))← H(XΦ(P ), YΦ(P ), ZΦ(P ),WΦ(P ))
15: return (xΦ(P ) : yΦ(P ) : zΦ(P ) : wΦ(P ))

Algorithm 67 GluingEvalSpecial(P, I,N)
Input: Point P ∈ E1×E2 of the form (P1, 0) or (0, P2), the inverse dual theta point I = (α−1 : β−1 : γ−1 :

0), and the change-of-basis matrix N
Output: Theta coordinates of Φ(P )

1: [P̃ ]← ProductToTheta([P ], N)
2: xP , yP , zP , wP ← P̃
3: α−1, β−1, γ−1,_← I
4: (XP , YP , ZP , 0)← H ◦ S(xP , yP , zP , wP )
5: (XΦ(P ), YΦ(P ), ZΦ(P ))← XP · α−1, YP · β−1, ZP · γ−1

6: (xΦ(P ), yΦ(P ), zΦ(P ), wΦ(P ))← H(XΦ(P ), YΦ(P ), ZΦ(P ), 0)
7: return (xΦ(P ) : yΦ(P ) : zΦ(P ) : wΦ(P ))
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E.5 Splitting change of coordinates

We now turn to the final transition of the chain. At this stage one has computed a last generic (2, 2)-isogeny
Φ : A → B, where the codomain B is known to be isomorphic to a product of elliptic curves, but is still
expressed in the fixed theta structure rather than in product theta coordinates. This final stage should
therefore be viewed in two parts.

1. First, one computes the last generic codomain exactly as in the preceding subsection, using one of
the three generic codomain routines depending on the torsion information still available.

2. Second, one computes an explicit isomorphism that sends the theta null point of this codomain to
the product theta structure of E1 × E2. This is handled by SplittingIsomorphism, again in two
parts.

• SplittingIsomorphism first determines the unique index pair (i, j) for which Ui,j(0A) = 0,
where the quantities Ui,j are level-(2, 2) theta expressions built from the theta null point, using
the subalgorithm GetIndexSplitting. Explicitly,

Ui,j(0A) =
3∑

t=0
χ(i, t) 0A[t] 0A[j ⊕ t],

where ⊕ denotes bitwise XOR and χ is the corresponding sign character.
• Once the correct pair (i, j) has been found, SplittingIsomorphism selects the corresponding

precomputed matrix M ∈ Mat4×4, whose action transports the current theta structure back to
the product theta structure.

After this change of coordinates, the codomain is genuinely represented as a product. One may then
recover the Montgomery coefficients of the two elliptic factors from the transformed theta null point
using ThetaToProduct, and convert theta product coordinates of evaluated points back to Montgomery
coordinates on each factor via ThetaProductPointToMontgomery.

Algorithm 68 GetIndexSplitting(0A)
Input: Theta null point 0A of a theta structure A ∼= E1 × E2
Output: Index pair (i, j) such that Ui,j(0A) = 0

1: inds← {(0, 0), (0, 1), (0, 2), (0, 3), (1, 0), (1, 2), (2, 0), (2, 1), (3, 0), (3, 3)}
2: count← 0
3: got_index← false
4: for k from 1 up to #inds do
5: (i, j)← inds[k]
6: U ←

∑3
t=0 χ(i, t) · 0A[t] · 0A[j ⊕ t]

7: if U = 0 then
8: count← count + 1
9: ind← (i, j)

10: got_index← true
11: if count 6= 1 or not got_index then
12: raise Exception: (“get-index-splitting failed: zero or multiple zero indices found”)
13: return ind
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Algorithm 69 SplittingIsomorphism(0A)
Require: Theta null point 0A of A ∼= E1 × E2
Ensure: Isomorphism matrix M whose action on 0A gives back the theta null point associated with the product theta
structure
1. (i, j)← GetIndexSplitting(0A)

2.

(i, j) = (0, 0) :

M ←

 1
√
−1 1

√
−1

1 −
√
−1 −1

√
−1

1 −
√
−1 −1 −

√
−1

−1
√
−1 −1

√
−1

 3.

(i, j) = (1, 0) :

M ←

 1 1 1 1
1 −1 −1 1
1 1 −1 −1
−1 1 −1 1

 4.

(i, j) = (2, 0) :

M ←

 1 1 1 1
1 −1 1 −1
1 −1 −1 1
−1 −1 1 1



5.

(i, j) = (3, 0) :

M ←

 1 1 1 1
1 −1 1 −1
1 1 −1 −1
−1 1 1 −1

 6.

(i, j) = (0, 1) :

M ←

1 0 0 0
0 0 0 1
0 0 1 0
0 −1 0 0

 7.

(i, j) = (2, 1) :

M ←

1 1 1 1
1 −1 1 −1
1 −1 −1 1
1 1 −1 −1



8.

(i, j) = (0, 2) :

M ←

1 0 0 0
0 1 0 0
0 0 0 1
0 0 −1 0

 9.

(i, j) = (1, 2) :

M ←

1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

 10.

(i, j) = (0, 3) :

M ←

1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 −1



11.

(i, j) = (3, 3) :

M ←


1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 1


12. return M

Algorithm 70 ThetaToProduct(0A)
Require: Theta null point 0A = (a : b : c : d) of PPAS A with theta product structure
Ensure: Montgomery coefficients (A1 : C1) and (A2 : C2) of E1 and E2, respectively, such that A ∼= E1×E2

1. (a, b, c, d)← 0A 2. t1 ← ad 3. t2 ← bc

4. if t1 6= t2, raise (“theta-to-product failed: 0A does not come from a product theta structure”)
5. x← a4 6. y ← b4 7. A2 ← x+ y

8. C2 ← x− y 9. A2 ← −2A2 10. z ← c4

11. A1 ← x+ z 12. C1 ← x− z 13. A1 ← −2A1
14. if C1 = 0 or C2 = 0, raise (“theta-to-product failed”)
15. return (A1 : C1), (A2 : C2)

Algorithm 71 ThetaProductPointToMontgomery(P, 0A)
Input: Theta point P = (x : y : z : w) and theta null point 0A = (a : b : c : d) of PPAS A with product

structure
Output: The Montgomery coordinates (X(P1) : Z(P1)) and (X(P2) : Z(P2)) of P = (P1, P2) ∈ E1 × E2

1: (a, b, c, d)← 0A

2: (x, y, z, w)← P
3: X1 ← a · z + c · x
4: Z1 ← a · z − c · x
5: X2 ← a · y + b · x
6: Z2 ← a · y − b · x
7: return (X1 : Z1), (X2 : Z2)
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E.6 Computing a (2, 2)-isogeny chain between products of elliptic curves

We are now ready to describe the full computation of a (2, 2)-isogeny chain

Φ = Φe ◦ · · · ◦ Φ1 : E1 × E2 −→ E3 × E4.

The computation Isogeny22Chain has a clear three-phase structure:

1. a gluing step from a product surface to a theta-coordinate model of a principally polarized abelian
surface,

2. a sequence of generic (2, 2)-isogenies entirely inside that model, and

3. a final splitting step returning to a product of elliptic curves.

We organize the algorithmic presentation according to this structure. Besides the main routine Isogeny22Chain,
we first give one auxiliary routine, ChainStrategyComputation, and then three phase subroutines:
GluingStep, GenericStep, and SplittingStep.

Throughout this subsection, we use the torsion-rich input convention used by the implementation.
Namely, the routine takes as input two points P,Q ∈ E1 ×E2 of order 2e+2. Thus the input provides two
extra layers of 2-power torsion above the actual kernel. This makes compatible 8-torsion available for the
chain computation.

The subroutines below are used as follows.

1. The auxiliary routine ChainStrategyComputation manages the strategy stack. It repeatedly
applies the current doubling routine until the stack top gives the 8-torsion input required for the
next codomain computation.

2. GluingStep performs the initial gluing step. It uses ChainStrategyComputation to first de-
scend to compatible 8-torsion above the initial kernel, computes the gluing codomain by Gluing-
Codomain, and transports all pending points to theta coordinates by GluingEval or GluingEval-
Special.

3. Once the first codomain has been obtained, the remaining chain is computed entirely in theta coor-
dinates. GenericStep computes all intermediate generic (2, 2)-isogenies in theta coordinates. At
each intermediate level, it uses ThetaDBL inside ChainStrategyComputation, recovers the next
codomain by GenericCodomainWith8Torsion, and evaluates all pending points by GenericE-
val.

4. Finally, SplittingStep applies SplittingIsomorphism and transforms the codomain back to prod-
uct theta coordinates. The two Montgomery factors are recovered, and all evaluated points are
converted back to Montgomery coordinates.
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Algorithm 72 ChainStrategyComputation(strat_pts, orders)
Input: Lists strat_pts and orders of the same length, whose last entries represent the current stack top
Output: Updated lists strat_pts and orders whose last point pair is an 8-torsion point

1: while orders[k] 6= 1 do
2: k ← k + 1
3: if orders[k − 1] ≥ 16 then
4: n← borders[k − 1]/2c
5: else
6: n← orders[k − 1]− 1
7: (R,S)← strat_pts[k − 1]
8: for j from 1 up to n do
9: (R,S)← DBL(R,S)

10: strat_pts[k]← (R,S)
11: orders[k]← orders[k − 1]− n
12: return strat_pts, orders

Algorithm 73 GluingStep(P,Q, e, pts)
Input: Points P,Q ∈ E1 × E2 of order 2e+2, and an array pts of points of the form (R1, 0) or (0, R2)
Output: The first codomain theta null point 0A, doubling constants, transported evaluation points, and the remain-

ing strategy state
1: strat_pts← [(P,Q)]
2: orders← [e]
3: k ← 0
4: (strat_pts, orders)← ChainStrategyComputation(strat_pts, orders, k)
5: (T ′′

1 , T
′′
2 )← strat_pts[k]

6: (_, I, 0A, J,N)← GluingCodomain(T ′′
1 , T

′′
2 )

7: pts← [ GluingEvalSpecial(R, I,N) | R ∈ pts ]
8: for i from 0 up to k − 1 do
9: strat_pts[i]← GluingEval(strat_pts[i], T ′′

1 , J,N)
10: orders[i]← orders[i]− 1
11: k ← k − 1
12: consts← ThetaPrecomp(0A)
13: return 0A, consts,pts, strat_pts, orders

Algorithm 74 GenericStep(0A, consts, pts, strat_pts, orders)
Input: Current theta null point 0A, doubling constants consts, points need to be evaluated pts, and kernel stack

strat_pts, orders
Output: Final theta null point 0A and evaluated points pts
1: while k ≥ 0 and orders[k] 6= 0 do
2: (strat_pts, orders)← ChainStrategyComputation(strat_pts, orders) . using

DBL = (ThetaDBL(_, consts)
3: (T ′′

1 , T
′′
2 )← strat_pts[k]

4: (0′
B , I, 0B)← GenericCodomainWith8Torsion(T ′′

1 , T
′′
2 )

5: pts← [ GenericEval(R, I) | R ∈ pts ]
6: consts← ThetaPrecomp(0B)
7: for i from 0 up to k − 1 do
8: strat_pts[i]← GenericEval(strat_pts[i], I)
9: orders[i]← orders[i]− 1

10: k ← k − 1
11: return 0B , pts
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Algorithm 75 SplittingStep(0A, pts)
Input: Theta null point 0A of a surface isomorphic to a product, and evaluated points pts
Output: Product codomain E3×E4 and evaluated points in Montgomery coordinates on the two factors

1: M ← SplittingIsomorphism(0A)
2: 0A ←M · 0A

3: pts← [M ·R | R ∈ pts ]
4: (A3 : C3), (A4 : C4)← ThetaToProduct(0A)
5: pts← [ ThetaProductPointToMontgomery(R, 0A) | R ∈ pts ]
6: Let E3, E4 be the elliptic curves defined by Montgomery coefficients (A3 : C3) and (A4 : C4)
7: return E3 × E4, pts

Having described the auxiliary routine and the three phase subroutines, we now assemble them into
the main routine Isogeny22Chain. This wrapper follows the three-phase structure described above: it
first calls GluingStep, then GenericStep, and finally SplittingStep.

Algorithm 76 Isogeny22Chain(P,Q, pts)
Input: Points P,Q ∈ E1 × E2 of order 2e+2, and an array pts of points of the form (R1, 0) or (0, R2)
Output: The codomain E3×E4 of the chain with ker(Φ) = 〈[4]P, [4]Q〉, together with the evaluated points

[Φ(R) | R ∈ pts]
1: (0A, consts, pts, strat_pts, orders)← GluingStep(P,Q, e, pts)
2: (0A,pts)← GenericStep(0A, consts,pts, strat_pts, orders)
3: (E3 × E4,pts)← SplittingStep(0A, pts)
4: return E3 × E4, pts
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CHAPTER F

Pairing computation (implementation de-
tails)*

In this section, we describe our use of cubical arithmetic in the implementation to compute pairings. Our
presentation follows the cubical arithmetic of Pope, Reijnders, Robert, Sferlazza, and Smith [PRR+25]. Cu-
bical arithmetic is slightly different from differential arithmetic, and we therefore denote this representation
of P ∈ E as a cubical point with a tilde, P̃ . Starting from cubical points

P̃ = (x(P ) : z(P )), Q̃ = (x(Q) : z(Q)), P̃ +Q = (x(P +Q) : z(P +Q)), 0̃ = (1 : 0)

a cubical ladder produces cubical points for [n]P and [n]P + Q, which we call affine lifts of such points.
When [n]P is the point at infinity or a 2-torsion point, these affine lifts ˜[n]P and ˜[n]P +Q differ from the
starting points 0̃ and Q̃ by scalar factors λ, λ′. The crux of cubical pairings is that such ratios λ/λ′ contain
enough information to compute Tate or Weil pairings. Thus, we can compute these pairings from the
projective scaling information carried by the ladder output,1 rather than from a Miller function evaluation.

F.1 Cubical arithmetic
Cubical pairing computations use the same x-only primitives as the Montgomery ladder, although cubical
addition is slightly different from differential addition to keep track of the correct affine scaling. We use
four basic routines.

• CubicalDbl to compute the cubical double 2̃P of a cubical point P̃ ,
• CubicalDiffAdd to compute P̃ +Q given P̃ , Q̃, and P̃ −Q,
• CubicalTranslate for the final doubling in the cubical ladder, which exists for technical reasons,
• CubicalRatio to recover the ratio λ between two affine lifts of the same point P ∈ E.

Algorithm 77 CubicalDbl(E, P̃ )
Input: Montgomery curve E : y2 = x3 +Ax2 + x, cubical point P̃ = (X(P ) : Z(P ))
Output: Cubical double 2P̃ = (X2 : Z2)

1: a← (X(P ) + Z(P ))2

2: b← (X(P )− Z(P ))2

3: c← a− b
4: X2 ← a · b
5: Z2 ← c ·

(
b+ A+2

4 · c
)

6: return (X2, Z2)

1We omit the explicit division by 4 in the output of cubical differential addition. For reduced Tate pairings over Fp2 , these
factors are removed by the final exponentiation. For Weil pairings, they can be computed as the ratio of two squared Tate
pairings.
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Algorithm 78 CubicalDiffAdd(E, P̃ , Q̃, x(P −Q))
Input: Montgomery curve E : y2 = x3 +Ax2 + x; cubical points P̃ = (X(P ) : Z(P )), Q̃ = (X(Q) : Z(Q))

and the x-coordinate of their difference x(P −Q)
Output: Cubical differential addition P̃ +Q = (X2, Z2)

1: a← X(P ) + Z(P )
2: b← X(P )− Z(P )
3: c← X(Q) + Z(Q)
4: d← X(Q)− Z(Q)
5: X2 ← (a · d+ b · c)2

6: Z2 ← (a · d− b · c)2

7: X2 ← X2/x(P −Q)
8: return (X2 : Z2)

Algorithm 79 CubicalTranslate(P̃ , T̃ )
Input: Cubical Montgomery coordinates P̃ = (X(P ) : Z(P )) and T̃ = (X(T ) : Z(T )) where T = (X(T ) :

Z(T )) is a 2-torsion point
Output: Cubical translation P̃ + T = (X(P + T ), Z(P + T ))

1: X ← X(T )X(P )− Z(T )Z(P )
2: Z ← Z(T )X(P )−X(T )Z(P )
3: if Z(T ) = 0 then
4: Z ← −Z
5: if X(T ) = 0 then
6: X ← −X
7: return (X,Z)

Algorithm 80 CubicalRatio(P̃1, P̃2)
Input: Cubical Montgomery coordinates P̃1 = (X(P1) : Z(P1)), P̃2 = (X(P2) : Z(P2)) such that P1 =

(X(P1) : Z(P1)) = P2 = (X(P2) : Z(P2))
Output: Ratio λ such that X(P2) = λX(P1) and Z(P2) = λZ(P1)

1: if X(P1) = 0 then
2: return Z(P2)/Z(P1)
3: else
4: return X(P2)/X(P1)

F.2 Even-degree pairings
When the pairing order N = 2n is even, the square of the pairing loses one bit of information. In this
case, one replaces the degree-N ladder by a degree-n ladder and then applies an affine translation by the
2-torsion point [n]P . In this specification we only consider the case that N = 2e.
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Algorithm 81 CubicalLadderPowertwo(E, e, P̃ +Q, P̃ , x(Q))

Input: Montgomery curve E : y2 = x3+Ax2+x; integer e; cubical points P̃ +Q = (X(P+Q) : Z(P+Q)),
P̃ = (X(P ) : Z(P )); the x-coordinate of Q

Output: Cubical points [2e]P̃ and [2e]P̃ + Q̃

1: nP Q ← P̂ +Q

2: nP ← P̃
3: for k ← 1 to e do
4: nP Q ← CubicalDiffAdd(E, nP Q, nP , x(Q))
5: nP ← CubicalDbl(E, nP )
6: return (nP , nP Q)

Algorithm 82 Tate(E, e, x(P ), x(Q), x(P +Q))
Input: Supersingular Montgomery curve E : y2 = x3 + Ax2 + x; integer e; x-coordinates of points

P,Q, P +Q ∈ E(Fp2) with 2eP = 0E

Output: Reduced Tate pairing t2e(P,Q) ∈ µ2e

1: (nP , nP Q)← CubicalLadderPowertwo
(
E, e− 1, (x(P +Q), 1), (x(P ), 1), x(Q)

)
2: Õ ← CubicalTranslate(nP , nP )
3: Q̃′ ← CubicalTranslate(nP Q, nP )
4: λ← CubicalRatio

(
(x(Q) : 1), Q̃′

)
/ CubicalRatio

(
(1 : 0), Õ

)
5: return λ(p2−1)/2e
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Algorithm 83 Dlog2Single(E, e, x(P ), x(Q), x(R), x(P −Q), x(P −R), x(R−Q))
Input: Supersingular Montgomery curve E/Fp2 ; integer e; x-coordinates of P,Q,R ∈ E[2e]; x(P − Q),

x(P −R), x(R−Q)
Output: Scalars a, b ∈ Z/2eZ such that R = [a]P + [b]Q

1: SP ← (x(P ) : 1), SQ ← (x(Q) : 1), SR ← (x(R) : 1)
2: (U1, V1, D1)← (P,Q, x(P −Q))
3: (U2, V2, D2)← (P,R, x(P −R))
4: (U3, V3, D3)← (R,Q, x(R−Q))
5: for j ← 1 to 3 do
6: Lj ← (Dj , 1)
7: Mj ← (Dj , 1)
8: for i← 1 to e− 1 do
9: for j ← 1 to 3 do

10: Lj ← CubicalDiffAdd(E,Lj , SUj , x(Vj))
11: Mj ← CubicalDiffAdd(E,Mj , SVj , x(Uj))
12: SP ← CubicalDbl(E,SP )
13: SQ ← CubicalDbl(E,SQ)
14: SR ← CubicalDbl(E,SR)
15: S′P ← CubicalTranslate(SP , SP )
16: S′Q ← CubicalTranslate(SQ, SQ)
17: S′R ← CubicalTranslate(SR, SR)
18: for j ← 1 to 3 do
19: Lj ← CubicalTranslate(Lj , SUj )
20: Mj ← CubicalTranslate(Mj , SVj )
21: θj ← CubicalRatio(Mj , S

′
Vj

)/CubicalRatio(Lj , S
′
Uj

)

22: ηb ← θ2
23: ηa ← θ3
24: return (ω, ηb, ηa)

F.3 Odd-degree pairings

Let ` ≥ 3 be odd, with ` - p, and let P ∈ E[`], Q ∈ E. In this case, cubical arithmetic directly gives the
square of the non-reduced Tate pairing. More precisely, a cubical ladder of length ` produces affine lifts of
[`]P and [`]P +Q, and the corresponding monodromy ratio yields eT,`(P,Q)2 up to `-th powers.

Since 2 is invertible modulo `, this does not cause any difficulty for the reduced Tate pairing. After the
final exponentiation, one recovers the pairing itself by an additional exponentiation by 2−1 mod `. In the
same way, the square of the Weil pairing is obtained as the quotient of two Tate pairings.
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Algorithm 84 CubicalLadder(E, n, x(P ), x(Q), x(P −Q))
Input: Montgomery curve E : y2 = x3 + Ax2 + x; integer n =

∑b−1
i=0 ni2i with nb = 0; normalized inputs

(x(P ) : 1), (x(Q) : 1), (x(P −Q) : 1)
Output: Cubical points ˜[n]P and ˜[n]P +Q

1: S0 ← (1, 0)
2: S1 ← (x(P ) : 1)
3: T ← (x(Q) : 1)
4: d0 ← x(Q)
5: d1 ← x(P −Q)
6: for i← b− 1 downto 0 do
7: R← CubicalDiffAdd(E,S0, S1, x(P ))
8: if ni ⊕ ni+1 = 1 then
9: swap S0, S1

10: swap d0, d1

11: T ← CubicalDiffAdd(E, T, S0, d0)
12: S0 ← CubicalDbl(E,S0)
13: S1 ← R

14: return (S0, T )

Algorithm 85 TateOdd(E,N, x(P ), x(Q), x(P −Q))
Input: Supersingular Montgomery curve E/Fp2 ; odd integer N with N - p; x-coordinates of P,Q, P −Q

with P ∈ E[N ]
Output: Reduced Tate pairing tN (P,Q) ∈ µN

1: (Õ, Q̃′)← CubicalLadder(E,N, x(P ), x(Q), x(P −Q))
2: s← CubicalRatio

(
(x(Q) : 1), Q̃′

)
/ CubicalRatio

(
(1 : 0), Õ

)
3: λ← s(p2−1)/`

4: return λ

Algorithm 86 DlogOddSingle(E,C, x(P ), x(Q), x(P −Q), R)
Input: Supersingular Montgomery curve E/Fp2 ; x−coordinates of points P,Q, P −Q,R ∈ E[N ]
Output: Scalars (a, b) ∈ (Z/NZ)2 such that R = [a]P + [b]Q

1: ω ← TateOdd(E,N, x(P ), x(Q), x(P −Q))
2: ηb ← TateOdd(E,N, x(P ), x(R), x(P −R))
3: ηa ← TateOdd(E,N, x(R), x(Q), x(R−Q))
4: a← logω ηa

5: b← logω ηb

6: if [a]P + [b]Q 6= R then
7: a← N − a
8: return (a, b)
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Appendix F. Pairing computation*

Algorithm 87 DlogOdd(E,N, x(P ), x(Q), x(P −Q), x(P1), x(P2))
Input: Supersingular Montgomery curve E/Fp2 ; x−coordinates of points P,Q, P −Q,P1, P2 ∈ E[N ]
Output: Scalars (a1, b1, a2, b2) ∈ (Z/NZ)4 such that P1 = [a1]P + [b1]Q and P2 = [a2]P + [b2]Q

1: ω ← TateOdd(E,N, x(P ), x(Q), x(P −Q))
2: ηb1 ← TateOdd(E,N, x(P ), x(P1), x(P − P1))
3: ηa1 ← TateOdd(E,N, x(P1), x(Q), x(P1 −Q))
4: ηb2 ← TateOdd(E,N, x(P ), x(P2), x(P − P2))
5: ηa2 ← TateOdd(E,N, x(P2), x(Q), x(P2 −Q))
6: a1 ← logω ηa1

7: a2 ← logω ηa2

8: b1 ← logω ηb1

9: b2 ← logω ηb2

10: if [a1]P + [b1]Q 6= P1 then
11: a1 ← N − a1
12: if [a2]P + [b2]Q 6= P2 then
13: a2 ← N − a2
14: return (a1, b1, a2, b2)
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